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Toward A Higher Resilience
Against Cyberattacks

Two new impulses for awareness training programs

Effective information security awareness programs are crucial for building
resilience against cyberattacks, and they are thus, a major part of an organization’s
security investments. However, studies reveal that they are often ineffective and
perceived to be burdensome. Thus, we share insights from two new approaches
that are effective in both, building information security awareness and motivating
participants to engage with information security learning content profoundly.

1 Introduction

The European Union Agency for Cybersecurity reports that hu-
man-centered cyberattacks such as social engineering attacks, but
also data breaches (often traced back to human errors), are among
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the most considerable threats to information security and data
privacy [1]. As human behavior plays a crucial role, information
security education, and training awareness (SETA) programs are
important measures to strengthen the resilience of organizations.
[2] However, many training approaches are rather ineffective and
neglect participant-centered aspects. As a result, such programs
are perceived to be burdensome, not engaging, moderately bor-
ing, unspecific, lack real-life hands-on experiences, and do not
convey tangible relevance to the users. [3-5] In other words, they
are not participant-centered. They fail to motivate participants
and further, to provide tangible real-world relevance for why they
should change unsafe behaviors. As a result, organizations might
invest in such SETA programs but could still be vulnerable with-
out knowing it. In order to address this problem, we present two
scalable concepts for training programs that consider the men-
tioned shortcomings and focus on a participant-centered deliv-
ery. More precisely, we outline two concepts for realistic train-
ing scenarios, a) an interactive video that enables participants
to experience the consequences of their behavior in a motivat-
ing manner, as well as b) a business game that enables the partic-
ipants to take different angles of information security within an
organization. Both approaches have been developed and tested
in higher education contexts and students report them to be en-
gaging and realistic.

2 Theory-informed considerations
for our training approaches

In order to develop participant-centered approaches, we consid-
ered current research articles and literature reviews on factors
thatlead to the success and failure of SETA programs. According-
ly, a major success factor is to make training approaches engaging.
This means they should include, e.g., a variety of training formats,
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options for interactivity, rich media for delivery (e.g., videos), col-
laborative learning techniques, and motivating learning content.
A critical aspect of motivation is making the content relevant to
users, e.g., by providing real-world examples that allow them to
have their own ‘hands-on’ experiences. Simulations of real-world
scenarios like the story of a cyberattack are one way to cover this
aspect if fear appeals are not overstressed. This being said, simula-
tions can be engaging, have the potential to foster good behavior,
and change false beliefs by providing feedback on decisions and
experiencing consequences in a comfortable way. [2-5]

Another major success factor that contributes to engaging and
successful training is the effective mediation of relevant informa-
tion. It is not about quantity, as training programs might fail if
too much content and abstract information are provided. The
participants might simply not understand the relevance and its
ties to specific practices, so they react with disinterest and cog-
nitive overload. Consequently, only providing information, e.g.,
by hanging up posters, is not enough. Instead, active learning re-
quires practice and repetition which is, e.g., enabled by simula-
tions. [2, 3]

To sum up, learners need to experience in an engaging and mo-
tivating way that the training is of great value and provides spe-
cific and relevant information to their daily tasks.

Based on this theoretical core knowledge, we developed the two
conceptual elements for SETA programs that we mentioned in the
introduction: An interactive video and a business game. In order
to engage the participants to delve into the learning content and
to internalize its relevance for their personal lives as well as for
business contexts, both approaches are based on a specific nar-
rative that is strongly connected to the real-world environment
of our target group, in this case, higher education students. We
chose students because they are prospective full-time employees,
represent a great share of IT users at a university, and are often al-
ready partially employed, e.g., as assistants either at the university
or in other organizations. However, even though we implement-
ed tailored narratives for students in both approaches, the narra-
tive concept itself diverged. We will now outline this, and further
underlying considerations based on our previous work along both
approaches, before explaining the implementation in more detail
within the next chapter. This also means that we share more de-
tails about the conceptualizations instead of content creation. For
the latter, we can refer to our previous work on applying genera-
tive artificial intelligence to create learning content efficiently [6].

The first approach is an interactive learning video that employs
choice-based storytelling because we found in our previous work
that narratives can have a strong positive effect on the motivation
of participants (for further information - see [7]). This means that
participants of this training start a video that includes real-world
camera footage of the organizations’ environment and a narrative
leads them to decision situations. Each decision leads to a differ-
ent story path and different story endings, e.g., a cyberattack was
stopped vs. the organization was hacked. For this reason, every
participant has the possibility to experience the consequences of
good and bad decisions within a safe space and in a very person-
al way. The narrative makes them curious, and ‘retry’ options al-
low for repetitions until the right path is found. With that, we ad-
dress the named success factors for information security training
programs of our previous research, but also adapt to current prac-
tices as learning videos are among the dominant ways of delivery
for such approaches. For instance, KnowB4, ESET, or Proofpoint
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offer various forms of learning videos; however, to the best of our
knowledge, there is no such approach as ours. Furthermore, there
is scarce evidence that video-based training approaches are effec-
tive. Contrary, our approach provides first empirical evidence for
its effectiveness (for more information see [8]).

For the second approach, we chose a business game because it
encourages participants to take different perspectives on infor-
mation security while the narrative simulates a realistic scenar-
io, e.g., specific business processes for the organization. Further-
more, a business game allows instructors to split a course into
smaller groups and the creation of a collaborative learning envi-
ronment. Given this, we grouped all students of our lecture into
teams of 3 up to 4 people. We also considered that collaborative
learning could take place either online, hybrid, or in local class-
es. In general, instructors could carry out such business games by
developing paper-based material or using collaboration technol-
ogy to scaffold the players, respectively the learning process. We
tested both, a PDF-based version and a collaboration software.

Despite the concept of the training that we depicted above, we
briefly depict the content that has been taught when carrying out
both training approaches. Overall, the content addressed issues
of information security as well as data security. We strived to sen-
sitize our participants that there is no data privacy without both,
legal privacy regulations and information security, as the latter
provides the technological means to enforce the technical secu-
rity of private data. The focused content of the interactive video
addressed the topic of bad USB sticks and reporting security in-
cidents. Instead, the business game covers four lecture dates that
focus on threat assessment (for non-information systems man-
agers), phishing attacks, handling sensitive data, and incident re-
sponse. During all lectures, we strived to cover both perspectives
- the private perspective and the work perspective to make the
content more accessible and relevant to the participants.

Lastly, we want to emphasize that every instructor should care-
tully consider a positive formulation for the role of humans in the
cybersecurity context, as we did. For instance, in case a human is
unintentionally involved in cyberattacks, e.g., being tricked into
plugging a malicious USB stick into the working computer, in lit-
erature, this human is considered as one compromised link in the
security chain and often declared as a ‘human error’ or ‘the weak-
estlink within the security chain’. Thus, we emphasize using more
sensitive and positivistic wording, e.g., to declare all humans as
‘one of the most important links within the security chain’.

3 Two engaging approaches to build
information security awareness training

3.1 Interactive videos based on
choice-based storytelling

As introduced in the previous chapter, we aimed to create a nar-
rative-based training approach for students of the lecture on da-
ta privacy and information security at a German university. This
training scenario is based on a real-world scenario in order to in-
crease personal relevance, reduce the emotional distance between
the learning content and the participants, and to make it more
authentic. In order to achieve this, we recorded real-world foot-
age of the university environment to tell the narrative within the
learning video. This also means that we developed a real-world
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inspired narrative instead of a general narrative that applies to
all companies or branches. Thereby we argue that, e.g., the orga-
nizations’ brand logo or specific information are one attempt to
provide customized experiences, however, they could appear to
be too generic. As a result, the customization might not achieve
the intended effect of a tailored training instance.

The narrative itself tells the story of a student assistant who re-
ceives an e-mail, including a request from a colleague to come to
work for a job-related issue. Upon arriving at the organization,
the protagonist finds a USB stick and has to decide how to deal
with this situation. This is called choice-based storytelling, where
a player has the opportunity to control the storyline through their
own decisions. For instance, the player can decide whether to plug
in this USB stick, walk to the computer department, or ask a col-
league what to do. The journey in the video leads the person to
different decision situations that are represented through pop-
up questions within the video at the given time. We provide two
screenshots of such decision situations in the Figures 1 and 2. The
first figure depicts the first decision situation that we described
previously - the protagonist has to decide what to do with the
USB stick that he found in front of a colleague’s door. The second
figure is a decision situation where the protagonist was informed
by a fellow student that he and students found
several USB sticks on the campus, and these
sticks seem to be empty. Now, the viewer has
to decide whether to ignore that or to report it
to the IT department. If a participant choos-
es a path that violates information security,
they are led, e.g., to the scenario that either he
or the organization has been hacked but al-
lowed to retry. We prepared different endings
for bad decisions to reflect different preced-
ing circumstances and consequences. For in-
stance, if the player decides to plug the USB
stick into the personal computer of the protag-
onist, the story continues with footage of the
protagonist’s computer that acts strange for
some seconds. Then, an instructor sequence
explained what happened. In contrast, now re-
ferring to Figure 2, where the player has to de-
cide whether to report the situation when fel-
low students found ‘empty’ USB sticks or not,
the protagonist gets informed about a cyberat-
tack that hit the organization severely, includ-
ing details of the incident. This allows partic-
ipants to experience possible specific conse-

Fig. 1| Decision situation: how to deal with the USB stick

I will go to the IT Department and hand it

the National Institute of Standards and Technology in the United
States. In addition to that, we recommend identifying relevant top-
ics based on the organization’s risk assessment, if available. Subse-
quently, we modeled our narrative as a process chain to create an
overview of all decision situations. This is highly relevant to shoot-
ing the video footage efficiently. We experimented with both an
action camera and a smartphone camera (in combination with
a gimbal) to capture all scenes. It was an intentional decision to
choose this setup over a professional camera team as we strived
to cover the aspect that creating training content should be light-
weight and affordable.

A pre- and post-test (n=60) revealed a significant and strong ef-
fectiveness of the video for the topic ‘incident response’ in enhanc-
ing information security awareness. The qualitative feedback from
students was largely positive, e.g., 29 out of 32 statements men-
tioned engaging aspects of the video, such as it is enjoyable and ex-
citing, but mainly that it is literally engaging and supporting them
in active learning; three negative statements related to technical is-
sues. Further remarkable is that among all evaluation categories,
many students positively referred to the interactive real-world sce-
nario as it enabled them to experience the consequences of their
own decisions and reflect on them. (see [8] for details)

What would you like to do with this USB \

stick?

over.

| will contact a colleague in the office.

| will take it with me first and then plug it in
my computer when | am back home.

quences of their actions in a safe learning en-
vironment. We also included humor for both
good and bad behavior to make the students
feel more comfortable.

In order to develop the narrative, we orient-
ed on the Human-Aspect-of-Information-Se-
curity-Questionnaire [9] to cover relevant top-
ics and to assess the level of information se-
curity awareness after the training is complet-
ed. Another way to cover that aspect would be
to consider documents and recommendations
of local official institutions, e.g., the ‘Federal
Office for Information Security’ (Bundesamt
fiir Informationssicherheit) in Germany, or
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What should | do next?

| will not take any action.

| will go to the IT Department and inform them
about what happened.
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3.2 Business game for online and local setups

Implementing a business game is a further possibility to provide
areal-world context that addresses the topic of information secu-
rity awareness. More precisely, a business game is an educational
method that uses simulations to build realistic scenarios and al-
lows participants to gain practical experience as well as to make
decisions without having to face real consequences. This enables a
hands-on approach to various relevant information security top-
ics. Participants do not just passively consume new content but
are given an active role in which they have to discuss, apply, and
evaluate new content. The content of business games can be close-
ly aligned with the relevant content of any organization.

Based on these considerations, we have developed a simulation
game for a German university where students deal with data pro-
tection and information security at their university during one se-
mester. At regular intervals of circa 3 weeks, we have scheduled 4
sessions of 90 minutes each (see Figure 3). Every session address-
es one specific information security-related topic.

Fig. 3 | Structure of the business game with four sessions

7+ 3 Weeks o=+ 3 Weeks =+ 3 Weeks
Collection of Phishing Threat Incident
topics attacks assessment Response
[ 4Roles | [ 4Roles | [ 4Roles | [ 4Roles |
[ 4 Phases | [ 4 Phases | [ 4 Phases | [ 4 Phases |
90 Minutes 90 Minutes 90 Minutes 90 Minutes

The business game simulates the storyline of a fictitious I'T con-
sultancy that advises a potential customer (our university) on the
topics of data protection and information security. While in the
first session, the participants collect relevant information secu-
rity topics by conducting a simplified threat assessment, the fol-
lowing three sessions focus on one specific topic in detail. With-
in the business game, there are four roles that students can be as-
signed to: A representative of I'T consulting, a university student,
and two university employees. One as a lecturer/researcher and
one of a specialized department (e.g. I'T, law). Each role enables a
different perspective on information security topics (see Figure 4).

Fig. 4 | Assigned roles within the business game

@g Consultant: moderating role, leads small group though the session

B university Student: private perspective on IS-security topics

i Lecturer/Researcher: corporate perspective on IS-security topics

& Specialized Department: expertise (facts & statistics) on the topic

Each of the four sessions of the business game has a workshop
character and is moderated by the role of the Consultant. Be-
sides each session is structured into four phases: 1. Reading: Get-
ting to know the assigned role and learning about correspond-
ing information security; 2. Creating: Working together in the
small group and creating a product to summarize the previous-
ly learned information security knowledge of all roles; 3. Feed-
back: Exchanging and analyzing this product with members of
other small groups and documenting the comments; 4. Review:
Reflecting on the received feedback for the product.
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To make this generic structure of the business game sessions
more tangible, we will describe the concrete concept of the first
session. This is depicted in Figure 5, showing an example of two
small groups. The first session represents the first contact of the
IT consultancy supporting the university in the area of informa-
tion security. Therefore, it is about collecting relevant information
security topics (simplified risk assessment) in the context of the
university and creating a structured overview of these topics, in-
cluding threats. The session starts with the students being divided
into small groups of four, and then each student is assigned a role.

Fig. 5 | Structure of one session on two exemplary groups

3. Feedback

E% - -;1"\‘/,
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1. Reading 2. Creating
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In the first phase of every session, each student is provided with
information about their role. The aim of this phase is for each stu-
dent to understand the perspective of the role and to learn about
topics relevant to information security. The consultant is given
information about the structure and process of the session. The
role also receives information on how to lead the small group
through the process and how to ensure that all roles are actively
participating and responding to each other. The student receives
an experience report, including experiences with a hacked social
media account, sharing private information online, and creating
weak passwords. The lecturer/researcher role includes an expe-
rience report that deals with the topic of phishing emails, han-
dling sensitive data and storage media, as well as regular back-
ups. Within the first session, the fourth role of the department is
an employee of the university computer deparment. This role is
provided with an overview of cyber-attacks and related statistics.

The second phase begins with a welcome from the consultant,
who asks each role to briefly introduce themselves. In addition,
during this phase, the small groups work together to create an
overview of information security issues in the form of a mind
map. Each role is asked to engage and share the information pro-
vided. The aim of this phase in the first session is for the students
to reproduce, analyze, and link information security topics. At
the end of this phase, each small group has created a mind map
summarizing the information security topics they have identified.

In the third phase, the mind maps of the small groups are ex-
changed, and each small group receives the mind map of another
small group. The task of this phase is to analyze the received mind
map for its completeness and logic. The small groups should doc-
ument their thoughts on the received mind map, again under the
moderation of the consultant.

In the fourth and final phase, each small group receives its an-
notated mind map back from the assigned group. The roles dis-
cuss the comments and reflect on what they have learned. At the
end of the phase, the consultant closes the session by thanking the
other team members for their participation and saying goodbye.
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If any questions remain unanswered in the small groups after
a session, they are discussed with the students in an open plena-
ry with the teacher and any ambiguities are clarified.

Over two semesters, 35 students returned a survey about their
experiences after completing the business game. The overall feed-
back from the participating students was positive, with 72% say-
ing they (highly) enjoyed the simulation and 67% saying they
were (highly) interested in the addressed topic. In this context,
students emphasized that they liked the group interaction and
the role-specific tasks. In addition to the high level of motiva-
tion, there is also a measurable increase in information securi-
ty knowledge.

4 Implications and conclusion

The evaluations of our interactive video and the business game
show that participants found both approaches engaging and that
they enjoyed participating, despite minor technical issues such
as lost Wi-Fi connections. Moreover, student feedback empha-
sizes that realistic training approaches allow them to take dif-
ferent perspectives, stimulate interest, and support the internal-
ization of relevance. It also supported them in active learning.
This supports our assumption that our narratives and the sim-
ulation of real-world scenarios were both successful in connect-
ing the students’ world with the security goals of the organiza-
tion, our university.

With special emphasis on the interactive video, we suggest in-
corporating realistic decision situations in SETA programs in
combination with narratives that are borrowed from the partic-
ipants’ real-world context to create tangible relevance to the us-
ers. This goes in line with current research that emphasizes the
importance of real-world training scenarios as they link abstract
knowledge with the organization’s environment and the person-
al habits of the participants. [3, 10] Moreover, tangible relevance
makes SETA programs engaging and fosters resilience against
cyber threats.

Referring to the business game, we recommend using suitable
collaboration software instead of a paper-based version and bas-
ing the game on a realistic use case that allows for different user
roles and perspectives. Since there was no adequate collaboration
software available for our learning management system (based on
Stud.IP), we co-developed a dedicated plugin in a funded inter-
disciplinary research project (for further information - see ‘Ac-
knowledgements’). The plugin offers the necessary functionalities
for this, and related use cases. For instance, the use of the plugin
allowed us to address the three types of participants, namely on-
line, hybrid, or local class students, and provided the lecturer with
more control options during the business game, e.g., monitoring
the status of each group within every phase of the game. Conse-
quently, instructors can not only detect and intervene in prob-
lems but also review the outcomes of all groups simultaneously.

What further applies to both of our approaches is that they
enable a broad application context. They are scalable and light-
weight, as well as independent of the learners’ and the instruc-
tors’ location. In addition, the interactive video can be provid-
ed on demand.

Finally, we declare that the selection and combination of train-
ing elements, e.g., videos, business games, or group training
should be carefully considered in general. There is no ‘one size
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fits all’ solution and our suggestions should not be interpreted as
such. For instance, the proposed interactive video enables users to
experience the consequences of cyberattacks within a real-world
environment but might not be suitable to train, e.g., encrypting
files. Nevertheless, we provide two concepts for engaging, inter-
active training approaches that could be used as elements of an
effective SETA program portfolio. Moreover, these concepts can
be applied on many other topics related to information security
awareness. For example, we developed a second interactive vid-
eo for the use of mobile devices at public locations and a business
game with only one session. Lastly, we want to emphasize the im-
portance of positively perceived training approaches, as convinc-
ing individuals is the first step to invoke positive group thinking
processes and therefore, to build an effective information secu-
rity culture [11].
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