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Bienvenida del Comité Organizador

Tras la parada provocada por la pandemia en 2020, las VI Jornadas Nacionales de Investiga-
cién en Ciberseguridad (JNIC) vuelven el 9 y 10 de Junio del 2021 con energfas renovadas, y por
primera vez en su historia, en un formato 100% online. Esta edicién de las JNIC es organizada
por los grupos GSyA y Alarcos de la Universidad de Castilla-La Mancha en Ciudad Real, y
con la activa colaboracién del comité ejecutivo, de los presidentes de los distintos comités de
programa y del Instituto Nacional de Ciberseguridad (INCIBE). Continda de este modo la
senda de consolidacién de unas jornadas que se celebraron por primera vez en Leén en 2015 y
le siguieron Granada, Madrid, San Sebastiin y Ciceres, consecutivamente hasta 2019, y que,
en condiciones normales se habrian celebrado en Ciudad Real en 2020.

Estas jornadas se han convertido en un foro de encuentro de los actores mds relevantes en
el dmbito de la ciberseguridad en Espaiia. En ellas, no sélo se presentan algunos de los trabajos
cientificos punteros en las diversas dreas de ciberseguridad, sino que se presta especial atencién
a la formacién e innovacién educativa en materia de ciberseguridad, y también a la conexién
con la industria, a través de propuestas de transferencia de tecnologia. Tanto es asi que, este afio
se presentan en el Programa de Transferencia algunas modificaciones sobre su funcionamiento
y desarrollo que han sido disefiadas con la intencién de mejorarlo y hacerlo mds valioso para
toda la comunidad investigadora en ciberseguridad.

Ademais de lo anterior, en las JNIC estardn presentes excepcionales ponentes (Soledad
Antelada, del Lawrence Berkeley National Laboratory, Ramsés Gallego, de Micro Focus y
Ménica Mateos, del Mando Conjunto de Ciberdefensa) mediante tres charlas invitadas y se
desarrollaran dos mesas redondas. Estas contardn con la participacién de las organizaciones
mis relevantes en el panorama industrial, social y de emprendimiento en relacién con la ciber-
seguridad, analizando y debatiendo el papel que estd tomando la ciberseguridad en distintos
ambitos relevantes.

En esta edicién de JNIC se han establecido tres modalidades de contribuciones de inves-
tigacion, los clasicos articulos largos de investigacion original, los articulos cortos con investi-
gacién en un estado mds preliminar, y resimenes extendidos de publicaciones muy relevantes
y de alto impacto en materia de ciberseguridad publicados entre los afios 2019 y 2021. En el
caso de contribuciones de formacién e innovacién educativa, y también de transferencias se
han considerado solamente articulos largos. Se han recibido para su valoracién un total de 86
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contribuciones organizadas en 26, 277 y 33 articulos largos, cortos y resimenes ya publicados,
de los que los respectivos comités de programa han aceptado 21, 19 y 27, respectivamente. En
total se ha contado con una ratio de aceptacion del 77%. Estas cifras indican una participacién
en las jornadas que continta creciendo, y una madurez del sector espafiol de la ciberseguridad
que ya cuenta con un volumen importante de publicaciones de alto impacto.

El formato online de esta edicién de las jornadas nos ha motivado a organizar las jornadas
de modo mds compacto, distinguiendo por primera vez entre actividades plenarias (charlas
invitadas, mesas redondas, sesién de formacién e innovacién educativa, sesién de transfe-
rencia de tecnologia, junto a inauguracién y clausura) y sesiones paralelas de presentacién de
articulos cientificos. En concreto, se han organizado 10 sesiones de presentacién de articulos
cientificos en dos lineas paralelas, sobre las siguientes tematicas: deteccién de intrusos y gestion
de anomalias (I y II), ciberataques e inteligencia de amenazas, anlisis forense y cibercrimen,
ciberseguridad industrial, inteligencia artificial y ciberseguridad, gobierno y riesgo, tecnologias
emergentes y entrenamiento, criptografia, y finalmente privacidad.

En esta edicién de las jornadas se han organizado dos nimeros especiales de revistas con
elevado factor de impacto para que los articulos cientificos mejor valorados por el comité de
programa cientifico puedan enviar versiones extendidas de dichos articulos. Adicionalmente, se
han otorgado premios al mejor articulo en cada una de las categorias. En el marco de las JNIC
también hemos contado con la participacién de la Red de Excelencia Nacional de Investigacién
en Ciberseguridad (RENIC), impulsando la ciberseguridad a través de la entrega de los premios
al Mejor Trabajo Fin de Mster en Ciberseguridad'y ala Mejor Tesis Doctoral en Ciberseguridad. Tam-
bién se ha querido acercar a los jévenes talentos en ciberseguridad a las JNIC, a través de un CTF
(Capture The Flag) organizado por la Universidad de Extremadura y patrocinado por Viewnext.

Desde el equipo que hemos organizado las JNIC2021 queremos agradecer a todas aquellas
personas y entidades que han hecho posible su celebracién, comenzando por los autores de
los distintos trabajos enviados y los asistentes a las jornadas, los tres ponentes invitados, las
personas y organizaciones que han participado en las dos mesas redondas, los integrantes de
los distintos comités de programa por sus interesantes comentarios en los procesos de revisién
y por su colaboracién durante las fases de discusién y debate interno, los presidentes de las
sesiones, la Universidad de Extremadura por organizar el CTF y la empresa Viewnext por
patrocinarlo, los técnicos del drea TIC de la UCLM por el apoyo con la plataforma de comu-
nicacion, los voluntarios de la UCLM vy al resto de organizaciones y entidades patrocinadoras,
entre las que se encuentra la Escuela Superior de Informatica, el Departamento de Tecnologias
y Sistemas de Informacién y el Instituto de Tecnologias y Sistemas de Informacién, todos ellos
de la Universidad de Castilla-La Mancha, la red RENIC, las citedras (Telefénica e Indra)
y aulas (Avanttic y Alpinia) de la Escuela Superior de Informitica, la empresa Cojali, y muy

especialmente por su apoyo y contribucién al propio INCIBE.

Manuel A. Serrano, Eduardo Fernandez-Medina

Presidentes del Comité Organizador

Cristina Alcaraz

Presidenta del Comité de Programa Cientifico

Noemi de Castro

Presidenta del Comité de Programa de Formacién e Innovacién Educativa
Guillermo Calvo Flores

Presidente del Comité de Transferencia Tecnoldgica
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A Review of “Bringing Order to Approximate
Matching: Classification and Attacks on Similarity
Digest Algorithms”

Miguel Martin-Pérez
Universidad de Zaragoza, Spain
miguelmartinperez @unizar.es

Abstract—Fuzzy hashing or similarity hashing (a.k.a. bytewise
approximate matching) converts digital artifacts into an inter-
mediate representation to allow for efficient (fast) identification
of similar objects, e.g., for deny-listing. Over the past decade,
new algorithms have been developed and released to the digital
forensics community. When releasing algorithms (e.g., as part
of a scientific article), they are frequently compared with
other algorithms to outline the benefits and sometimes also the
weaknesses of the proposed approach. However, given the wide
variety of algorithms and approaches, it is impossible to provide
direct comparisons with all existing algorithms. In this paper,
we present the first classification of approximate matching algo-
rithms which allows for an easier description and comparisons.
Therefore, we first reviewed existing literature to understand the
techniques various algorithms use and to familiarize ourselves
with the common terminology. Our findings allowed us to develop
a categorization relying heavily on the terminology proposed by
NIST SP 800-168. In addition to the categorization, this paper
presents an abstract set of attacks against algorithms and why
they are feasible. Lastly, we detail the characteristics needed
to build robust algorithms to prevent attacks. We believe that
this paper helps newcomers, practitioners, and experts alike to
better compare algorithms, understand their potential, as well
as characteristics and implications they may have on forensic
investigations.

Index Terms—Similarity digest algorithm, Approximate
matching, Fuzzy hashing, Similarity hashing, Bytewise, Classifi-
cation scheme

Tipo de contribucion: Investigacion ya publicada en
“Bringing Order to Approximate Matching: Classification and
Attacks on Similarity Digest Algorithms,” Forensic Science
International: Digital Investigation, 2021 [6].

I. EXTENDED ABSTRACT

According to NIST SP 800-168, “approximate matching is
a promising technology designed to identify similarities be-
tween two digital artifacts” [1]. This identification of similari-
ties between two or more artifacts can happen on three differ-
ent levels of abstraction: bytewise, when the comparison relies
on the raw sequence of bytes that form the digital artifacts;
syntactic, when the internal structures of the digital artifacts
under analysis are used instead of merely byte sequences; or
semantic, when the comparison relies on contextual attributes
to interpret the digital artifacts and estimate their similarity.
Furthermore, algorithms may either compare artifacts directly
(e.g., Levenshtein distance or Hamming distance), or they may
first convert them into an intermediate representation (e.g., a
fingerprint, hash, digest) that can then be compared. This latter
case is often referred to as fuzzy hashing or similarity hashing
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Ricardo J. Rodriguez
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and aims at complementing cryptographic hash functions by
allowing for the identification of similar objects instead of
completely identical objects.

In this paper we focus on algorithms/literature that operate
on the byte-level' and utilize an intermediate representation,
i.e., a digest/fingerprint. We define these kinds of algorithms
as similarity digest algorithms (SDA)?. These algorithms
gained popularity around 2006 when ssdeep was pub-
lished [2]. Over the years, many more algorithms have been
proposed such as sdhash [3], mrsh-v2 [4] or TLSH [5],
to name a few.

In order to compare algorithms, the community mostly
focuses on obvious metrics such as runtime efficiency or
precision and recall rates. However, due to the various design
decisions researchers and practitioners have made during the
development, we argue that a finer granular comparison is
necessary as there may be instances where precision and recall
are insufficient. For instance, some implementations have
difficulties handling extremely small files, while others are
susceptible if the difference in file size between two objects
is too large (e.g., SMiB vs. 5 GiB). Consequently, this paper
has the following contributions:

o The first categorization for SDA, allowing the commu-
nity to better discuss and compare the various existing al-
gorithms. Categorizations are useful for scientific fields,
as they allow structuring a domain.

o A comprehensive discussion of the algorithms with re-
spect to the categorization and its implication for practi-
tioners.

o A discussion of the categorization with respect to why
these characteristics are important and how practitioners
may contribute from it, describing an abstract set of
attacks.

o In addition, we also provide insights on the desirable
properties to build a robust SDA against attacks.

In order to develop the classification, we have identified
the six phases of a SDA. Five of these phases can be
grouped in an “artifact processing and digest generation
phase”, while the other is devoted to digest comparison.
Each phase consists of various dimensions and procedures

!Inputs/artifacts are treated as a byte stream and are processed without any
interpretation of the data.

%In this paper, we use the SDA interchangeably as a singular and plural
acronym.
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Algorithm Feature generation Feature Processing Feature Selection
Length Support Function  Intersection Cardinality Mapping Function  Bit Reduction Selection Function Domain Coverage
dcfldd Static (512) None No Variable (L/512) Hashing None (128) None (n/a) Full
Nilsimsa Static (3) None Yes Variable (6L) Hashing None (8) None (n/a) Full
ssdeep Dynamic (L/64) Trigger function No Fixed (64) Hashing Ratio (6/32) None (n/a) Full
md5bloom Static (512) None No Variable (L/512) Hashing Ratio (40/128) None (n/a) Full
MRS hash Dynamic (234) Trigger function No Variable (L/234) Hashing Ratio (44/128) None (n/a) Full
SimHash Static (1) None Yes Variable (8L) Identifier None (8) Block matching Feature Partial
sdhash Static (64) None Yes Variable (L) Hashing Ratio (55/160) | Minimum probability Feature Partial
MRSH-V2 Dynamic (320) Trigger function No Variable (L/320) Hashing Ratio (55/64) None (n/a) Full
mvHash-B Static (20, 50) None Yes Variable (8L) Encoding Ratio (1/32) Block similarity Feature Full
TLSH Static (3) None Yes Variable (6L) Hashing None (8) None (n/a) Full
saHash Static (1) None Yes Variable (4L) None None (8) None (n/a) Full
LzJD Dynamic (1 + logys6 L) Unique No Variable (L/(1 + loggse L)) Hashing None (128) Minimum value Processed feature Partial
FbHash Static (7) None Yes Variable (L) Hashing None (64) None (n/a) Full
Table I

CLASSIFICATION OF SIMILARITY DIGEST ALGORITHMS ACCORDING TO OUR PROPOSED CLASSIFICATION SCHEME (feature generation, feature
processing, AND feature selection PHASES).

Digest generation

Feature Deduplication Digest comparison

oty Digest Size Storing Structure Order Requirements Type Occurrence Requirements Output Score  Score Trend ~ Space Sensitivity
dcfldd Input dependent Processed feature Absolute None None (n/a) None Interval Ascending Total
concatenation
Nilsimsa Fixed Counter Processed None Consecutive ~ Comparison Minimum commonality Interval Ascending None
feature-aware
ssdeep Input dependent with Processed feature Absolute Minimum features Consecutive ~ Comparison Minimum commonality, Interval Ascending Total
max concatenation Similar input size
md5bloom Input dependent Set concatenation Set-absolute None In-Scope Generation None Interval Ascending Partial
MRS hash Input d s Set C: ion Set-absolute None In-Scope Generation None Interval Ascending Partial
SimHash Fixed Counter None None None (n/a) Similar input size Half-bounded  Descending None
sdhash Input dependent Set concatenation Set-absolute Diversity In-Scope Generation Minimum amount Interval Ascending Partial
MRSH-V2 Input Set ¢ enation Set-absolute None In-Scope Generation Minimum amount Interval Ascending Partial
mvHash-B Input dependent Set concatenation Set-absolute Diversity In-Scope Generation Similar input size Interval Ascending Partial
TLSH Fixed Counter Processed None None (n/a) None Half-bounded  Descending None
feature-aware
saHash Fixed Counter Processed None None (n/a) None Binary value (n/a) Total
feature-aware
LZJD Fixed Set None None None (n/a) None Interval Ascending None
FbHash Fixed Counter Processed Document frequency None (n/a) None Interval Ascending None
feature-aware
Table 11

CLASSIFICATION OF SIMILARITY DIGEST ALGORITHMS ACCORDING TO OUR PROPOSED CLASSIFICATION SCHEME (digest genemti(m,feature
deduplication, AND digest comparison PHASES).

which themselves are based on characteristics (i.e., its values).
For instance, the feature generation phase has, among other
dimensions/procedures, length, support function and intersec-
tion. Every dimension can have different characteristics, such
as static or dynamic (length) and trigger function or unique
(support function). The classification of SDA according to our
proposed classification scheme is given in Tables I and II.

Regarding the set of attacks against SDA, we have distin-
guished between two types of attacks:

« Attacks against the similarity score, which divides into
Reduction of Similarity attacks (the input is crafted to
minimize the similarity score when it is compared against
other input) and Emulation of Similarity attacks (the
artifact is manipulated to yield a high similarity score
to a another [non-similar] artifact).

« Attacks against impeding the last phases of an SDA,
which splits into Impeding the Digest Generation Phase
attack (a deliberate modification of the input in such a
way that the SDA is unable to generate a similarity digest
due to insufficient conditions) and Impeding the Digest
Comparison Phase attack (an adversary crafts an input so
that the similarity digest generated cannot be compared
or the similarity score computed is always very low —
i.e., no similar).

As the last contribution of the paper, we have highlighted
the properties needed to build a robust SDA against these
attacks. For the sake of space, we have deliberately omitted
a more detailed description of these properties in this paper.
Further details are given in [6].

The full version of this paper (with a full description
of the classification dimensions, as well as a detailed
explanation on attacks and on building a robust SDA)
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was published in [6].
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