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Abstract

Diffusion models can be used as a powerful augmentation
method to artificially extend datasets for enhanced train-
ing, by swapping parts of the image with generated content
which look very different from the originals to the human
eye. A recent ECCV oral paper [15] has suggested to use
this data augmentation technique for data anonymization.
However, we show in this paper that diffusion models that
are conditioned on modalities like depth maps or edges to
guide the diffusion process are not suitable as a privacy-
preserving method. We use a contrastive learning approach
to train a model that can correctly identify people out of a
pool of candidates, with a success rate of over 69% regard-
ing a pool of over 3k persons. Moreover, we demonstrate
that anonymization using conditioned diffusion models is
susceptible to black box attacks. We attribute the success of
the described methods to the conditioning of the diffusion
model in the anonymization process. The diffusion model is
instructed to produce similar edges for the anonymized im-
ages. Hence, a model can learn to recognize these patterns
for identification.

1. Introduction
In recent years, neural networks have grown significantly
in size. However, training large models effectively requires
extensive datasets to prevent overfitting. While advance-
ments in pre-training on massive unlabled datasets have
reduced the need for massively labeled datasets for fine-
tuning, a substantial amount of data is still necessary. This
poses a challenge for machine learning tasks involving hu-
mans, such as human pose estimation or face recognition,
where collecting large-scale datasets is difficult. Obtain-
ing comprehensive consent from all individuals in custom
datasets is often impractical, further complicating data ac-
quisition.

A potential solution to this challenge is privacy-
preserving data augmentation, which aims to obscure in-
dividuals’ identities by replacing the parts of images show-
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Figure 1. Overview of our method. An original image is
anonymized with Instance Augmentation. Our model takes the
anonymized image and an image database as input and outputs la-
tent representations for all images, encoding the person identity.
We calculate the cosine similarity scores for the anonymized rep-
resentation vector and the representations of all persons in the im-
age database and select the image with the highest similarity.

ing real humans with synthetically generated images while
keeping the background. This approach preserves the di-
versity of real-world (in-the-wild) datasets while ensuring
anonymity. However, these models are not entirely fool-
proof and may still leak sensitive information. In the worst



case, an attacker can reveal the identity of the original per-
son.

In this paper, we examine the risk of information leakage
in privacy-preserving data augmentation methods that uti-
lize conditioned diffusion models. Recently, an ECCV oral
paper [15] introduced an augmentation technique called in-
stance augmentation that uses pre-trained diffusion models
to redraw sensitive parts of an image. The authors claim
that augmented faces can only be identified [5] in 0.14% of
all cases for the COCO dataset [18]. Although this is a great
achievement, we demonstrate that it is in fact not sufficient
to preserve privacy.

We evaluate the following threat model: An at-
tacker seeks to determine the presence of a known indi-
vidual within an image that has been transformed using an
instance-level augmentation technique (e.g., [15]). The at-
tacker does not have access to the original image but pos-
sesses a set of non-anonymized reference images depicting
the target person.

Successfully revealing the individual’s identity can have
serious consequences. For instance, if the person appears in
sensitive datasets - such as those related to protests, medi-
cal research, or controversial contexts - exposure could lead
to harassment, blackmail, or doxxing. In fields like health-
care or banking, unauthorized access to private medical or
financial data could result in fraud or discrimination.

In this paper, we demonstrate that even a simple neu-
ral network architecture is sufficient to identify individuals
in a face dataset anonymized using instance-level augmen-
tations. To achieve this, we leverage SimCLR [4], a con-
trastive learning method, to train a model that generates la-
tent representations which encode a person’s identity from
the input face image. The model is trained to produce sim-
ilar latent representations for images of the same individual
while ensuring distinct representations for different individ-
uals. To identify a person in the dataset, we compute cosine
similarity between the latent vectors of the anonymized in-
put image and those of the attacker’s image database. A vi-
sualization of our method can be found in Fig. 1. Using this
approach, we successfully re-identify 69.7% of individuals
in our test dataset, which contains 3,421 different people.

We hypothesize that the success of our method stems
from the preservation of edges and depth in the instance
augmentation process. To test this assumption, we attempt
to reveal individuals’ identities using only edge images.
This scenario can also be viewed as a black-box attack,
where the attacker has no access to the analyzed augmen-
tation pipeline [15] or any augmented images. To train our
model, we generate edge images using either a HED detec-
tor [30] or a Canny edge detector [1], without applying any
anonymization. Notably, this approach does not require the
attacker to have knowledge of the augmentation pipeline.
After training, we apply the model to identify individuals

in anonymized images. First, the anonymized images are
converted into edge representations using the same detec-
tor as in training. Then, we compute similarity scores as
in the standard setting. On a dataset containing 3,421 in-
dividuals, our black-box method successfully identifies the
correct person in an anonymized image with a probability
of 4.9%.

To further investigate our hypothesis, we conduct an ab-
lation study on the conditioning of the instance augmenta-
tion method, which can preserve edges, depth, or only the
segmentation mask. Our experiments show that preserv-
ing either edges or depth alone is sufficient for our attack
to succeed. Notably, depth preservation inherently retains
edge information, as edges are a key component of facial
depth. A similarity analysis of edge images across different
augmentation variants further supports this hypothesis.

All these findings suggest that even simple methods
can effectively re-identify individuals in instance-level aug-
mented datasets if edge information is retained. This raises
significant concerns about the use of such techniques for
privacy-preserving anonymization.

However, instance-level augmentation remains a pow-
erful technique for improving model performance. It ef-
fectively expands datasets with more diverse images while
preserving corresponding annotations. Nonetheless, as
our work demonstrates, such methods are not suitable for
anonymization. The primary issue lies in the conditioning
of the diffusion model. Since the model is conditioned to
reconstruct the original edges and/or depth map, a neural
network can learn this correspondence. This learned infor-
mation can then be exploited for privacy-revealing attacks.

Our contributions can be summarized as follows:

1. We identify an information leak in data anonymiza-
tion frameworks that rely on instance-level augmentation
techniques using conditioned diffusion models.

2. We demonstrate that contrastive learning is a simple yet
highly effective method for identifying individuals in an
anonymized dataset.

3. We hypothesize that the preservation of edges is the
primary factor driving the success of our method and
provide supporting evidence through ablation studies,
where we train our model on differently augmented im-
ages.

4. We extend our approach by introducing a black-box
method that does not require access to the anonymiza-
tion pipeline yet still successfully identifies individuals.

The code, weights, and generated datasets can be
found here: https : / / lorjul . github . io /
compromised-instance-anonymization

https://lorjul.github.io/compromised-instance-anonymization
https://lorjul.github.io/compromised-instance-anonymization


Figure 2. Our contrastive learning framework. Ip is the set of all images from person p. An image i and an augmented image x̂, originating
from the same person are passed through the backbone B and the projection head H . The similarity of the resulting representations z and
ẑ is maximized during training.

2. Related Work
2.1. Privacy-Preserving Methods and Attacks
Protecting the privacy for sensitive content in images has
been a longstanding challenge in computer vision, with
methods including pixelation, blurring [12] or other clas-
sical approaches like P3 [27]. However, methods that
fundamentally alter the underlying image have a usability
tradeoff [10] as parts of the image might not be recogniz-
able anymore. Generative models provide a solution to
this problem. Instead of merely destroying information,
they can replace parts of the image with generated data
[2, 3, 13, 16, 17, 29, 31].

However, improvements on neural network architectures
also facilitate attack methods [7]. Prior work has developed
methods to defeat classical methods [22], but also more so-
phisticated methods have been rendered ineffective by deep
learning methods [9, 26, 28, 32].

2.2. Instance Augmentation
In this work we re-evaluate the anonymization capabilities
of Dataset Enhancement with Instance-Level Augmenta-
tions [15]. In their work, the authors present a data augmen-
tation method that uses diffusion models to redraw selected
instances in an image. To ensure instance replacements that
still fit the associated ground truth, they condition the dif-
fusion process using ControlNet [33] and T2I Adapter [24].
These methods ensure that the segmentation mask, depth
map, and edge map of the augmented images are similar to
their original counterparts. They show that their augmen-
tation strategy improves performance on object detection,
semantic segmentation, and salient object detection.

Additionally, the augmentation method is evaluated as a
data anonymization tool. To this end, ArcFace [5] is em-
ployed to identify peoples’ faces in the COCO dataset [18].
On this evaluation, only 0.14% of all faces can be identified.
However, we argue that the reported numbers are mislead-
ing because evaluating anonymization requires a different

benchmark. Instead, a face dataset (e.g. [8, 20, 23]) with
multiple images of the same person provides a much more
realistic evaluation benchmark as we demonstrate in this
work.

3. Method

In this section, we describe the contrastive learning frame-
work that we use as our method, which is based on SimCLR
[4]. We further describe the three different evaluation pro-
tocols that we use, which cover different attacker strengths.

3.1. Contrastive Learning

Our method is a contrastive learning approach similar to
SimCLR [4]. In our dataset, we have a set of persons P
and sets of original images Ip per person p ∈ P . For each
image i ∈ Ip, we use the analyzed augmentation pipeline
Φ [15] to create a set of anonymized images Φ(i). Given
a batch size K, we sample persons S ⊂ P with |S| = K
during training. For each pk ∈ S, we select a random im-
age ik ∈ Ipk

and an anonymized image x̂k ∈ Φ(x) with
x ∈ Ipk

\ ik. For all k ∈ K, we feed the batch of images
ik, x̂k through the backbone B, resulting in features Fk and
F̂k. The features Fk and F̂k are then projected with a small
projection head H to a lower-dimensional representation zk
and ẑk. The network is trained to maximize the similari-
ties between the matching representations zk and ẑk while
pushing apart the similarities of the representations zk and
ẑj , k ̸= j of different persons. SimCLR [4] has shown that
such a projection performs better than computing the simi-
larity of the features Fk and F̂k.

Formally, let the similarity function s(x, y) be defined as

s(x, y) =
xT y

∥x∥∥y∥
. (1)

The loss function for a pair of matching representations is
then defined as



L(zk, ẑk) =

− log
exp(s(zk, ẑk)/τ)∑K

j=1 1k ̸=j [exp(s(zk, zj)/τ) + exp(s(zk, ẑj)/τ)]
,

(2)

with 1k ̸=j evaluating to 1 if k ̸= j and to 0 otherwise. τ is a
temperature parameter, which either pushes the similarities
further apart or pulls them together depending on its value.
Fig. 2 visualizes the contrastive learning framework. The
usage of a different base image for the augmented version
is shown by using the image indices k1 and k2 in the figure.

3.2. Evaluation

To evaluate our methods, we use three different evaluation
protocols which we call full reference evaluation, single ref-
erence evaluation, and few reference evaluation. We will
explain all protocols in the following.

Full Reference Evaluation (Full-Ref). In this evalu-
ation scenario, we consider an adversary with access to a
database of multiple images per person, excluding the orig-
inal image that was anonymized. The similarity between
the model’s representation of the anonymized image and the
images in the database is measured. The anonymized image
is considered successfully identified if its representation is
most similar to an image that depicts the correct individual.

Single Reference Evaluation (Single-Ref). The sec-
ond scenario is more challenging. Here, the attacker has
a database with only one image per individual, excluding
the original image that was anonymized. A successful re-
trieval requires the model to identify the single correct im-
age within the limited gallery.

Few Reference Evaluation (Few-Ref). In the last sce-
nario, the database consists of at most 5 images per person,
which is less challenging than the single reference evalua-
tion but more challenging than the full reference evaluation.

The three described protocols evaluate the results for dif-
ferent attacker strengths. The more images per person the
attacker has, the easier it is to identify the persons. We re-
port top 1 and top k scores for multiple values of k for all
three protocols.

4. Results

4.1. Dataset

We use the publicly available Large-scale CelebFaces At-
tributes (CelebA) dataset [20] for our experiments. It con-
sists of 202,599 face images from 10,177 individuals. The
number of images per individual ranges from 1 to 35.

Augmentations. We apply instance-level augmentations
as suggested by [15] to most images of CelebA. We will

Split Persons Original Augmented

Train 3,654 100,217 154,672
Validation 1,466 20,697 10,368
Test 3,421 48,226 24,542

Table 1. Statistics of our dataset. The table shows the number
of individuals, the number of original images, and the number of
augmented images for each subset.

refer to this technique as instance augmentation in the fol-
lowing. We detect the person’s bounding box using Ground-
ingDINO [19] and segmentation masks using SAM [14] as
suggested by [15]. However, some masks were not correct
and some created augmentations did not pass the NSFW fil-
ter included in the instance augmentation pipeline. After
removing all such images, our dataset consists of 189,582
images. We provide some qualitative examples for images
and their augmentations in Fig. 3.

Figure 3. Qualitative results for original images (top row) and
augmented images (bottom row) from our dataset which is based
on CelebA [20].

Data Splits We split the dataset into training, validation,
and test set. We ensure that all images from the same person
(anonymized or not) are contained in the same split. This
ensures that the model does not benefit if it overfits on a per-
son from the training set. Note that even in Full-Ref eval-
uation, the evaluation is conducted on images from persons
that the model did not see at all during training. The differ-
ent evaluation scenarios only cover the amount of original
images that are available per unknown person. Individuals
with many available images (augmented and original) are
preferably moved to the training set, as more available im-
ages from the same individual are beneficial for training.
See Tab. 1 for our dataset statistics.



Full-Ref Few-Ref Single-Ref
BS top 1 top 5 top 10 top 1 top 5 top 10 top 1 top 10 top 100

16 39.0 58.4 66.2 41.4 60.5 68.1 17.7 37.0 67.5
32 56.9 73.9 79.6 56.4 72.3 78.1 22.7 42.3 70.0
64 58.5 73.5 78.8 57.2 71.7 76.9 21.9 40.7 68.0

128 68.1 81.2 85.3 64.5 76.9 81.1 23.9 41.4 68.5

Table 2. Evaluation scores in % for different batch sizes for all three evaluation protocols mentioned in Sec. 3.2. Depending on the protocol,
we evaluate different top k scores.

4.2. Contrastive Learning

We set the temperature constant τ = 0.05 and use an
AdamW optimizer with a learning rate of 10−4 during train-
ing unless mentioned otherwise. Since we want to show that
simple models are sufficient to achieve good results in this
task, we use a ResNet50 [11] backbone as in the original
SimCLR method [4]. We select the best weights according
to our validation set and report results on the test set, which
consists of 3,421 unique persons with corresponding 24,542
augmented and 48,226 original images (see Tab. 1). Hence,
in the Full-Ref evaluation protocol, the attacker’s database
consists of all 48,226 original images. In the Single-Ref
evaluation scenario, the database contains only 3,421 im-
ages, which is only approx. 7% of the full database size.
For Few-Ref evaluation, the database size is 15,880 images,
which is approx. 33% of the full DB size. In Few-Ref, at
most 5 images per person are used, but for some persons
only less than 5 images are available.

We present the results for our model trained with dif-
ferent batch sizes in Tab. 2. A batch size of 128 achieves
the best results for most evaluations. It identifies 68.1%
of the persons correctly if provided with the full database.
For 81.2% of the examples, the correct person is in the top
five outputs. These results are remarkable, since the total
amount of persons is over 3k. When limiting the database
to a single image per person, the results are worse for all
models. However, our best model still identifies 23.9% cor-
rectly on first try and 42.3% in the top-10.

Larger batch sizes have a large influence on evaluations
with more images. Single-Ref scores vary slightly, Full-Ref
scores significantly. Few-Ref evaluation results are pretty
close to Full-Ref results, especially for batch size 32. The
Single-Ref results have a large gap to the other evaluation
scenarios. Hence, an attacker profits from collecting a few
images per person, but collecting large amounts of images
per person is not necessary to achieve good results.

Although batch size 128 shows the best results for most
experiments, we are unable to test even larger batch sizes
since they consume large amounts of computational re-
sources. For the same reason, we select batch size 32
for further ablation studies, since it provides a good trade-

off between performance and required computational re-
sources. It surpasses batch size 64 in most of our experi-
ments and even batch size 128 in top-10 and top-100 scores
for Single-Ref evaluation.

4.3. Ablation Studies
We hypothesize that the edges of individuals in the aug-
mented images play a crucial role in the success of our
method. To validate this, we conduct a series of ablation
studies to assess the significance of edge preservation. Ad-
ditionally, we explore the impact of different backbone ar-
chitectures and temperature values on model performance.

4.3.1. Influence of Conditioning during Augmentation
We want to investigate the importance of edges for our ap-
proach. Therefore, we compare the results of our model
trained with differently augmented images:
1. Standard instance augmentation using depth and edge

modalities
2. Instance augmentation using only depth modality, with

no edge modality
3. Instance augmentation using only edges modality, with

no depth modality
4. Instance augmentation using only segmentation masks
Since instance augmentation is computationally expensive,
we evaluate these experiments on smaller datasets with ap-
proximately 20k images. Each dataset consists of approx-
imately the same number of individuals, as well as aug-
mented and original images. More details can be found in
Sec. 7 in the supplementary.

Results. The results are shown in Tab. 3. These scores
are not directly comparable to our base model, as we use
significantly smaller datasets for training and evaluation.
The evaluation dataset consists of approximately 100 in-
dividuals and around 3k images. We observe that condi-
tioning the augmentations only on depth or only on edges
results in slightly lower performance compared to the stan-
dard setting, which includes both conditions. However, the
decrease in performance is not as significant as anticipated.
Upon visually inspecting the augmented images, we find
that depth-only conditioned images preserve the edges al-
most as well as those conditioned on edges alone or both



(a) original (b) depth and edges (c) depth (d) edges (e) segmentation only

Figure 4. Qualitative examples for augmented images with different conditioning modalities based on CelebA [20] (Top) and corresponding
edges detected with a HED detector [30] (Bottom).

conditions. Based on this, we conduct an experiment with
images conditioned solely on the segmentation mask. Ex-
amples of augmented images for all conditioning variants
are shown in Fig. 4. Conditioning only on the segmentation
mask leads to the worst results by a large margin, with only
3.2% of individuals correctly identified in the Single-Ref
evaluation.

For further edge analysis, we compute the edges of all
datasets using a HED detector [30]. Examples of these im-
ages are provided in the bottom row of Fig. 4. We then com-
pare the Structural Similarity Index (SSIM) and the mean
L1 distance to the edges of the original images. The results,
shown in Tab. 4, reveal that the standard augmentation with
both conditioning factors produces edges that are most sim-
ilar to the original, though the difference is minimal com-
pared to conditioning on edges-only or depth-only. This
supports our visual observation that depth and edge condi-

Depth Edges Segm. Full-Ref Single-Ref

top 1 top 10 top 1 top 10

✓ ✓ ✓ 72.1 91.0 22.4 60.0
✓ - ✓ 65.8 87.7 18.1 56.0
- ✓ ✓ 64.0 86.6 17.9 53.6
- - ✓ 21.7 44.3 3.2 14.9

Table 3. Ablation study on instance augmentation conditioning.
We provide experiments for augmented images conditioned on
depth and edges, depth only, edges only, and none of both. Con-
ditioning on the segmentation mask (Segm.) is always included.
Results include top-1 and top-10 accuracy in % for Full-Ref and
Single-Ref evaluation.

tioning preserve edges similarly well. Omitting both con-
ditionings results in images with significantly lower edge
similarity.

Depth Edges Segm. SSIM ↑ L1 ↓
✓ ✓ ✓ 0.62 0.086
✓ - ✓ 0.59 0.092
- ✓ ✓ 0.61 0.094
- - ✓ 0.51 0.128

Table 4. SSIM and mean L1 scores for edge similarity of differ-
ently augmented images compared to the original images.

4.3.2. Architecture
Apart from studying the influence of augmentation condi-
tioning, we also conduct ablation studies regarding the tem-
perature parameter of our contrastive learning pipeline. Fur-
thermore, we investigate the usage of other backbone archi-
tectures.

Temperature. The temperature parameter (τ ) plays a
critical role in the similarity calculation. Lower values of
τ increase the separation between similarities, making it
harder for the model to pull matching pairs closer together.
The results, shown in Tab. 5, demonstrate that using τ = 1
yields extremely poor performance, highlighting the impor-
tance of this parameter during training. Reduced tempera-
tures result in longer training durations to achieve conver-
gence. Interestingly, our model performs best with lower
temperature values, which contrasts with the findings of
SimCLR [4]. In their setting, τ = 0.1 achieved the best
results, and further decreasing τ led to worse performance.



In our case, the model trained with τ = 0.05 delivers the
best scores for the Single-Ref evaluation, while the model
trained with τ = 0.01 achieves the best results for the Full-
Ref evaluation.

Full-Ref Single-Ref

τ top 1 top 10 top 1 top 10

1 0.7 5.2 0.8 5.6
0.5 3.3 14.9 2.8 13.4
0.1 33.9 60.5 16.3 36.1
0.05 56.9 79.6 22.7 42.3
0.01 61.1 80.7 22.1 39.3

Table 5. Evaluation scores in % for different temperature values.

Backbone. Our main goal is to show that a simple model
is capable of identifying persons in instance augmented im-
ages of persons’ faces. Therefore, we used ResNet50 as a
backbone so far, since it is a simple, easy to use backbone.
However, we are interested if we can tune the performance
of our method further when using a more recent backbone.
Hence, we choose ConvNeXt [21] and ViT [6] pretrained
with DINOv2 [25] as alternative backbones. We select
model variants with a similar amount of parameters com-
pared to ResNet50, resulting in ConvNeXt-tiny and ViT-
S/14. We execute experiments with batch size 32 and 128
for both variants and show the results in Tab. 6. The number
of parameters per model is also included in the table.

Backbone Param Full-Ref Single-Ref

BS top 1 top 10 top 1 top 10

ResNet 26 M 32 56.9 79.6 22.7 42.3
128 68.1 85.3 23.9 41.4

ConvNeXt 29 M 32 55.2 78.4 23.1 43.6
128 69.7 88.6 26.3 46.1

ViT-S 21 M 32 46.6 72.4 21.2 42.0
128 53.2 77.1 23.5 44.5

ViT-B 86 M 32 58.0 79.1 26.0 48.7
64 60.7 82.0 26.6 48.8

Table 6. Evaluation scores in % for different backbone architec-
tures: ResNet50, ConvNeXt-tiny, ViT-S/14, and ViT-B/14. Note
that for all models except ViT-B, we evaluate trainings with batch
size 32 and 128, but for ViT-B, the larger batch size is 64.

As expected, modern backbones further improve perfor-
mance. ConvNeXt with a batch size of 128 outperforms
the ResNet50 model by 1.6% in top-1 accuracy for Full-Ref
evaluation and by 1.4% for Single-Ref evaluation. Con-
vNeXt appears to benefit more from a larger batch size,
showing a greater improvement over its batch size 32 vari-
ant compared to ResNet. For Full-Ref evaluation, ResNet

with a batch size of 32 outperforms ConvNeXt. Despite
being pretrained with DINOv2, the ViT-S model performs
worse than the convolutional models on most evaluation
metrics. For a batch size of 128, ViT-S outperforms ResNet
in top-10 accuracy, though its top-1 score is slightly lower.
One possible reason is that ViT-S has 21 M parameters, 19%
less than ResNet50. To further explore the potential of a ViT
backbone, we train a ViT-B model with 86 M parameters,
over three times the size of ResNet50. While this compari-
son isn’t entirely fair, it provides insight into the ViT’s capa-
bilities. As shown in Tab. 6, the larger ViT-B model yields
better results. For batch size 32, it outperforms all other
models trained with the same batch size. Due to its larger
size, we cannot train ViT-B with batch size 128 but include
a training with batch size 64 to assess the impact of batch
size on performance, resulting in the best scores for Single-
Ref evaluation across all models. The results show that a
larger batch size generally improves the outcome, even for
larger models.

Data Split. In this experiment, we investigate the at-
tacker’s strength in a scenario where the attacker’s model
can be trained using augmented images of the target per-
sons. Hence, we distribute images from the same person
across the training, validation, and test set, and call this
data splitting variant distributed. An attacker who has ac-
cess to the anonymization pipeline might use this to their
advantage and fine-tune a model on a certain person. This
experiment emulates this scenario by allowing models to
remember people from the training set.

Data Split Single-Ref

top 0.03% top 0.1% top 1.0%

Separated 27.9 33.4 56.6
Distributed 22.8 32.0 61.3

Table 7. Evaluation scores in % for different data splits. Either
each individual is contained in only one data split (Separated) or
the images of each individual are contained in every data split
(Distributed).

Results are displayed in Tab. 7. We show top-k scores
with a relative k, since the distributed test dataset contains
more persons (7,970 to be precise) than the separated test
dataset. Interestingly, a model in the distributed setting per-
forms worse for low k, but better for high k. A reason could
be that in the distributed setting, all images are distributed
across all splits, leading to a significantly lower number
of distinct training pairs, which harms the training espe-
cially for contrastive learning methods. Moreover, overfit-
ting could play a role, because the model learns highly spe-
cific identity-related features that do not generalize well to
unseen images of the same person, which is especially rel-
evant for low values of k. However, our method performs



similarly well if it has no access to the images of the target
person. Including such images in the training is only ben-
eficial for attacks where a high top-k score for a high k is
relevant.

5. Black-Box Attack: Identifying Individuals
Using Edge Images Only

The previously discussed methods assume that an attacker
has access to anonymized images. We extend our anal-
ysis to a black-box attack where an attacker does not re-
quire any anonymized images or access to the anonymiza-
tion pipeline.

The analyzed anonymization strategy uses diffusion
models that are conditioned on edges and depth from the
original image. Therefore, it is instructed to preserve these
edges in the anonymized version. As we already investi-
gate in Sec. 4.3.1, the preservation of the edges is the main
reason why our model is successful. To further prove this
point, we train another contrastive learning model directly
on edge-transformed images that are not anonymized. At
test time, anonymized images are transformed to their edge
representations and used as input to the trained model for
person retrieval. This approach ensures that the model re-
quires no access to the anonymization framework while still
allowing for evaluation on anonymized images. As before,
we make sure that all images from the same person are ei-
ther in the training set or in the test set but not in both. We
run experiments using Canny edge detection [1] combined
with a 5×5 Gaussian blur and using HED [30] to transform
the original images to edge images. See Fig. 5 for example
edge images.

Figure 5. Edge transformations of the original image (left) using
Canny edge detector [1] (middle) and HED [30] (right).

The results are presented in the top half of Tab. 8. Even
without any anonymized images during training, the HED-
based approach correctly identifies the target individual in
the top-10 results with a probability of 4.9%. This is re-
markable compared to random guessing, which would yield
an accuracy of approximately 0.03%. The Canny-based ap-
proach performs significantly worse but remains 20 times
more effective than random guessing.

To further investigate the importance of edge preserva-
tion, we conduct a similar experiment but allow access to

Edges BB Full-Ref Single-Ref

top 10 top 100 top 10 top 100

Canny ✓ 0.6 4.3 0.6 5.8
HED ✓ 4.9 18.7 4.6 20.6

Canny - 24.2 54.9 16.9 42.5
HED - 50.5 76.6 27.2 54.1

Table 8. Evaluation scores in % for training and evaluating our
model on edge images. The top half displays the results for the
black-box (BB) attack, the bottom half the results for training on
the edges of augmented images.

anonymized images during training. In this setting, we train
on edge images extracted from augmented images. The
results, shown in the bottom half of Tab. 8, indicate that
access to augmented images or the augmentation pipeline
drastically improves the attacker’s success. HED-based
edges again yield superior performance, revealing the iden-
tity of 50.5% of individuals in the top-10 Full-Ref evalu-
ation. While the absolute score remains lower than train-
ing directly on augmented images, these findings demon-
strate that edges preserve critical identity-related informa-
tion, making them a key factor in the success of our method.

6. Conclusion

We investigate a recent method, presented as an ECCV oral,
that uses conditioned diffusion models as an anonymization
strategy. Refuting prior claims, we demonstrate that a sim-
ple contrastive learning approach is sufficient to reliably re-
trieve the anonymized person from a pool of candidates.

We analyze the performance of contrastive learning for
person retrieval, finding that a model trained on original and
anonymized image pairs is capable to retrieve the correct
person out of 3,421 candidates with a probability of 69.7%.
We provide a thorough analysis of the trained model and
show that the performance depends on the fact that many
edges are preserved during the anonymization process. Al-
though the person might seem different to the human eye, a
neural network can use the features of the edges to correctly
disambiguate between the different people.

Furthermore, we show that preserved image features like
edges enable a black-box attack where the attacker does not
require any access to anonymized images or the anonymiza-
tion pipeline. We train a model directly on edge images and
show that this is sufficient to retrieve people from a set of
candidates.

Using conditioned diffusion models is a great way to in-
crease training data and improve model performance. How-
ever, based on our findings, we strongly advise against
using methods that preserve features like edges for data
anonymization.
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On the Importance of Conditioning for Privacy-Preserving Data Augmentation

Supplementary Material

7. Dataset for Ablation on Conditioning
In Sec. 4.3.1, we compare how well faces can be retrieved
when the employed instance augmentation model is not
guided by edges or depth maps. Since computing instance-
augmented images for the full dataset is computationally
expensive, we rely on a smaller dataset for this ablation.

The ablation dataset contains 800 individuals, which are
a subset of the CelebA faces that we use for the main ex-
periments. For each individual, we compute on average 25
augmented images.


	On the importance of conditioning for privacy-preserving data augmentation
	Julian Lorenz, Katja Ludwig, Valentin Haug, Rainer Lienhart
	Nutzungsbedingungen / Terms of use:
	licgercopyright  

	Introduction
	Related Work
	Privacy-Preserving Methods and Attacks
	Instance Augmentation

	Method
	Contrastive Learning
	Evaluation

	Results
	Dataset
	Contrastive Learning
	Ablation Studies
	Influence of Conditioning during Augmentation
	Architecture


	Black-Box Attack: Identifying Individuals Using Edge Images Only
	Conclusion
	Dataset for Ablation on Conditioning

