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Abstract

Artificial Intelligence (AI) technologies are entering the real world at an acceler-
ated pace, offering remarkable benefits across domains. However, especially in
high-risk areas such as healthcare, their deployment also presents significant eth-
ical, legal, and societal risks. The European Union’s Al Act (EU Al Act) provides
regulatory oversight in such contexts and aims to ensure fundamental rights,
safety, and health [Fut24]. While the legislation offers valuable guidance, mov-
ing towards Responsible Al (RAI) [DRN23] requires more than the formulation
of principles. It demands operational structures that support quality assessment,
transparency, and traceability across the entire Al lifecycle. In this context, Al
Quality Management (Al QM) counts as a key enabler for aligning Al system cre-
ation with responsible innovation and legal compliance. Despite the increasing
availability of guidelines, best practices, and standards, stakeholders face per-
sistent challenges in applying these partly abstract principles to concrete system
design decisions. This is particularly difficult due to the intricate nature of Al sys-
tems: they are opaque, data-driven, stochastic, and use case-specific, involving
interdependent design choices across multiple lifecycle stages. Further, relevant
design information is typically scattered across disciplines and formats, limiting
reusability and collective learning.

This thesis addresses these challenges by proposing a structured and extensible
blueprint to organizing Al design knowledge for RAI system creation, resulting
in the Generic and Customizable Methodology based on Quality Gates towards Certifi-
able Al in Medicine (MQG4AI). We focus on the medical domain through our use
cases, but the blueprint is intended to be generalizable across domains. MQG4ALI
introduces a dynamic Information Management (IM) structure that supports col-
lective and transparent Al design by allowing for the organization and contex-
tualization of new and existing contributions from research and industry. The
blueprint integrates principles from Design Science Research (DSR) [v]20], aim-
ing to continuously bridge the gap between high-level RAI guidance and context-
specific Al system implementations. At the core of MQG4ALI lies the concept of
Quality Gates (QG), adapted from traditional software engineering [Fil06] [Flo08]
[GMO09] [HS09], aiming to support quality-assured decisions throughout the Al
lifecycle. QGs guide lifecycle design in a hierarchical manner, starting from
generic lifecycle processes (e.g. the model development stage) to use-case-specific
configurations (e.g. performance metrics in medical image segmentation). Addi-
tionally, they enable the inclusion of interdependencies between design decisions,
as well as linking contextual information with the Al lifecycle. The blueprint
incorporates ethical considerations and operational requirements from the EU
Al Act, particularly Article 17 (Quality Management) and Article 9 (Risk Man-
agement) [Fut24]. Further, we exemplify aligning Al risks with the Trustwor-
thy AI (TAI) principles outlined by the European Commission [Eur19] [Hig20].



Within our contribution, special emphasis is placed on the development phase
of Al models, identifying which information should be extracted or integrated
to support downstream (e.g. deployment) and upstream (e.g. data acquisition)
activities. Moreover, MQGA4AI functions as a knowledge-sharing tool, facilitating
the on-going aggregation and practical accessibility of RAI design knowledge in
a decentralized manner. Following DSR, the MQG4AI blueprint allows for the
continuous communication between RAI lifecycle design knowledge (MQG4DK)
and individual AI projects (MQG4A). These templates, which are derived from
the global blueprint, are envisioned to provide use case-adapted guidelines for
high-quality Al lifecycle design, promoting traceability from a conceptual per-
spective. Thus, MQG4ALI is envisioned to enable shared, flexible, and use case-
oriented lifecycle design for actively involved stakeholders. It supports the reuse
of lessons learned, thereby contributing to the long-term goal of enhancing Al
literacy, as emphasized in Article 4 of the EU Al Act [Fut24]. A visualization of
the MQGA4ALI blueprint is available on GitHub.!

In conclusion, this thesis offers a conceptual and practical foundation for enabling
RAI through structured IM along the Al lifecycle. By supporting continuous, col-
laborative, and compliant Al development practices, MQG4AI contributes to the
realization of trustworthy, high-quality Al systems capable of meeting both, eth-
ical expectations and regulatory demands. This work aspires to empower devel-
opment teams and regulatory actors alike, closing the gap between Al’s technical
complexity and the societal values it must uphold.

"https://github.com/miriamelia/MQG4AI/blob/main/README.md
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Zusammenfassung

Kiinstliche Intelligenz (KI) hat grofies Potenzial fiir vielfdltige Anwendungs-
bereiche und hilt mit zunehmender Geschwindigkeit Einzug in reale An-
wendungskontexte.  Besonders in Hochrisikodomdnen wie dem Gesund-
heitswesen birgt der Einsatz dieser Technologie jedoch ethische, rechtliche und
gesellschaftliche Risiken. Die europdische KI-Verordnung, der EU Al Act, for-
muliert Anforderungen fiir die regulatorische Aufsicht in solchen Kontexten und
verfolgt das Ziel, Grundrechte, Sicherheit und Gesundheit zu schiitzen [Fut24].
Obgleich dort wertvolle Leitlinien beschrieben werden, geht der Weg zu verant-
wortungsvoller KI (RAI) [DRN23] in der realen Welt tiber die blofSe Formulierung
von Anforderungen hinaus. Es bedarf operativer Strukturen, die Qualitdtsbewer-
tung, Transparenz und Nachvollziehbarkeit {iber den gesamten KI-Lebenszyklus
hinweg unterstiitzen. In diesem Zusammenhang eroffnet Qualitdtsmanage-
ment (QM) fiir KI zentrale Moglichkeiten, die Entwicklung von KI-Systemen im
Einklang mit verantwortungsvoller Innovation und rechtlicher Konformitat zu
gestalten. Trotz der zunehmenden Verfiigbarkeit von Leitlinien, Best Practices
und Standards stehen die Akteur:innen vor anhaltenden Herausforderungen,
diese teils abstrakten Regelungen auf konkrete Designentscheidungen anzuwen-
den. Dies wird durch die komplexe Natur von KI-Systemen zusitzlich erschw-
ert: Sie sind intransparent, datengetrieben, stochastisch und anwendungsspezi-
tisch. Hinzu kommt dass Designentscheidungen miteinander iiber verschiedene
Phasen des Lebenszyklus hinweg verflochten sind und somit Abhédngigkeiten
aufweisen. Auch sind relevante Designinformationen oft diszipliniibergreifend
und in unterschiedlichen Formaten verstreut, was Wiederverwendbarkeit und
kollektives Lernen einschrankt.

Ausgehend von diesen Herausforderungen widmet sich die vorliegende Ar-
beit einem strukturierten und erweiterbaren Ansatz zur Organisation von KI-
Designwissen, um die Entwicklung verantwortungsvoller KI-Systeme gezielt zu
unterstiitzen. Dabei stellen wir eine generische und anpassbare Methodik auf Ba-
sis von Quality Gates vor, mit dem Ziel zertifizierbare KI im medizinischen Kon-
text zu unterstiitzen (MQG4AI). Zwar konzentrieren sich unsere Anwendungs-
falle auf das Gesundheitswesen, doch der Blueprint ist so konzipiert, dass er
auf verschiedene Sektoren tibertragbar sein soll. MQG4AI unterstiitzt die struk-
turierte Organisation und kontextbezogene Einordnung neuer, sowie bestehen-
der Design-Beitrage aus Forschung und Industrie entlang des KI-Lebenszyklus
durch eine integrierte Informationsmanagement-Struktur (IM). Dabei steht die
Forderung eines kollaborativen und transparenten KI-Designs im Vordergrund.
Unser Vorschlag basiert auf Prinzipien des Design Science Research (DSR) [v]20]
und verfolgt das Ziel, die Liicke zwischen abstrakten Leitlinien und kontextspez-
ifischen KI-Implementierungen systematisch zu schliefen. Im Zentrum von
MQGH4ALI stehen Quality Gates (QG), ein Konzept, welches aus der klassischen



Softwareentwicklung adaptiert wurde [Fil06] [Flo08] [GMO09] [HS09], mit dem
Ziel, qualitdtsgesicherte Entscheidungen entlang des KI-Lebenszyklus zu unter-
stiitzen. QGs leiten die Gestaltung des Lebenszyklus hierarchisch an, von gener-
ischen Lebenszyklusprozessen (z.B. der Modellentwicklungsphase) bis hin zu an-
wendungsspezifischen Konfigurationen (z.B. Performanzmetriken in der medi-
zinischen Bildsegmentierung). Dariiber hinaus ermoglichen sie die Einbeziehung
von Wechselwirkungen zwischen Designentscheidungen, sowie die Verkniip-
fung kontextueller Informationen mit dem KI-Lebenszyklus. Insgesamt integri-
ert MQGH4ALI ethische Anforderungen und operationale Vorgaben aus dem EU
Al Act, insbesondere Artikel 17 (Qualitdtsmanagement) und Artikel 9 (Risiko-
management) [Fut24]. Zudem wird exemplarisch dargestellt, wie KI-Risiken an-
hand der Prinzipien fiir vertrauenswiirdige KI (TAI) der Europdischen Kommis-
sion strukturiert werden konnen [Eurl9] [Hig20]. Ein besonderer Fokus liegt
auf der Entwicklungsphase von KI-Modellen, wobei illustrativ aufgezeigt wird,
welche Informationen idealerweise extrahiert oder integriert werden sollten, um
nachgelagerte (z. B. Deployment) und vorgelagerte (z. B. Datenerhebung) Ak-
tivititen zu unterstiitzen. Dariiber hinaus unterstiitzt MQG4AI den Wissensaus-
tausch und ermdoglicht eine kontinuierliche, praxisnahe Zugénglichkeit von RAI-
Designwissen in dezentraler Form. Im Sinne des DSR-Ansatzes, erlaubt dieser
Entwurf eine fortlaufende Wechselwirkung zwischen Designwissen fiir eine ve-
rantwortungsvolle Gestaltung des KI-Lebenszyklus (MQG4DK) und individu-
ellen KI-Projekten (MQG4A). Die dadurch abgeleiteten Designvorlagen sollen
kontextspezifische Leitlinien fiir eine qualitativ hochwertige Gestaltung des KI-
Lebenszyklus bereitstellen und dessen Nachvollziehbarkeit aus konzeptioneller
Sicht fordern. MQG4AI zielt somit darauf ab, eine kollektive, flexible und an-
wendungsbezogene Lebenszyklusgestaltung fiir aktiv beteiligte Akteur:innen zu
ermoglichen. Dabei wird die Wiederverwendung gewonnener Erkenntnisse un-
terstiitzt, was langfristig zur Starkung der KI-Kompetenz beitrdgt, wie sie in Ar-
tikel 4 des EU Al Acts betont wird [Fut24]. Eine Visualisierung von MQGH4AI ist
auf GitHub verfiigbar.?

Abschliefiend liefert diese Arbeit eine konzeptionelle und praxisorientierte
Grundlage, um verantwortungsvolle KI durch ein strukturiertes IM entlang des
KI-Lebenszyklus zu ermdoglichen. Durch die Unterstiitzung kontinuierlicher, kol-
laborativer und konformer KI-Entwicklungspraktiken tragt MQG4AI zur Real-
isierung vertrauenswiirdiger und qualitativ hochwertiger KI-Systeme bei, die
sowohl ethischen Erwartungen als auch regulatorischen Anforderungen gerecht
werden. Diese Arbeit hat zum Ziel, sowohl Entwicklungsteams als auch Reg-
ulierungsakteur:innen zu unterstiitzen und die Liicke zwischen der technischen
Komplexitdt von KI und den gesellschaftlichen Werten, die sie im realen Einsatz
bewahren soll, zu tiberbriicken.

Zhttps://github.com/miriamelia/MQG4AI/blob/main/README . md
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Introduction

Imagine a world, where healthcare is distributed equally across the globe, while
providing the highest possible quality to everyone in need. Or, students receive
education tailored to their individual needs, and the industry no longer requires
humans to execute repetitive tasks. The list is endless. This vision is not nec-
essarily an abstract dream, but can become reality thanks to a combination of
technological advancements transforming the world as we know it, highlighting
the crucial role of Artificial Intelligence (AI). However, implementing this vision
is not trivial and currently, a multitude of complex challenges prevails. Al’s nov-
elty to the extent that we experience it today, highlighting Deep Neural Networks
(DNN) and the technique’s inherent dynamics such as its non-deterministic and
opaque character, complicate a trustworthy real-world integration of intelligent
systems. We need a responsible fusion of Al with societies and across sectors,
otherwise we might wake up in a world one day, where technology dictates our
choices, already existing biases are amplified, and trust in critical systems erodes.
It is our responsibility to promote a beneficial outcome for everyone, and cur-
rently, we are in the beginning stages of defining established procedures towards
realizing Responsible Al (RAI) for the multitude of possible use cases across do-
mains.

With this thesis, we aim to contribute a holistic approach for actively involved
stakeholders that continuously ensures the desired quality of Al system design
through formatted Information Management (IM) along the Al lifecycle. Long-
term, the introduced building blocks are envisioned to be implemented as a tool.
Part I motivates our proposed methodology, as well as outlines its foundations,
that form the basis for the proposed conceptual setup in part II, which is tested
on concrete use cases in part III.

1.1. Motivation & Vision

The beneficial character of Al is best illustrated with a real-world example. For
instance, focusing on the medical domain, where our use cases are situated,



AlphaFold [SA20] [P]21b] has achieved astonishing results in predicting protein
structures based on amino acid sequences, which is a complex task due to mil-
lions of possible permutations that have not all been discovered as of today. Pro-
teins are building blocks of life and crucial for the development of medication
and vaccines, among other things. Consequently, deepening knowledge on their
setup enhances overall healthcare, resulting in more personalized care options —
a process which, when limited to experimental outputs, requires years. Another
example where Al demonstrates significant potential is in radiology and medical
image segmentation, use cases that promise to alleviate the strain on overbur-
dened healthcare systems once deployed. However, this technology is not with-
out risks and needs to be implemented, tested and monitored in a reliable manner
towards outcomes that benefit humanity and the planet. Therefore, it is impor-
tant to remember that the true success of any intelligent application can only be
measured in the real-world.

This section motivates our proposed Generic and Customizable Methodology
based on Quality Gates towards Certifiable Al in Medicine (MQG4AI), its con-
text, vision, as well as concretizes objectives of our contribution. Finally, this
thesis is outlined, as well as our scientific participation, including related publi-
cations and supervised thesis.

1.1.1. The EU AI Act

On August 1st 2024, the legislation around this fascinating technology within the
European Union (EU) came into force, i.e. the AI Act. It aims to ensure product
safety of intelligent systems entering the European market while safeguarding
fundamental rights, health, and safety of individuals in the European market. Al
Systems comprise any application that embeds one or more Al models. More in-
formation on the legislative and ethical landscape, as well as considerations on
how to implement it can be found in section 3.1. The AI Act classifies intelli-
gent systems into four levels of risk: minimal, limited-, high-, and unacceptable
risk with augmenting requirements until prohibition. The present thesis aims to
contribute to the required Quality Management System (QMS), as outlined in Ar-
ticle 17 for high-risk Al, focusing on how to implement Trustworthy AI (TAI) for
DNNis in accordance with the EU Al Act. [Fut24]

Trustworthy Al In Recital 27, the Act states: "While the risk-based approach is
the basis for a proportionate and effective set of binding rules, it is important to
recall the 2019 Ethics guidelines for trustworthy Al [...]" [Fut24]. The Act’s eth-
ical foundation, as introduced by a High-Level Expert Group appointed by the
European Commission (HLEG) [Eur19], outlines "[...] seven non-binding ethi-
cal principles for AI which are intended to help ensure that Al is trustworthy
and ethically sound" [Fut24]: Human Agency and Oversight (the application of



Al should respect human autonomy); Technical Robustness and Safety (Al sys-
tems must be dependable and resilient to changes so that harm is minimized);
Privacy and Data Governance (the right to privacy needs to be respected and
qualitative data used); Transparency (Al system components need to be trace-
able, explained as much as possible and communicated to humans); Diversity,
Non-discrimination and Fairness (Al systems need to be designed in a way that
avoids unfair biases and respects human diversity); Societal and Environmental
Well-being (consequences of Al usage and development should respect society
and the planet); and Accountability (regarding the realization of all TAI criteria,
responsibilities need to be implemented so that intelligent systems are auditable
and accountable [DRN23, 18]. We aim to contribute through this angle with this
thesis). [Eur19]

AI QM Process The implementation of compliant systems, including these rather
abstract TAI qualities, is carried out by the Provider through a comprehensive Al
QMS, as described in Article 17. It comprises 13 requirements, including a Risk
Management System (RMS), as defined in Article 9 [Fut24]. Adding to the com-
plexity of realizing quality assessment for high-risk domains such as medicine,
regulatory procedures accompanied by Notified Body are required before to-
market-release, including post-market monitoring check-ups. This dependency
requires close teamwork early on towards compliance-checks of Al systems. We
highlight the pivotal role of provider (domain and tech experts included) and
notifying authorities, as defined in Article 3 [Fut24] at the interface of implemen-
tation and regulation, when ensuring the required quality of intelligent systems
regarding their effects on the user and the intended real-world setting.

1.1.2. Towards Responsible Al

The interface between Al ethics and law towards an implementation of Trust-
worthy Al (TAI) that enables quality assessment is explained very well by Na-
talia Diaz-Rodriguez et al. [DRN23], and we adopt their transition from TAI to
Responsible Al (RAI), which is ethical, lawful, and accountable [DRN23]. The
latter focuses on realizing responsibility for the quality of the implementation of
individual Al systems, which aims for TAI as the foundation of their behavior in
the real-world, where the true success of an intelligent system is measured.

Al Lifecycle Implementing and evaluating the required quality of RAI systems
bundles together along the Al lifecycle, i.e. all design decisions that comprise the
transition from conceptualization (and research) to production, which includes
the humans, or stakeholders that actively participate and assist in the system’s
creation, namely Contributing Stakeholders.

Lifecycle Planning & AI Information Management Overall, we envision to con-



tribute towards achieving, and maintaining intelligent real-world applications
that promote RAI through decentralized Al lifecycle IM and planning. Aiming
to assist Al QM, we focus on linking Al risks with lifecycle processes and design
decisions towards compliance by design. Concretely, we intend to provide a cus-
tomizable and generic approach, that enables contributing stakeholders to follow
instructions for the domain- and use case-adapted implementation, as well as as-
sessment of RAI projects in the context of certifiable Al in medicine. Long-term,
we hope to support a better understanding of this fascinating technology. We are
convinced that RAI IM, which incorporates evolving lifecycle design knowledge,
comprises a solid foundation for various analysis of the identified methods’ in-
terplay. This equally promotes general Al Literacy, as emphasized in Article 4 of
the AI Act [Fut24].

1.2. Problem Statement & Research Question

Thanks to Al’s inherent dynamics, our incomplete RAI Design Knowledge and
the extent of innovation we face today, multiple challenges arise that are required
to be addressed towards a RAI real-world integration.

1.2.1. Deep Neural Networks, Al Pitfalls & Use Case-Specificity

We focus on Deep Neural Networks (DNN), a subgroup of Machine Learning
(ML) methods that enable "human-like" performance of Al, meaning they can
handle complex data and tasks, as well as translate between different dimension-
alities, e.g. from text-to-image and vice versa. However, the augmenting com-
plexity of tasks an intelligent system can solve impacts their behavior in multiple
ways, which is application-specific and requires a profound Al literacy among
contributing stakeholders.

Intricate Deep Neural Networks A major challenge in implementing RAI, com-
prises shedding light on DNN’s output generation, which is incomprehensible
to humans. A reliable evaluation and interpretation of model outcomes can only
happen indirectly through a combination of metrics and Explainable AI (XAI)
techniques, among other methods, which are strongly influenced by the individ-
ual use case. Challengingly, DNNs are characterized by opacity through complex
interdependencies of billions of parameters, as well as stochastic, and evolution-
ary behavior with respect to unseen data they encounter. This complexity results
in iterative processes for testing towards reliable design decision-making. Intel-
ligent systems that, if built on incomplete knowledge, can result in Al Pitfalls, or



methodological and conceptual errors, as introduced in chapter 2. This impedes
the realization of RAL

Use Case-Specificity As a result of this intricate entanglement, every (medical)
Al project is based on a unique combination of reasonable design choices for data
and model development. Deployment, maintenance, and decommissioning of
the intelligent system contribute even more complexity, adding prerequisites for
a seamless fusion with (or removal of) the intended real-world setting. This re-
quires a comprehensive and continuous, as well as use case-specific Al lifecycle
conceptualization phase. Among others, factors such as data type(s), domain
embedded tuning objective(s) and data set distribution(s) impact the respective
intelligent system’s underlying combination of design decisions, which results
in multifaceted possible implementation approaches. Aiming for robust realiza-
tions, desirable qualities such as adaptability and generalizability are difficult to
implement and assess tailored to individual use cases, and closing the gap to
generic guidelines is a non-trivial, but necessary task. Thanks to Al’s novelty to
the extent that we experience today, we are not aware of all reliable combinations
for design decisions. The technology’s intricacy results in a multitude of inter-
dependent implementations for possible methods along the Al lifecycle, which
requires a profound Al literacy among contributing stakeholders at both sides of
compliance assessment.

1.2.2. Standardized Approaches & Al Quality Management

As of now, we are still in the initial phases of analyzing and organizing the im-
mense complexity of possible Al design choices for the multitude of use cases.
Especially, for later phases of the Al lifecycle, we currently lack the experience
to derive reliable design choices, since especially for high-risk domains, most
models are currently under development and have not yet been released to pro-
duction. Simultaneously, a lot of research is being conducted by the scientific
community and the industry alike, and we are advancing at high speed towards
ubiquitous Al adoption, which includes covering the implementation of regula-
tory requirements.

Al Standards A lot of Al knowledge has been, is being and is going to be pub-
lished in various formats that are scattered around the world/internet, reaching
from best practices to standards, which play a crucial role in realizing legisla-
tion. The definition of standardized procedures towards reliable design decision-
making that are generalizable while providing sufficient space to address use
case-specificity requires substantial effort and needs to be aligned with DNNs’
inherent dynamics.

Incomplete Coverage The EU Al Act defines 13 requirements for Al QMS in Ar-



ticle 17 [Fut24], which are introduced in more detail in sections 3.1.3.3 and 3.4.1.2.
Their implementation for the multitude of existing use cases is not trivial, and no
complete coverage of the Al Act through standards currently exists [Eura]. This
leaves the concrete realization of QM for individual Al projects an open question,
and numerous individuals are engaging with this topic worldwide.

1.2.3. Ethical Questions & Impact of Al

Further, resulting from the disruptive power of Al, and its (unknown) impact on
society, a multitude of ethical questions emerge, which are closely related to Al
risks. It is to be expected that considerations such as how to address the multi-
faceted concept of bias, or trade-offs between transparency versus accuracy, will
be constant companions of individual high-risk AI projects. This results from
contextual information tailored to specific use cases that affects the implementa-
tion of the Al lifecycle, including methods to realize TAI and mitigate risks, as
well as the consideration of the human influence.

Al Risks & Trustworthiness While general information on Al trustworthiness
and risks is being collected [Eur19] [Tab23], we are currently not aware of all
possible ways to address Al risks for individual use cases, which can be traced
back to a lack of experience with intelligent systems from an application view-
point. Analogously to the previously introduced open technical challenges, this
results from AI’s novelty to the extent that we experience today. The central role
of RM is outlined in more detail in sections 3.2, 3.3.2, and 3.3.5. Risk analysis,
evaluation, and the implementation of control mechanisms, aiming to support
an intelligent system that respects safety, fundamental rights, and health [Fut24]
along the complete lifecycle, are highly use case-specific. This openness regard-
ing the individual stakeholder’s influence can be challenging for compliance, and
poses risks in itself if not addressed as part of a continuous Al lifecycle concep-
tualization. While (semi-)automation offers means to standardize quality, it also
introduces risks that must be carefully managed. Striking the right balance is es-
sential, aiming for reliable design decisions and the meaningful involvement of
all contributing stakeholders.

Human Decision-Making Human decision-making fundamentally shapes the
intelligent system, which includes the user, and every human being has a unique
and biased world-view that is formed by factors such as culture or gender. As of
now, teams unfortunately tend to lack multidisciplinarity and a diverse back-
ground, which could lower biased behavior of the intelligent system through
creating awareness from the start of Al lifecycle planning, as an example. In
general, the implementation of TAI [Hig20] requires careful consideration when
making design choices. A lack of awareness could result in systems that are not
developed or assessed in a responsible manner due to a limited understanding



of long-term consequences. These dynamics are amplified through an absence
of ethics training of contributing stakeholders, and "[...] the difficulty in moving
from principles to practice presents a significant challenge to the implementation
of ethical guidelines" [PD20, 1].

1.2.4. Research Question

In summary, concentrating on the provider perspective and addressing the inter-
face with compliance for high-risk medical Al, our present contribution explores
the overall question:

How can we embed ethics and quality by design into structured Al lifecycle
information flows that guide the transition from initial ideas, concepts, and
data to fully deployed and managed Al systems, in a way that the modeled
design knowledge continuously captures technical and conceptual dependen-
cies, as well as socio-ethical considerations to support responsible and com-
pliant implementation for all stakeholders involved?

1.3. Objectives

This section explores how we envision to address the challenge of designing a
holistic approach towards implementing RAI for the multitude of possible use
cases, with the long-term vision to establish findings as a tool. Namely, we aim
to outline important criteria for a methodology that combines the interface of
implementation and regulation to support AI QMS, as defined by the Al Act in
Article 17 [Fut24] in a continuous manner, incorporating Al’s evolutionary char-
acter. Our contribution equally encompasses outlining the extraction of a design
workflow, its application to the medical domain and evaluation through concrete
use cases.

1.3.1. RAI Methodology — towards Quality by Design

A holistic methodology towards RAI implementation that addresses Al’s inher-
ent dynamics is required to integrate ethics and contextual Al system information
with continuous Al lifecycle design that is based on responsible design decision-
making. Our proposed approach follows the assumption, that an Al system is
interpreted as the sum of all underlying lifecycle processes, and design decisions
that continuously contribute to the respective Al system’s states. They result in



the Al’s interactions with the intended real-world setting, where the true success,
i.e. the system’s quality is measured — a non-trivial and highly use case-specific
task. All required additional QM information, as introduced in sections 3.1.3.3
and 3.4.1.2, such as resource, and accountability management, as well as relevant
documentation can be derived from information on the project-specific lifecycle
implementation.

1.3.1.1. Reliable Design Decisions along the AI Lifecycle

Starting from the developer’s perspective, and envisioning regulatory compli-
ance by design, which is assessed on process-level [RA23] along the Al lifecycle,
we highlight reliable design decision-making. Robust design choices are not triv-
ial thanks to multiple challenges, as previously introduced in section 1.2. Over-
all, a trustworthy design is only achieved through comprehensive testing and
optimization of different methods that are tailored to the intended use, resulting
in iterative design decision-making, under consideration of interdependencies.
These processes are monitored and documented through continuous Al lifecycle
planning, which is supported by comprehensive Al literacy among contributing
stakeholders.

Al Lifecycle Planning DNN'’s inherent dynamics result in the need to identify;,
correctly implement, and monitor suitable methods along the complete lifecycle
tailored to the specific application scenario. Comprehensive Al lifecycle plan-
ning that links ethical information with regulatory requirements supports im-
plementing RAI through visibly connecting design choices with supplementary
contextual information. A visualization of such dependencies includes linking
identified risks/risk controls with implemented design choices, or monitoring
the amount of required resources regarding consumed computing power dur-
ing model training towards a more sustainable usage through optimized pro-
cesses. Overall, the system’s transition from conceptualization to application in
the real-world, requires a holistic methodology to allow space for reliable devel-
opment, continuous monitoring strategies, as well as a compliant data lifecycle
as part of comprehensive Al system lifecycle planning, design and testing. Fur-
ther, highlighting Al’s evolutionary character and inherent complexity, as well
as our current state of rudimentary Al knowledge, a continuous conceptualiza-
tion summarizes necessary information for quality assessment. Consequently, a
methodology towards RAI should offer a comprehensive lifecycle view that con-
siders all stages in a continuous manner — from the start of conceptualization until
the system’s decommissioning.

Iterations & Interdependencies A methodology towards RAI needs to address
continuous planning and monitoring of multiple lifecycle iterations, and the life-
cycle’s stages of evolution need to be documented for transparency, reproducibil-



ity and traceability. Focusing on model development, for instance, this includes
continuous monitoring of design choices surrounding the optimization of chosen
hyperparameters. This process includes the comparison of different model de-
velopment settings compared against a predefined base-line or vanilla approach
that are evaluated through a suitable combination of performance metrics, which
require to be previously identified. As a result, different stages of the Al lifecycle
need to be executed in a repetitive manner until design decisions are finalized.
Further, information such as changes in the underlying data distribution, or on-
line learning during application in the real-world can result in necessary updates
due to existing interdependencies. Their identification and monitoring through
e.g. reasonable thresholds is crucial to implement RAIL All lifecycle stages are
interrelated and executed in an iterative manner, which needs to be considered
when designing project-specific Allifecycles. In time, with advancements of stan-
dardized methods, lifecycle iterations will be optimized, but in light of Al’s com-
plexity and use case-specificity, a certain degree of testing and optimization will
always be required. We highlight the importance of continuous Al lifecycle plan-
ning and design towards implementing RAI, as starting point for methodology
creation.

Al Literacy Finally, addressing Al pitfalls by design to prevent faulty outputs and
misuse, necessitates a profound Al literacy of contributing stakeholders, which
requires integrated training and Knowledge Management (KM) processes. Al
knowledge is relevant to the compliance side, as well, and notified authorities
who assess intelligent systems equally need to possess and decode use case-
adapted information on DNN’s inherent dynamics and how to avoid Al pitfalls.
Consequently, a methodology towards RAI should enable Al design KM in align-
ment with a dynamic real world. It should be understood as a living blueprint that
aims to continuously capture the state of the art.

1.3.1.2. Dynamic & Qualitative Information Management

Al lifecycle design knowledge on trustworthy, and compliant approaches for all
possible use cases will evolve as the technology evolves, and currently, we are at
the beginning of Al's on-boarding in the world. This necessitates continuous,
generic and customizable RAI KM aligned with information on lifecycle pro-
cesses and design decision-making that result in the respective Al system. The
process to define RAI approaches includes the identification of qualitative meth-
ods that are suitable for compliant lifecycle design.

Quality Criteria The EU AI Office,! which is tasked with implementing the Al
Act, communicated criteria towards Al Act alignment of acceptable standards

Ihttps://digital-strategy.ec.europa.eu/en/policies/ai-office
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for high-risk applications [SG24b] [Eura]. These criteria function as quality-
check, while exploring the integration of suitable methods, and a comprehensive
coverage of regulatory requirements along the Al lifecycle is required. The fol-
lowing list presents an overview of required quality criteria for acceptable stan-
dards [Eura] [SG24b]:

1. The main prerequisite is a shared definition of Risk, which is specified as
"[...] the combination of the probability of an occurrence of harm and the
severity of that harm" in Article 3 in the Al Act [Fut24], and harm focuses on
human beings and the planet, in contrast to harm to the organization. [Eura]
Overall, compliant Al standards need to be "[t]ailored to the objectives of
the Al Act" [SG24b, 3].

2. Important considerations include aligning acceptable methods with Al
trustworthiness criteria [Eur19] [Hig20], and their interplay.

3. Qualitative methods need to be Al system- and product-oriented, and "[...]
cover all the phases of the product lifecycle, from initial inception of the Al
system, when risks can already start to be identified and assessed, up to
post-market placement stages, i.e. those in which Al systems are monitored
while in operation, and possibly updated and modified" [SG24b, 3].

4. The generated content needs to be sufficiently prescriptive with clear re-
quirements for application, focusing on "[...] the criteria and priorities that
Al providers must observe when implementing them, as well as when as-
sessing compliance" [SG24b, 3].

5. Acceptable methods should be aligned with state of the art Al techniques
(if existent), which necessitates continuous knowledge updates.

6. Al Act-conform-methods need to be applicable across sectors, and types of
Al systems, while "[i]t should be reasonably clear for Al providers, when
presented with horizontal requirements, how to identify suitable ways to
apply them to their Al products in light of their intended use and the iden-
tified risks. Therefore, standards are also expected to provide the necessary
guidance to support their application in specific contexts" [SG24b, 3].

In summary, a methodology towards RAI should include methods that share the
same definition of risk, address Al system and product-related information, for-
mulate clear guidelines for application, address Al's evolving state of the art,
while being aligned with TAI, as well as close the gap between generalizability of
selected technical approaches and individual application scenarios. In light of ex-
isting differences among domains, for instance, the medical domain in particular
is characterized by data scarcity, which does not necessarily apply to other sec-
tors to the same extent, the proposed RAI methodology is envisioned to provide



sufficient customizability for fine-tuning to particular sectors, while we focus on
healthcare as a start for high-risk systems.

RAI Information Management Overall, implementing RAI systems has to fulfill
a multitude of intricate and partly abstract criteria centered around a complex
technology that is incomprehensible to humans. Consequently, a comprehensive
IM can help to shed light on underlying processes, rendering quality more tan-
gible to stakeholders, which enables taking responsibility. For this endeavor to
be successful, relevant information needs to be defined, organized along Al life-
cycle processes for execution, as well as represented in an understandable man-
ner, which is adapted to different stakeholders that appear at different stages of
the lifecycle. TAI [Eurl9], and the EU Al Act [Fut24] provide guidelines how
we, as a society would like Al to behave, as well as concrete requirements for
providers such as data documentation and a required instruction-of-use for high-
risk Al The question arises how to identify and evaluate the Al project-specific
content and realization of these requirements in a proven reliable manner. The
next crucial step is implementing them for individual Al systems, a challenging
task, which requires valid technical guidelines towards implemented methods
whose application can be proven as justified. A unified RAI information format
that addresses Al’s inherent dynamics along the Al lifecycle, as well as supple-
mentary contextual RAI information contributes to the implementation of RAI
systems. Focusing on the extraction of existing interdependencies and avoidance
of Al pitfalls, this includes related input and output information for concrete de-
sign decision-making towards quality by design. For instance, the data distribu-
tion impacts the applicability of certain metrics, and preprocessing steps the per-
formance of XAl methods, or evaluation on the test set is not conclusive if data
normalization is executed before data splitting. Further, RM-related information
should be extracted and linked with implementation, as well as the transforma-
tion of content for different stakeholder views considered. In addition, since a
lot of supplementary information to close the gap to the intelligent system’s real-
world integration is required, which differs for individual use cases, customiz-
ability of information extraction is a desirable criteria. As a result, a methodol-
ogy towards RAI should link lifecycle design decision-making with contextually
relevant information in a comprehensive, generic and customizable way.

Al Design Knowledge Alignment The technology’s evolutionary character and
on-going research on general, as well as use case-specific design knowledge re-
sults in necessary, continuous alignment of the RAI methodology with existing
publications, and novel contributions alike. Existing and evolving knowledge on
how to implement RAI can be organized according to groups of use cases based
on structural similarities from a technical viewpoint with respect to all Al appli-
cations, towards closing the gap between generalizability and use case-specificity.
Another interesting analysis to structure design decision-making methods in-
cludes possibly differing conditions of individual domains such as education,
avionics or medicine. Organizing Al lifecycle processes, and design decision-



making according to real-world use cases could be a valid additional considera-
tion. For instance, with respect to the medical domain, where the medical user
plays a crucial role, knowledge how to explain Al output could be transferrable
to Al in education, where students and teachers play an equally significant role.
Further, knowledge on how to address Al risks in a continuous manner needs
to be gathered, organized, and updated tailored to individual use cases, which
necessitates a dynamic Al risk classification as a first step. This enables the con-
sideration of relevant risks for the implementation of risk controls, which need to
be adapted to specific application scenarios.

1.3.1.3. Embedded Ethics & Risk Mitigation

Al ethics and risks are closely related, the latter menace the implementation of
TAI and RM can be interpreted as the process that implements TAL

Trustworthy AI The EU Al Act’s ethical foundation [Eur19] introduces seven fun-
damental requirements on TAI that are derived from ethical questions surround-
ing fundamental rights, the planet, health, and safety, as previously outlined.
They summarize general ethical criteria, and provide a structured overview tai-
lored to Al The seven TAI criteria equally provide guided questions in form of
an Assessment List for Trustworthy Al (ALTAI) [Hig20] that aim to close the gap
towards a practical implementation of Al, or required risk controls. This generic
structure can be used as foundation for RM, as equally proposed by the American
National Institute of Standards and Technology (NIST) [Tab23].

Risk Management: Highlighting the central role of RM, the RAI methodology
should include addressing Al risks by design. This could start with an orga-
nized risk classification of known Al risks for a comprehensive identification of
use case-specific risks, based on Al system context-related information. Next,
risks are evaluated with respect to their identified probability of occurrence and
severity if they are acceptable or not, which includes residual risks that emerge or
stay after risk control measures are implemented. [ISO19] It is worth highlight-
ing the iterative character of these processes, which, addressing Al’s evolutionary
character, continues until the system’s decommissioning, and a RAI methodology
should enable continuous risk monitoring.

Risk Mitigation by Design Promoting a multi-dimensional approach towards
risk mitigation by design, complex Al risks need to be addressed from multi-
ple angles, aiming for continuity, which includes the consideration of use case-
adaptation of ethical questions. Implemented risk controls in form of design
decisions along the Al lifecycle need to be documented, linked with identified
risks, and continuously monitored as part of the previously introduced compre-
hensive RAI IM structure that links risks with the implemented lifecycle. Further,



a unifying design decision information format along the Al lifecycle that incor-
porates interdependencies contributes to mitigate risks that emerge based on an
incorrect implementation, for instance through information extraction, and trans-
formation, which can be based on guiding questions. Finally, comprehensive do-
main embedding and alignment with the system’s intended use is crucial, since
the true success of the intelligent system can only be measured in the real-world.
As a result, the proposed RAI methodology should incorporate risk mitigation
from different angles starting from the beginning of its design so that it is created
in a trustworthy manner.

Embedded Ethics The human influence, which is biased and incomplete, poses
risks in itself. Humans comprise a crucial component of the Al lifecycle, which is
created and maintained through their decision-making. Consequently, relevant
ethical considerations need to be anticipated, and discussed by all stakeholders,
as well as tailored to individual RAI projects. This necessitates interdisciplinary
collaboration, the promotion of Al literacy, as well as continuous ethics train-
ing integrated from the start of RAI project planning. These factors result in a
need for innovative approaches centered around "Embedded Ethics and Social
Sciences" [MS20] to integrate ethics throughout the lifecycle process. Highlight-
ing the importance to consider the human mind leads to the requirement for a
RAI methodology to provide room for embedded ethics, for instance in form of
ethics training by design.

1.3.2. Generic & Customizable Methodology Design

The creation of a methodology that aims to integrate Al's inherent dynamics,
highlighting the technology’s evolutionary character, as well as our current level
of (rudimentary) RAI knowledge on implementation and impact-assessment in
the real-world is an immense task. This complexity advocates for a decentral-
ized approach to the holistic methodology’s creation, as knowledge on Al risks
and Al design principles continues to evolve, highlighting the need for gener-
alizability and customizability. Long-term, these principles are envisioned to be
implemented as a practical and trustworthy tool to be used during Al projects.
This section introduces the abstraction of underlying processes for methodology
design, highlighting necessary steps.

Essential RAI Information To develop a robust methodology for RAI, the first
step involves identifying critical information blocks. These blocks encapsulate
key information areas, centered around Al lifecycle phases, risk categories, and
mitigation strategies, ensuring the methodology aligns with diverse use case re-
quirements to foster broad applicability towards quality by design.

Methodological Building Blocks The methodology must incorporate building



blocks that format and link information effectively. These blocks should facilitate
seamless integration and traceability during Al projects, highlighting interdepen-
dency analysis, which enables a structured approach to organizing and connect-
ing RAI-related information. Information fusion can be achieved through a gen-
eralizable information format and linking structure that closes the gap between
compliance-related concepts and Al-specific dynamics. Also, the format should
enable information connection with already existing methods that collect relevant
information to foster a seamless real-world integration.

Generalizability & Customizability A generalizable blueprint should be devel-
oped to standardize the methodology across Al use cases. This information struc-
ture should outline an Al project application-oriented lifecycle model and ad-
dress associated risks, offering a flexible blueprint, that is adaptable to varied
Al scenarios. For instance, different templates that are derived from the generic
blueprint provide more fixed use case-specific design guidelines. Further, the
blueprint should be extendable with additional, as relevant identified RAI infor-
mation blocks, aiming to address the continuous evolution of potentially neces-
sary RAI knowledge.

Methodology Design Processes Processes involved in populating the basic
blueprint structure with more specific information should be examined in detail
to ensure practical applicability, and continuous refinement of the RAI methodol-
ogy. Therefore, the holistic methodology must be punctually illustrated with use
case-specific examples. These examples demonstrate information linking, orga-
nization, and application from multiple perspectives, highlighting reliable design
decision-making, and RM. By abstracting the identified processes, populating the
blueprint with design knowledge supports a decentralized and customizable ap-
proach. This setup leverages collective expertise and enables the incorporation
of continuously evolving design knowledge, while simultaneously supporting
Al QM during individual projects that equally apply, generate and update RAI
knowledge.

1.3.3. Customizable to Different Domains — Illustrated for
Medicine

An important consideration that influences the methodology’s design process
comprises evaluating its applicability to a specific domain, and requirements
of individual sectors may differ. Medical intelligent applications are centered
around human lives, which results in a lot of complex ethical questions and
this perspective is particularly compelling as a starting point to design the RAI
methodology for high-risk Al applications. We highlight domain-specific con-
ditions, as well as sector-specific regulations that apply, and both impact lifecycle
design choices.



Domain refers to a specific area of knowledge, activity, or expertise [DL22a, 2].
In the context of science, technology, or Al, a domain is the field or subject mat-
ter to which a system or application is applied, such as healthcare, finance, or
law. Understanding the domain is important because it influences how problems
are framed, which data is relevant, and how solutions should be designed for a
seamless real-world integration. A domain model "[...] describes what can hap-
pen (behavior) and what can exist (state and structure) in a domain, or in other
words, what can be controlled and managed in a domain" [DL22a, 2]. It "[...]
is the foundation for a shared lexicon in communication between stakeholders,
and can serve directly as a structured vocabulary for making other specifications

[..]" [DL22a, 2].

Domain-specific Conditions The medical sector is a high-risk domain with spe-
cific challenges, such as high data scarcity and labeling costs, complex domain
knowledge and privacy rights, as well as the need for interpretable explana-
tions of Al output, tailored to the medical user or patient. Section 5.1 further
explores challenges for Al in healthcare. Overall, these conditions contribute to
the methodology’s design, namely the four fundamental design principles, as in-
troduced in more detail in section 3.3.2.

Sector is an economic term [BG99]. It refers to a distinct part of the economy or
society, which "[...] may be divided into groups of industries so that each sector
exhibits significantly different characteristics" [Wol55, 402]. Examples include the
healthcare sector, education sector, or public sector. In contrast to domain, which
often relates to knowledge or subject areas, sector emphasizes organizational or
economic divisions and is often used in policy, business, or industry contexts.

Sector-specific Regulation Generally, healthcare counts among the highest reg-
ulated sectors, and the AI Act poses additional regulatory requirements for
high-risk intelligent systems on a horizontal level, in addition to existing sector-
specific, or vertical regulation, i.e. the Medical Device Regulation (MDR) (or In
Vitro Diagnostic Medical Device Regulation (IVDR)). From a legal viewpoint, as
outlined in Annex I, the AI Act and MDR/IVDR are harmonized [Fut24], and
"[flor algorithms embedded in products where sector regulations apply, such
as medical devices, the requirements stipulated in the [AI Act] will simply be
in-corporated into existing sectoral testing and certification procedures" [FL22,
3]. A legal analysis of the MDR/IVDR and Al Act is evaluated in more detail
in [WC22], and "[b]y means of the concept that the more product specific regula-
tion applies, but more specific health and safety requirements must be met under
horizontal legislation, it is ensured that devices under the MDR and IVDR are
not subjected to a double regulatory burden. It is the intention of the Commis-
sion that the Al Act will have this effect" [WC22, 2].

Sector-specific Quality Management With respect to the implementation of legal
requirements, standards play a crucial role and, focusing on the medical domain,



a structured identification and management of critical risk factors contributing to
QM already exists. Consequently, "it is expected that medical device manufactur-
ers will continue using the ISO/IEC 13485 QMS and incorporate the requirements
of Art. 17 within their existing medical device QMS functions" [AM?24a, 2]. For
instance, the MDR includes prerelease assessment and a post-market monitoring
structure, which is equally demanded by the AI Act for high-risk Al This re-
sults in the need for the RAI methodology to enable the integration of identified
information blocks for Al-specific QM procedures with existing QM structures.
Relevant stakeholders that participate in AI QM include notified bodies who ex-
ecute compliance assessment, and providers of Al systems alike. Finally, adding
complex horizontal requirements to already prevailing challenges regarding the
concrete implementation of regulatory requirements imposed by the vertical reg-
ulation for individual use cases might result in slowing innovation [AM24a, 4].
This necessitates the development of tools that support the compliance assess-
ment process in a reliable manner.

1.3.4. Evaluation through Use Cases

As a final step for methodology design, its applicability needs to be evaluated
based on use cases to test the proposed setup focusing on information extrac-
tion, transformation and fusion. The selected use cases and application scenarios
should each focus on different components that together offer a good estimation
of the fundamental generic structure. Overall, aiming for a methodology towards
RAI that is sufficiently complete, while providing the desired customizability for
application.

Diverse Medical Background Focusing on a medical application scenario, se-
lected fictional or non-fictional use cases should represent diverse medical spe-
cialties and usage scenarios [ISO21b], while being situated within the same life-
cycle phase. This approach not only allows the phase’s definition to be high-
lighted from multiple perspectives but also ensures that the extracted workflows
are transferable to other stages of the lifecycle, including the extraction of rele-
vant information throughout the complete lifecycle. Additionally, the inclusion of
relevant medical knowledge is essential to align the methodology’s design with
supplementary contextual information blocks, illustrating a generalizability of
information extraction for the nuances of each medical field.

Different Perspectives on the Design Process Use cases to test the methodology
should showcase diverse perspectives of the methodology’s design process, fa-
cilitating the abstraction of the design workflow. This approach aims to support
the decentralized continuation of developing and applying the methodology, en-
suring adaptability and scalability across varied contexts. The design process em-
phasizes defining Al lifecycle processes from an application-oriented perspective,



while ensuring seamless integration with supplementary contextual information,
such as RM frameworks, or the incorporation of stakeholder perspectives.

Reliable Design Decision Making & Building Blocks Given the current state of
Al knowledge, use cases play a critical role in identifying reliable lifecycle process
execution and informed design decision-making. They support the identification
and application of the methodology’s foundational building blocks, including the
implementation and extraction of lifecycle design guidelines and their integra-
tion with supplementary RAI knowledge. Focusing on the medical domain, the
evaluation of use cases should demonstrate how the methodology addresses di-
verse stakeholder needs, incorporates domain-specific knowledge, and analyzes
technical interdependencies, ensuring alignment with both ethical principles and
practical objectives.

1.4. Design Science Research

To design the RAI methodology, we follow principles from Design Science Re-
search (DSR) [v]20]. As summarized in Figure 1.1, DSR describes the on-going
and dynamic communication between design knowledge and application of that
knowledge. DSR is introduced in more detail in section 3.3.7.

Incorporating DSR, we focus on the continuous interplay between an abstract
knowledge base and use case-derived findings within a specific environment to
incorporate adaptability and testing, aiming to derive, order, and assign rules for
prospective Al lifecycle planning towards risk mitigation by design: Based on the
creation of DSR Artifacts, a contribution to Design Knowledge as a whole is made:
"DSR aims to generate knowledge of how things can and should be constructed
or arranged (i.e., designed), usually by human agency, to achieve a desired set of
goals; referred to as design knowledge" [v]20, 2].

The concrete processes to define the interplay between abstract design knowledge
and concrete use cases, once identified, can happen in a decentralized manner,
which depends on a critical mass of participants. We aim to develop a blueprint
that allows the fusion of findings integrated along Al lifecycle stages in an orga-
nized manner to provide suitable approaches for Al use cases through a unified
information format that incorporates RAI knowledge.

The Generic and Customizable Methodology based on Quality Gates towards
Certifiable Al in Medicine (MQG4AI), as presented in this thesis, including the
outlined building blocks and structure, is designed based on DSR, through a ret-
rospective analysis of our medical and technical use cases, each of which serves
to highlight different components.
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Figure 1.1.: Design Science Research (DSR) processes, inserted from [v]20, 4]

1.5. Thesis Outline

Generally, this manuscript is to be understood as a snapshot, laying the founda-
tion for a living document that aims to establish a dynamic blueprint in the form
of MQG4AI, as depicted in Figure 1.2, towards implementing RAI. Therefore,
the introduced concepts and building blocks, ethical foundation, as well as RAI
information collections are designed to incorporate evolving and continuous dy-
namics. This equally aligns with Al systems that are based on a stochastic and
opaque technology.

Depending on the reader’s prior knowledge, this work is structured to be read
linearly, with each chapter building on the previous one. Part I lays the founda-
tional knowledge regarding Deep Neural Networks (DNN) as a technology. Part
ITintroduces the concept of MQG4ALI, including its context surrounding RAI Part
III focuses on the evaluation of MQG4AI, drawing from the information provided
in earlier chapters to illustrate how to interact with MQG4AI. Chapter 8 may be
read independently, while chapters 6 and 7 should be read linearly. Finally, part
IV is designed to be read stand-alone, offering a summarized overview of our
contribution, as well as future work. This part can also be read in combination
with the introduction for a more concise understanding of our key proposition.
How the chapters relate in the context of MQG4Al is depicted in Figure 1.2.
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Figure 1.2.: A visualization of how the chapters of this thesis are related within
the context of MQG4AI Chapters 2, 3, and 5 provide foundational
knowledge and introduce the concept. Chapter 4 outlines MQG4AI’s
core building blocks and chapters 6, 7, and 8 simulate MQG4AI inter-
action scenarios for evaluation and illustration of applicability. Chap-
ters 1 and 9 motivate and summarize the core idea, including future
work.

Part I. Introduction and Foundations

Chapter 1: Introduction Chapter 1 introduces the motivation and vision behind
this thesis, framed by the EU AI Act and RAI, especially in sensitive domains like
medicine. It outlines key challenges such as the complexity of DNNSs, the lack of
standardized AI Quality Management (QM), and the ethical implications of Al
use. Next, the chapter defines research objectives, presents our research question,
and introduces our method Design Science Research (DSR) [v]20]. Finally, contri-
butions through projects, publications, and Al-assisted writing are highlighted.

Chapter 2: Foundations Chapter 2 provides the foundational knowledge neces-
sary for understanding and supporting the creation of DNNs, with a focus on
their design. It highlights key aspects that influence design decision-making, in-
cluding the type of Al system, data characteristics, domain knowledge, mathe-
matical limitations and computing power, evaluation metrics, and explanation

20



techniques. By examining these interrelated factors, the chapter identifies critical
design considerations and common pitfalls, aiming to introduce the intricacies of
DNN s from a development perspective.

Part II. Methodology based on Quality Gates towards Certifiable Al in
Medicine (MQGA4AlI)

Chapter 3: Context, Method and Objective Chapter 3 sets the stage for the
MQGH4AI concept by introducing the broader context of RAI, framed by its core
dimensions: lawfulness, ethics, and accountability [DRN23]. It outlines the struc-
ture of the Al lifecycle and highlights the central role of Risk Management (RM)
as a foundation for quality-related processes. Building on this, the MQG4AI
blueprint is introduced as a lifecycle planning method, centered around struc-
tured information and knowledge flows. The supplementary information blocks
that support reliable, dynamic lifecycle design are introduced. Next, the chap-
ter details the integration with DSR [v]20] in form of project-specific application
(MQG4A) and RAI design knowledge (MQG4DK), that communicate with each
other. Finally, vision and limitations of the proposal are outlined, with a focus on
advancing AI QM in practice.

Chapter 4: Setup, Components and Structure Chapter 4 outlines the central
building block of MQG4ALI: Quality Gate (QGs). It begins by presenting a generic,
high-level Al lifecycle structure to anchor the concept of QGs across all phases,
introducing collection-QGs. The chapter then introduces the detailed leaf-QG in-
formation template, which enables systematic integration of design decision-
relevant information. Finally, key dimensions for knowledge fusion within
MQG4AI (MQG4A and MQG4DK) are discussed, with a focus on organizing,
contextualizing, and tracing decisions critical to Al design. Together, these ele-
ments operationalize quality-oriented lifecycle planning and foster transparency
in development workflows.

Chapter 5: Application Domain Medicine Chapter 5 introduces the medical do-
main as a high-stakes context for Al applications, emphasizing its complex reg-
ulatory landscape, ethical requirements, and challenges related to medical data
quality and availability, among others. These domain-specific factors critically
influence responsible and high-quality Al design. The chapter then presents two
use cases used for evaluating MQG4AI in part III: a fictional multi-label classifica-
tion task based on ElectroCardioGram (ECG) data and a real-world case address-
ing the rare disease Achalasia with intelligent and digital enhancements within
the prototypical software EsophagusVisualization.

Part I11. Application and Evaluation

Chapter 6: MQG4DK Design — Defining the Explanation Stage during Model
Development & Introduction of the Leaf-QG Chapter 6 proposes a generic and



comprehensive definition of the explanation stage as a critical phase in the Al
lifecycle, guided by risk-awareness and best practices to foster quality by design
[EM25a]. The stage is aligned with emerging standardization efforts [Art24] and
emphasizes the integration of explainability into RAI development. Furthermore,
the chapter presents a concrete example of a Leaf-QG contribution to MQG4DK:
a technical guideline for evaluating the robustness and fidelity of explanations
[LGC24].

Chapter 7: MQG4DK Design — Leaf-QG Compilation for Reliable Performance
Evaluation Metrics based on a Fictional Use Case Chapter 7 presents a leaf-QG
contribution to MQG4DK that consists of a compilation of leaf-QGs, focusing on
the reliable performance evaluation of Al systems. Building on the previously
introduced fictional ECG multi-label classification use case, the chapter opera-
tionalizes performance-related design decisions by structuring relevant informa-
tion, metrics, and classification evaluation practices in alignment with supple-
mentary information. This contribution exemplifies how MQG4AI can guide
context-sensitive and lifecycle-anchored QM. The contribution is grounded in
empirical experiments [EM24] [EM25c¢], providing practical insights into the eval-
uation of model behavior in dynamic, multi-label classification scenarios.

Chapter 8: MQG4A template Versions — QG Model Configuration for Timed
Barium Esophagogram Image Segmentation with a Human-in-the-Loop Chap-
ter 8 focuses on MQG4A, where we conduct a retrospective analysis of a seg-
mentation model use case within the previously introduced EsophagusVisualiza-
tion tool. We illustrate how various related MQG4A template versions contribute
to design decision-making, focusing on model configuration. Starting with a ba-
sic version that provides relevant supplementary information, we demonstrate
how different model configuration versions are derived. Each version serves as
a distinct lifecycle implementation approach, represented as a selection of QGs.
This process highlights the flexibility and adaptability of MQG4AI in supporting
decision-making throughout the Al lifecycle. The experiments, which are not the
main focus, are based on a supervised bachelor thesis.

Part I'V. Conclusion and Outlook

Chapter 9: MQG4AI Roadmap Chapter 9 concludes our contribution and serves
as a stand-alone summary of this thesis. We first summarize MQG4AI with re-
spect to our research objectives, including its context within RAl, its key build-
ing blocks, and its relevance to healthcare. The chapter then transitions into
a reflection on MQGA4AI as a tool, highlighting the relevance of on-going dy-
namic blueprint design, as well as flexible implementation of MQG4AI’s building
blocks, and concludes by outlining potential future work.



1.6. Scientific Participation

This chapter offers a summary of key contributions and experiences that that
have shaped and enriched the work presented in this thesis. First, we intro-
duce related publications and conferences, before we highlight interdisciplinary
projects, with a strong focus on healthcare and Responsible AI (RAI). Finally, su-
pervised thesis are outlined.

1.6.1. Publications

This section introduces selected events and publications that have contributed to
the development of this thesis. First, we highlight publications that are directly
related to this thesis. Next, we introduce further, more broadly RAl-related pub-
lications, including two upcoming projects. Finally, we highlight a combination
of events that indirectly contributed to the creation of this thesis.

Passages and findings relevant to this thesis, and previously published, are incor-
porated into this thesis. They are not always cited.

Responsible Al, ethics, and the Al lifecycle: how to consider the human influ-
ence? Miriam Elia, Paula Ziethmann, Julia Krumme, Kerstin Schlogl-Flierl & Bernhard
Bauer, in Springer — Al and Ethics 20252

(Abstract) Continuing the digital revolution, Al is capable to transform our world.
Thanks to its novelty, we can define how we, as a society, envision this fascinat-
ing technology to integrate with existing processes. The EU Al Act follows a risk-
based approach, and we argue that addressing the human influence, which poses
risks along the Al lifecycle is crucial to ensure the desired quality of the model’s
transition from research to reality. Therefore, we propose a holistic approach that
aims to continuously guide the involved stakeholders” mindset, namely devel-
opers and domain experts, among others towards Responsible Al (RAI) lifecy-
cle management. Focusing on the development view with regard to regulation,
our proposed four pillars comprise the well-known concepts of Generalizabil-
ity, Adaptability and Translationality. In addition, we introduce Transversality
(Welsch in Vernunft: Die Zeitgenossische Vernunftkritik Und Das Konzept der
Transversalen Vernunft, Suhrkamp, Frankfurt am Main, 1995), aiming to capture
the multifaceted concept of bias, and base the four pillars on Education, and Re-
search. Overall, we aim to provide an application-oriented summary of RAIL Our
goal is to distill RAI-related principles into a concise set of concepts that empha-
size implementation quality. Concluding, we introduce the ethical foundation’s
transition to an applicable ethos for RAI projects as part of on-going research.

“https://1link. springer.com/article/10.1007/s43681-025-00666-z
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This journal paper emphasizes the necessity of integrating ethics throughout the
Al lifecycle and demonstrates how this integration can be operationalized us-
ing the proposed approach, which is also implemented and documented in the
MQG4ALI visualization available on GitHub?3, as further detailed in Part II of this
thesis. The initial idea emerged from an exploratory dialogue with Chat-GPT,
which unexpectedly evolved into a philosophical exchange. During this inter-
action, the AI introduced the term transversal. The prompts consisted of ask-
ing if terminology existed for concepts and methods that aim to summarize the
complexities of the real world towards unity. This revelation prompted further
reflection on the term’s applicability to ethics integration along the Al lifecy-
cle. To validate and refine the concept, ethical domain experts involved with
the CReAlITech [JS23] were consulted, leading to a constructive interdisciplinary
exchange that helped shape the overarching blueprint presented in this thesis.
In pursuit of practical applicability, the approach was further developed in col-
laboration with experts of the DARE-method [K]J24], who contributed exemplary
materials supporting the structured integration of ethical reflection throughout
project-based Al development.

MQGA4AI Towards Responsible High-risk Al - Illustrated for Transparency
Focusing on Explainability Techniques Miriam Elia, Alba Maria Lopez, Katherin
Alexandra Corredor, Bernhard Bauer, Esteban Garcia-Cuesta, as pre-print on arXiv
2025*

(Abstract) As artificial intelligence (AI) systems become increasingly integrated
into critical domains, ensuring their responsible design and continuous develop-
ment is imperative. Effective Al quality management (QM) requires tools and
methodologies that address the complexities of the Al lifecycle. In this paper,
we propose an approach for Al lifecycle planning that bridges the gap between
generic guidelines and use case-specific requirements (MQG4AI). Our work aims
to contribute to the development of practical tools for implementing Responsible
Al (RAI) by aligning lifecycle planning with technical, ethical and regulatory de-
mands. Central to our approach is the introduction of a flexible and customizable
Methodology based on Quality Gates, whose building blocks incorporate RAI
knowledge through information linking along the Al lifecycle in a continuous
manner, addressing Al’s evolutionary character. For our present contribution, we
put a particular emphasis on the Explanation stage during model development,
and illustrate how to align a guideline to evaluate the quality of explanations
with MQG4AI, contributing to overall Transparency.

This pre-print summarizes key aspects of this thesis, with a specific focus on the
Explanation stage of the Al lifecycle, as introduced in Chapters 4 and 6. The pa-
per was developed in collaboration with experts in explainability and RAI from

Shttps://github.com/miriamelia/MQG4AI/blob/main/MQG4DesignKnowledge/1_System/
Ethics_General/Ethics_General.md
“nttps://arxiv.org/abs/2502.11889
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the Universidad Politécnica de Madrid (UPM). Beyond contributing to the con-
ceptualization of the explanation lifecycle stage, their professional insights sig-
nificantly informed the development of the supplementary information blocks
within the MQG4AI methodology, as well as the proposed information flow and
other building blocks, such as template versioning. The proposed lifecycle plan-
ning blueprint is detailed in chapter 3. Although the initial journal submission
was not accepted, our team is currently preparing a revised manuscript that
presents the core ideas more accessibly and with a clearer narrative. The updated
storyline and structure of the follow-up publication will be introduced later.?

Towards Certifiable AI in Medicine: Illustrated for Multi-label ECG Classifi-
cation Performance Metrics Miriam Elia, Fabian Stieler, Fabian Ripke, Marius Nann,
Sarah Dopfer, Bernhard Bauer, at the 2024 IEEE International Conference on Evolving
and Adaptive Intelligent Systems (EAIS) in Madrid®

(Abstract) Cardiovascular diseases count among the most critical and propa-
gated diseases worldwide. Artificial Intelligence [AI] generates promising results
across various medical domains and can enhance cardiovascular diagnosis and
treatment. However, contextual knowledge is crucial for multiple design deci-
sions to avoid pitfalls, and the true success of the intelligent application can only
be measured in relation to its intended clinical setting. Machine learning [ML]
models are evaluated based on performance metrics whose interpretation is in-
fluenced by data distribution and tuning objective. The present paper introduces
a domain-embedded approach aiming towards a reliable performance evaluation
of ML models throughout the complete lifecycle. Our findings are illustrated for
multi-label ECG classification in an emergency setting and calculated on open-
source Physionet data. Finally, the resulting procedure is embedded as a contri-
bution to Quality Gate Metrics within our generic and customizable methodology
based on Quality Gates towards certifiable Al in medicine.

This conference paper forms the technical foundation of the experimental work
that substantially contributed to the development of this thesis. Developed in col-
laboration with the medical device manufacturer corpuls and embedded within
the LIFEDATA pipeline, the study leveraged their advanced infrastructure, in-
cluding a parallelizable development and production environment as well as
features for AL [SF23]. The research involved a retrospective analysis of design
decisions along the pipeline, focusing on establishing a reliable design approach
for the development stage within the Al lifecycle. Experimental materials are pro-
vided on Zenodo”. While the main emphasis was placed on performance metrics,
additional components such as loss functions and explainability algorithms were

>Note that the pre-print was published before we introduced (living) blueprint to describe
MQGH4AL from previously solely referring to the entire concept as template. The latter is now
applied to the MQG4A context, while the former evolves into MQG4DK.
®https://ieeexplore.ieee.org/document/10570023/authors#authors
"https://zenodo.org/records/14652465
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also analyzed in depth, particularly in the context of extreme class imbalance. For
example, sign loss [ZZ21] in the context of ECGs was experimented with, as well
as focal loss [Lin18], which is commonly used in object detection due to its ability
to manage background-heavy data. Both methods propose to differently "punish”
misclassification of prevalent versus rare samples. Among others, these practi-
cal insights informed the derivation of the structured pre-, intra-, post-selection
steps for organizing information throughout the development workflow, which
we propose to be realized through different lifecycle planning template versions,
as introduced in chapter 8. Additionally, in collaboration with domain experts, a
fictional use case situated in emergency medicine was developed, as introduced
in the section 5.2.1. This use case serves as the basis for the analytical discussion
presented in chapter 7, underscoring the importance of domain-specific consid-
erations in Al design decision-making.

A Methodology Based on Quality Gates for Certifiable Al in Medicine: To-
wards a Reliable Application of Metrics in Machine Learning Miriam Elia and
Bernhard Bauer, at the 18th International Conference on Software Technologies 2023
(ICSOFT) in Rome®

(Abstract) As of now, intelligent technologies experience a rapid growth. For a re-
liable adoption of those new and powerful systems into day-to-day life, especially
with respect to high-risk settings such as medicine, technical means to realize le-
gal requirements correctly, are indispensible. Our proposed methodology com-
prises an approach to translate such partly more abstract concepts into concrete
instructions - it is based on Quality Gates along the intelligent system’s complete
life cycle, which are composed of use-case adapted Criteria that need to be ad-
dressed with respect to certification. Also, the underlying philosophy regarding
stakeholder inclusion, domain embedding and risk analysis is illustrated. In the
present paper, the Quality Gate Metrics is outlined for the application of machine
learning performance metrics focused on binary classification.

This conference paper marks the initial presentation of the core ideas developed
in this thesis. Winning the Best Position Paper Award definitely motivated on-going
research. The paper outlines the fundamental building blocks of the proposed
methodology and introduces an early version of our Al lifecycle process view.
In doing so, it also addresses key challenges in designing Al lifecycles that are
compliant with regulatory and quality standards, using the example of reliable
performance evaluation metrics. The concepts introduced in this paper laid the
groundwork for the more refined version of lifecycle design and building blocks
presented in the final version of this thesis, as detailed in chapter 4.

Further Publications In addition to the core publications directly integrated into
the structure of this thesis, several further publications address topics closely re-
lated to the thesis’s overarching themes, namely RAI in medicine. These works

8https://www.scitepress. org/Link.aspx?doi=10.5220/0012121300003538
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explore foundational and complementary aspects such as Al ethics in medicine,
ethical integration, quality assessment, and design processes within real-world
Al development. Together, they reflect the broader research context and provide
valuable insights that have informed and enriched the development of this the-
sis.

® Ziethmann, P., Elia, M., Stieler, F. et al. Clinical Decision Support Systems at the
Intersection of Technology and Ethics: A Critical Analysis of the Ethical Guidelines
Issued by the German Medical Association. Digit. Soc. 4, 15 (2025). https:
//doi. org/10. 1007/ 544206-025-00175-w

e Ziethmann, P., Stieler, F., Elia, M., et al. CDSS — An Interdisciplinary Perspec-
tive on the Statement of the Central Ethics Commission of the German Medi-
cal Association, The Royal College of Radiologists Open, 3, 1 (2025). https:
// doi. org/10. 1016/ 5. rcro. 2024. 100163

* Griinherz, V., Ebigbo, A., Elia, M., et al. Automatic three-dimensional reconstruc-
tion of the oesophagus in achalasia patients undergoing POEM: an innovative ap-
proach for evaluating treatment outcomes, BM] Open Gastroenterology (2024).
https: //doi. org/10. 1136/ bmjgast-2024-001396

* Boulogne, H.L., Lorenz, |., Kienzle, D., et al. The STOIC2021 COVID-19 Al chal-
lenge: Applying reusable training methodologies to private data, Medical Image
Analysis, 97 (2024) https: //do%. org/10. 1016/ 5. media. 2024 . 103230.

® Nagl, S., Griinherz, V., Elia, M., et al. Automatic Three-Dimensional Recon-
struction of the Esophagus in Achalasia Patients undergoing POEM: a Com-
prehensive Assessment of Treatment Outcomes and pathophysiological Changes,
Endoscopy, Georg Thieme Verlag KG (2024). https://dot. org/10. 1055/
5-0044-1783095

e Stieler, F., Elia, M., Weigell, B., et al. LIFEDATA - A Framework for Trace-
able Active Learning Projects, IEEE 31st International Requirements Engineer-
ing Conference Workshops (REW), Hannover, Germany, pp. 465-474 (2023)
https: //dot. org/10. 1109/ REW57809. 2023. 00088

o Miiller, D., Mertes, S., Schriter, N., et al. Towards Automated COVID-19 Pres-
ence and Severity Classification, Stud Health Technol Inform. (2023) https:
// doi. org/ 10. 3233/ SHTI230309

* Elia, M., Peter, T., Stieler, F., et al. Precision Medicine for Achalasia Diagnosis: A
Multi-modal and interdisciplinary Approach for Training Data Generation, IEEE
International Symposium on Biomedical Imaging, Cartagena de Indias, Colombia,
Abstract (2023) https: // dos. org/ 10. 13140/RG. 2. 2. 17880. 06402
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* Elia, M., Gajek, C., Schiendorfer, A., et al. An Interactive Web Application for De-
cision Tree Learning, Proceedings of the First Teaching Machine Learning and Ar-
tificial Intelligence Workshop, Proceedings of Machine Learning Research (2021)
https: //proceedings. mlr. press/vi41/elia2la. html

1.6.2. Projects & Collaborations

This section highlights projects and collaborations that enabled experiencing a
diverse set of relevant stakeholders, emphasizing different professional back-
grounds. This practical experience has profoundly shaped the interpretation of
RAI, which strongly impacts the creation of this thesis.

Center for Responsible AI Technologies (CReAITech)

The CReAlTech? is a joint initiative by the Technical University of Munich, the
Munich School of Philosophy, and the University of Augsburg. It brings together
expertise in technology, ethics, philosophy, and the social sciences to advance
interdisciplinary research on the responsible development and application of Al
in science and society.

Two publications originated as interdisciplinary cooperations. Responsible Al,
ethics, and the Al lifecycle: how to consider the human influence? [EM25b] focuses
on the interface between technology and ethics and how to combine both views
along the Al lifecycle focusing on contributing stakeholders. The holistic ap-
proach is summarized and published as an official press release by the Univer-
sity of Augsburg.l? The other related publications, CDSS — An Interdisciplinary
Perspective on the Statement of the Central Ethics Commission of the German Medical
Association [ZP25a] and Clinical Decision Support Systems at the Intersection of Tech-
nology and Ethics: A Critical Analysis of the Ethical Guidelines Issued by the German
Medical Association [ZP25b], are situated at the interface of ethics, medicine, and
technology, where we analyze the technical implementation and feasibility of eth-
ical criteria for Al in medicine. Finally, the medical project centered around the
rare disease Achalasia, which we develop as part of higher education, comprises
a CReAlITech use case [JS23].

Al Production Network Augsburg

The Al Production Network Augsburg!! focuses on Al-based production tech-

‘https://center-responsible-ai.de/en/startseite/
Ohttps://www.uni-augsburg.de/de/campusleben/neuigkeiten/2025/04/11/
ganzheitlicher-ansatz-fur-verantwortungsvolle-ki/
Unttps://www.uni-augsburg.de/en/forschung/einrichtungen/institute/
ki-produktionsnetzwerk/
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nologies at the intersection of materials, manufacturing, and data-driven mod-
eling. It brings together research and industry to develop future-ready, Al-
supported production solutions. Their showroom!? serves as both a research
showcase and a networking hub, offering hands-on insights into AI in Produc-
tion. Interactive exhibits demonstrate Al applications in Industry 4.0, from emo-
tion recognition for future workplaces, to LEGO® models explaining data cir-
cuits. The space also features info boards and digital displays highlighting the
network’s research areas.!3

As part of a certification-focused project in collaboration with a company in
the aviation sector, we analyzed the European Union Aviation Safety Agency’s
(EASA) approach to certifying production processes, placing particular emphasis
on human- teaming and online learning. In addition, we explored supplementary
sources related to the certification of intelligent systems to help outline a poten-
tial framework for certifying Al-supported production, namely non-destructive
testing, in avionics.

Life Sciences Improved by a Framework for Efficient Data Annotation Through
Active Learning (LIFEDATA)

The collaborative project was supported by the German Federal Ministry of Ed-
ucation and Research (BMBF)!". Project partners include the University of Augs-
burg, GS Elektromedizinische Gerdte G. Stemple GmbH (Corpuls) in Kaufering,
and the German Heart Center at the Technical University of Munich. The LIFE-
DATA project addresses the challenge of training reliable Al models in medicine,
where large, well-annotated datasets, especially those including rare diagnoses,
are often lacking. To tackle this, the project develops an open-source framework
that combines Active Learning (AL) and DNN:Ss to efficiently select and label the
most informative data points. This reduces manual effort and enhances model
performance. Two life science use cases (skin lesion segmentation and the clas-
sification of multi-label ECG data) demonstrate the framework’s effectiveness
across different data types. By integrating explainability and semi-supervised
learning, LIFEDATA aims to support Al-driven diagnostics and ultimately im-
prove patient care. Therefore, a central aim was to implement algorithms that
enhance transparency by explaining how machine learning models make their
decisions. [SF23]

Contributing to the LIFEDATA project during its final year, valuable experience
was gained in AL and how to consider annotator agreements, hyperparameter
tuning, and explainability, as well as close interaction with medical domain ex-

Pnttps://www.uni-augsburg.de/en/forschung/einrichtungen/institute/
ki-produktionsnetzwerk/showroom/

131 have participated in science communication events at the AT Production Network, particularly
emphasizing collaboration with STEM education initiatives.!, see the appendix V.
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perts such as anesthesiologists and medical residents, in addition to collaborat-
ing in a joint team with other data scientists and machine learning engineers.
The project’s close ties with the industry provided equally a great opportunity
to explore the regulatory landscape of medical Al The following related publi-
cations are based on experiments using the LIFEDATA setup. In A Methodology
Based on Quality Gates for Certifiable Al in Medicine: Towards a Reliable Application
of Metrics in Machine Learning [EB23], we introduce the concept for this thesis fo-
cusing on performance evaluation metrics. The follow-up publication Towards
Certifiable Al in Medicine: Illustrated for Multilabel ECG Classification Performance
Metrics [EM24] proposes a generalizable approach for reliable performance evalu-
ation metrics and derives experiment-based guidelines for (ECG) multi-label per-
formance evaluation metrics, which is the foundation for our analysis in chapter
7. The evaluation is based on a fictional use case situated in emergency medicine,
that is detailed in section 5.2.1.

1.6.3. Supervised Thesis

Several bachelor’s and master’s theses were supervised, highlighting valuable
contributions to our research on the rare disease Achalasia, as detailed in sec-
tion 5.2.2. In addition to this core focus, supervised theses also explored broader
topics such as Generative Al (GenAl) and other emerging research questions at
the intersection of RAI and medicine, allowing students to engage with cutting-
edge developments while contributing meaningfully to ongoing projects. Gener-
ally, research on topics related to this thesis was accompanied by a multitude of
supervised seminars, research, and project modules. The following thesis were
supervised from most recent to earliest:

e Interdisciplinary Design and Implementation of a Database centered around a
Novel, Multi-modal 3D Reconstruction Data Type for Achalasia Diagnosis and
Treatment to Enhance Statistical Medical Research Anticipating the Future Ap-
plication of Artificial Intelligence (Schneider, 2025) The master’s thesis is situ-
ated in the field of databases. As part of our project to develop a prototype
medical software to support the diagnosis, treatment, and research of the
rare disease Achalasia, a motility disorder of the esophagus, a multifunc-
tional database was designed and a prototype implemented. This includes
a Graphical User Interface (GUI) extension for entering the complex clin-
ical structure of medical procedures. Based on close collaboration with a
gastroenterologist, an Entity-Relationship (ER) model was developed that
reflects the clinical reality of Achalasia patients. The database can store mul-
timodal clinical raw data, including a new data type: a 3D reconstruction
of the esophagus annotated with pressure values, which forms the core of
the EsophagusVisualization software. The goal of the database is to store
all necessary data to ensure ongoing medical research. Furthermore, as the



dataset continues to grow, it is intended to enable the application of Al sce-
narios. Namely, GenAl for the automated creation of 3D reconstructions
during endoscopy, and Clinical Decision Support (CDSS) for personalized
therapy recommendations.

Oesophageal Segmentation using Barlow Twins and Multi-label Annotation in
the context of the Rare Disease Achalasia — A Self-Supervised Learning Approach
(Kupfer, 2025) The bachelor’s thesis is situated in the field of machine learn-
ing. Specifically, a segmentation model was created as part of our project on
Achalasia. This contribution focuses on optimizing the interaction work-
flow between medical users and the software. Using human input and
multimodal data, a 3D reconstruction of the esophagus is generated. One
type of input data is Timed Barium Esophagogram (TBE) images (i.e., X-
ray images of the esophagus with contrast fluid). In these, the medical user
outlines the shape of the esophagus as a basis for 3D reconstruction. Based
on this thesis, a prototype segmentation model was integrated to enhance
this step. Various approaches were selected, tested, and optimized, under
the challenge of having only a small labeled dataset (85 images). The final
model architecture, based on the state-of-the-art nn-Unet, was identified
as the best-performing option and integrated into the tool. This analysis
comprises the foundation to illustrate the, in this thesis introduced idea in
chapter 8.

Prompt Engineering in the Context of Automated Customer Inquiry Response —
Concept and Prototypical Implementation (Koci, 2024) The bachelor’s thesis
involves the development of a prototype to conduct an initial evaluation
of Large Language Model (LLM) integration in a medium-sized enterprise
using the OpenAl API. It represents a meaningful collaboration between
research and industry. In cooperation with exali AG, the performance of
LLMs is assessed in the context of responding to customer inquiries within
the IT insurance sector. The company supports the work with data, do-
main knowledge, and a multidisciplinary team of experts involved in the
design and evaluation of the prototype. Within this context, a methodolog-
ical framework was developed, planned, and implemented to address chal-
lenges such as limited data availability (e.g., synthetic LLM-based genera-
tion), business requirements (pricing models, data security, etc.), and eval-
uation approaches (technical and human-based). The goal is to provide a
well-founded projection regarding the feasibility and utility of this applica-
tion scenario for the company.

ResearchConnect - A Smart Web-Application to Enhance Interdisciplinary Work
through Intelligent Matching of Scientists based on their Disciplines (Nguyen,
2024) This bachelor’s thesis explores the intriguing question of how inter-
disciplinary collaboration can be supported through technical means. It
begins by highlighting the relevance of interdisciplinary work in research



and addressing current challenges in this context. As a practical example, a
prototype of an intelligent web application called ResearchConnect was de-
veloped based on the University of Augsburg’s website. This tool enables
users to identify other researchers working on similar topics via an intel-
ligent semantic search. The system gathers information from the publicly
available staff web-pages, making it easier to connect across disciplines.

¢ Integration of Multi-modal Data Sources in an Application for Esophagus Analy-
sis to Support the Diagnosis of Achalasia (Peter, 2022) The master’s thesis was
conducted in collaboration with the University Hospital Augsburg (UKA)
to support physicians in the diagnosis of Achalasia, kick-starting our collab-
orative project. Various data from several patients were provided for this
purpose. Currently, doctors must manually integrate results from differ-
ent data sources to achieve the most accurate diagnosis of the disease type
and the resulting treatment strategy. To assist with this process, a proto-
typical software is developed to create the most realistic 3D reconstruction
of the esophagus, which includes measured manometry pressure values as
a color gradient for different measurement time points. The workflow di-
rectly includes the user during data input, utilizing manometry measure-
ments, a barium swallow X-ray image, and images from an endoscopy for
reconstruction. To integrate the data, additional information is needed, with
the X-ray image, which represents the course of the esophagus, serving as
the foundation. The known positions of the upper and lower esophageal
sphincters are used to map the manometry measurements, and the device’s
measurement intervals are also known. For mapping the diameter from
the endoscopic images, the measurement starting point is marked. Addi-
tionally, the height of each image must be known. Automated methods for
extracting the diameter from the endoscopic images were integrated into
the final software. However, due to varying lighting conditions, this extrac-
tion does not always succeed, and the software provides functionality for
the user to manually adjust the selected diameter in each image. The same
applies to the extraction of the esophagus course from the X-ray image. To
achieve optimal usability that meets the needs of clinical users, intensive
collaboration and feedback were prioritized during the software develop-
ment process. The current state of our project is introduced in section 5.2.2.

This chapter introduces our proposition, research question, objectives, and vi-
sion towards implementing high-quality and responsible Al. Next, we turn to the
forms and foundations of intelligent systems, exploring DL, its history and core
principles, before detailing the context surrounding the creation of MQG4AL.



Foundations

This chapter provides a foundational overview of Artificial Intelligence (AI), out-
lining its fundamental concepts, methodologies, and challenges. It aims to high-
light key technical considerations and related challenges in a structured manner
necessary for implementing Responsible AI (RAI). The following sections are in-
tended to reflect Al lifecycle processes, that comprise all design decisions sur-
rounding the intelligent system’s transition from idea to reality. The Al lifecycle,
as well as Al risks are introduced in more detail throughout the next chapter 3.
Generally, the foundations introduced in this chapter are intended to highlight
intricacies surrounding Al design decision-making to motivate the benefits of a
lifecycle planning blueprint (MQG4AI), which is proposed in this thesis. The fol-
lowing sections mainly focus on model development and broach relevant data-
related considerations. Other stages are part of future work.

We outline different types of Al in section 2.1.1. Next, we emphasize the im-
portance of data, domain embedding and an evolutionary view on growing! 2
intelligent systems in section 2.1.2. Section 2.1.3 sheds light on the deep learning
algorithm, explaining how deep neural networks (DNN) learn and are trained,
before briefly introducing Al challenges towards a responsible implementation
in section 2.1.4. The following section 2.2 particularly highlights how to interpret
Al output as a key challenge for Al lifecycle design. First, we outline metrics for
model evaluation in section 2.2.1. Next, section 2.2.2 introduces the field explain-
able AI (XAI). Finally, in section 2.3.1, we highlight existing Al pitfalls focusing
on model development. We emphasize the need for guidelines to enhance life-
cycle design and introduce best practices, design patterns, and standards in the
context of Al

This description of human interaction with Al was first heard during listening to an interview
by Lex Friedman with Anthropic’s team, and during that interview, Al researcher Chris Olah
used this metaphor, which we liked.

Zhttps://www.youtube . com/watch?v=ugvHCXCOmm4
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2.1. Artificial Intelligence

Al is an umbrella term encompassing various computational approaches that en-
able machines to perform tasks typically requiring human intelligence. These
tasks include perception (e.g. visual or audio-based), reasoning (e.g. large lan-
guage models (LLM)), decision-making (e.g. clinical decision support (CDSS)),
and continuous learning (e.g. the opportunity to implement on-site learning).

In Article 3.1 of the European legislation on Al, the Al Act, an Al Sys-
tem is defined as "[...] a machine-based system that is designed to
operate with varying levels of autonomy and that may exhibit adap-
tiveness after deployment, and that, for explicit or implicit objectives,
infers, from the input it receives, how to generate outputs such as pre-
dictions, content, recommendations, or decisions that can influence
physical or virtual environments" [Fut24].

Generally, Al system creation relies on structured processes, shared methodolo-
gies, and use-case-specific implementations. A successful, efficient and desirable
realization of the Al lifecycle, from various view-points, including ethical con-
siderations, is not trivial for the multitude of possible Al application scenarios.
Therefore, equally with regard to regulation, shared common knowledge on RAI
design decision-making along the Al lifecycle is an enabler of quality, which we
should strive for.

This section introduces Al as a technology, aiming to highlight its complex inner
workings under the inclusion of interdependencies with the real world, as well
as internally from a more technical viewpoint, resulting in horizontal, i.e. Al
in general, and vertical, under consideration of domain knowledge, views on
intelligent systems.

2.1.1. Types of Intelligent Systems

Globally, Al systems can be categorized based on functionality and learning
methodology, highlighting technical assets, as well as application to different use
cases. This section provides a brief introduction how Al is used today. Through-
out the present thesis, we focus on Deep Learning (DL) methods that enable
human-like capabilities. A broad classification oriented towards the historical
evolution of Al includes:

* Rule-Based Systems Logic-driven systems using predefined rules. For exam-
ple, traditional, deterministic software is based on IF/THEN rules to pro-
duce output.



* Machine Learning (ML) Data-driven systems capable of pattern recognition.
A popular non-DL-based example are decision trees [Qui86].

® Deep Learning (DL) Advanced deep neural networks (DNN) enabling hier-
archical feature extraction. A sub-group of ML methods that enable human-
like capabilities such as "listening" or "seeing". Popular examples comprise
convolutional neural networks (CNN) [Fuk21], foundational to the field
computer vision [SD20], which enables functionalities such as object de-
tection, 3D reconstructions, as well as segmentation tasks, for instance.

o Generative Al (GenAl) Models that create new content, such as text or im-
ages, based on learned data distributions. GenAl comprises a subgroup of
DL and is the main reason why Al became so popular as of toda. For in-
stance, variants of transformer networks [VA17] currently count among the
most popular architectures. For instance, Chat-GPT, a well-known LLM is
based on the transformer architecture.

2.1.1.1. Historical Evolution of Al

"[W]hat is now known as artificial intelligence (AI) has evolved over more than
two centuries in a long series of steps" [GA24b, 221]. The invention of relevant
mathematical concepts reaches as far back as the 19th and early 20th century, fa-
mous names include Ada Lovelace, and Alan Turing [GA24b, 223], for instance.
Throughout the 20th century, the field is characterized by a multitude of advance-
ments, with artificial neural networks being "[...] first described by Warren Stur-
gis McCulloch, and Walter Pitts" [GA24b, 225] in 1943. In response, reflecting
early considerations on Al, Isaac Asimov published his Three Laws of Robotics in
1950 [GA24b, 225]:

1. A robot may not injure a human being or, through inaction, allow a human
being to come to harm.

2. A robot must obey the orders given to it by human beings except where
such orders would conflict with the First Law.

3. A robot must protect its existence as long as such protection does not con-
flict with the First or Second Law.

Shortly after, the first AI programs were introduced focusing on playing chess
[GA24b, 225]. CNN, influenced by well-known scientists Kunihiko Fukushima
and Yann LeCun as well as popular concepts such as the ReLU (Rectifier Lin-
ear Unit) activation function for model architecture design were introduced dur-
ing the second half of the 20th century. For instance, CNNs, whose architec-



ture is based on "[...] neurophysiological findings on the visual system of mam-
mals" [Fuk21, 1], are still optimized today [Fuk21, 1]. Finally, driven by computa-
tional advancements, the field experiences rapid growth since the 2010s, particu-
larly in DL and neural network architectures. For instance, generative adversarial
networks were introduced by Ian Goodfellow et al. in 2014. [GA24b, 226] A no-
table, slightly more recent development is the transformer architecture [VA17],
introduced by Google Brain researchers in 2017, which has become foundational
for GenAl

As a popular example illustrating the rapid advancements of Al, in 2018, Deep-
Mind’s AlphaFold made substantial progress in predicting protein structures,
a long-standing challenge in molecular biology [SA20]. By 2021, AlphaFold
2 [PJ21b] achieved accuracy levels comparable to experimental methods during
protein discovery, leading to its recognition as a pivotal breakthrough in compu-
tational biology.3

Shortly after, in 2022, AI entered the consumer market and ChatGPT was re-
leased [GA24b, 226]. Since then, Al became very popular and experiences a hype.
How this disruptive technology will shape our world is to be discovered, and a
multitude of different related challenges emerge. For instance, its impact on con-
sumers and user behavior [LW23] comprises a crucial research direction when
aiming to evaluate the technology’s impact on society, in addition to technical
research further improving model outcomes towards RAL

2.1.1.2. AI Application Today

As of now, Al is revolutionizing almost all industries, including agriculture, ed-
ucation, healthcare, finance, entertainment, transportation, military, manufactur-
ing, gaming, food, drug discovery, e-commerce, and chemical industries [AM24b]
[MS24]. Existing methods, if enough data is accessible, are basically applicable to
any use case and domain, as well as perspective. For instance, Al can be applied
to enhance technical aspects, such as the neural processing unit (NPU) [Lee21],
that enables individual computers to run computing intensive DNN training (and
inference). Another example comprises Al-powered bots that are transforming
business operations, particularly in customer communication, information and
knowledge management, and partial automation. They assist with tasks like
handling Jira* tickets and collaborating with humans to streamline workflows.
However, interoperability with existing systems, such as SAP °, remains a major
challenge, alongside finding sustainable pricing models for Al bots.

3As of now, they published AlphaFold 3, which is generalizable to other molecular structures,
further highlighting the field’s quick evolution.

“nttps://www.atlassian.com/software/jira
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Overall, noteworthy improvements comprise promises of efficiency enhance-
ments, cost reduction and improving operational performance. Al-driven solu-
tions optimize existing processes, and may discover novel approaches to solv-
ing current challenges, such as e.g. lower energy consumption or the optimiza-
tion of experimental approaches to medical problems, as is the case with Al-
phaFold [SA20] [P]21b]. [MS24, 1] Al's impact and evolving role across sectors,
emphasizes the need for a responsible integration with policy and industry prac-
tices [AM24b, 1]. Despite its benefits, Al bears multi-dimensional risks that need
to be identified and mitigated. For instance, collaboration among experts is es-
sential to ensure Al’s sustainable and effective implementation across various
use cases. This necessitates the establishment of interdisciplinary communica-
tion channels. Further, Al tends to deepen existing (not necessarily desirable)
tendencies that are tied to ethical and societal questions. For instance, adoption
remains concentrated in modern economies, underscoring the need for broader
integration across industries worldwide. [MS24, 1] In summary, these advance-
ments underscore Al’s expanding role across various applications, driven by con-
tinuous research and innovative scenarios, starting with big data and a solid data
strategy.

2.1.2. The Importance of Data, Domain Embedding &
Continuous Conceptualization

The concrete implementation of individual intelligent systems varies based on
the use case and domain-specific requirements, emphasizing the need to integrate
use case-specific Al risk mitigation. Generally, intelligent systems share lifecycle
processes, including data preprocessing, model training, evaluation, deployment,
and maintenance-related design decisions. How they are realized impacts the
overall intelligent system and its behavior. Al reliability in real world applica-
tions depends on a variety of different factors, including computing power, data
quality, contextual understanding (highlighting Al risk evaluation), and ongoing
adaptation to the system’s surrounding (required based on the technology’s evo-
lutionary and stochastic character). Overall, key considerations when designing
Al comprise:

e Computing Power: ML relies on computational power, as it operates on
chips and semiconductors. Computing architectures determine the speed
of training and inference, directly impacting the technology’s advancement.
Hardware not only influences speed but also shapes the design and devel-
opment of ML models. Factors like chip power consumption determine
where and how Al can be deployed in real world applications. [Hwal8, 1]
Further, compared to other key Alinputs like data and algorithms, compute
can serve as a particularly effective leverage point for regulation and gov-
ernance. Governments and companies began to leverage it as a regulatory



tool by investing in domestic compute capacity, restricting access to rival
nations, and subsidizing sectors. [SG24a, 1]

* Big Data & ML Preparation: Big data plays a crucial role in enabling Al by
providing the vast amounts of information needed for analysis, learning,
and decision-making. As a result, big data and Al (re-)shape entire indus-
tries with the multitude of new applications they enable, equally in com-
bination with other emerging technologies [DH23]. For instance, big data
in healthcare is rapidly expanding due to the adoption of electronic health
records (EHR) and standardized data exchange formats like DICOM and
FHIR. However, challenges remain, including the need for standardized
data labeling, improved data sharing, and open access to Al models via Ap-
plication Programming Interfaces (API), for instance. [WS20] Overall, Al is
a useful tool to interact with big data, aiming to optimize information ex-
traction [BMS21], and it is crucial to approach the technology’s foundation
in big data in a structured manner when designing data sets. For instance,
in [KY24], the authors propose to extend the four Vs of Big Data® with the "[...]
six additional dimensions: value, validity, visualization, variability, volatil-
ity, and vulnerability" [KY24, 1]. Overall, these attributes show a strong pull
towards the inclusion of domain knowledge, e.g. value highlights enhanced
decision-making based on the generated output, which happens within a
particular context, and visualization describes the transformation of outputs
tailored to different stakeholders [KY24].

® Data Quality: Continuing considerations on how to design big data sets,
implementing data quality requirements plays a crucial role. Data quality
is multi-dimensional and is addressed from various angles [IEE22] [BG20]
[RK23]. Considerations are centered around ensuring accuracy, consistency,
and relevance of the data with respect to the intended use, underlying archi-
tecture and hardware within a dynamic real world. Additionally, privacy-
related questions, and regulatory requirements, as introduced e.g. in the
General Data Protection Regulation (GDPR) within the EU, comprise rele-
vant sources of information for data quality.

* Domain-Specific Embedding: In the context of ML, the underlying data forms
the "window" to the real world. The intelligent system generates output on
new data samples it encounters through learnt patterns in the data, in addi-
tion to algorithmic design decisions carried out by contributing stakehold-
ers along the Al lifecycle. Thus, its real world setting is impacted. Therefore,
understanding all forms of relevant data, within their specific application
context is crucial to ensure a responsible application. For instance, the data
set plays a crucial role when designing the lifecycle in a way to enhance

®The four Vs of Big Data comprise volume, i.e. the amount of data, velocity, meaning the speed of
data generation, volatility, the rate of data changes, and veracity, which addresses data quality
and related trust questions [KY24].



model generalizability [MF22], anticipate data drift [RK23], or when inter-
preting performance evaluation metrics for a particular use case [HSA22],
among other scenarios.

* Continuous Monitoring: Finally, since Al, focusing on DNNs, is non-
deterministic in its behavior and opaque by nature, establishing mecha-
nisms for continuously tracking model behavior is crucial to ensure a re-
sponsible innovation integration. A model monitoring strategy should be
equipped to detect performance drift over time, possibly kick-start model
updates, enable user feedback and mitigate Al risks, among other criteria.
The EU Al Act identifies requirements for high-risk post-market monitoring
in Article 72, highlighting strategy planning and documentation [Fut24].”
The concrete and conform implementation is currently not 100% clear, and
pre-determined change control plans [PT23], for instance outline possible
approaches. As introduced in [ZV22], post-market monitoring specifically
in healthcare should address "[...] collecting user feedback, technical moni-
toring and clinical validation" [ZV22, 1].

2.1.3. The Deep Learning Algorithm

After introducing relevant foundations for Al design, this section focuses on the
heart of DNNSs, i.e. the Deep Learning (DL) algorithm. DL serves as the back-
bone of modern Al models leveraging multi-layered artificial neural networks.
At their core, DNNSs are very complex, multi-dimensional, mathematical opti-
mization problems based on stochastic weight optimization along all neurons that
construct individual DNN architectures, which are loosely derived from our un-
derstanding of the cerebrum, or brain.

DNNss are at the center of our analysis, mainly thanks to the multitude of new
horizons they enable. Al offers powerful data-driven insights in the age of Big
Data, uncovering patterns and correlations that may be imperceptible to humans.
It excels at processing complex, high-dimensional data, enabling multi-modal ap-
plications that are capable of executing human-like tasks. However, its effective-
ness is often highly specific to the use case, as models rely heavily on the data
and context they are trained on. Additionally, Al systems frequently operate as
black boxes8, lacking transparency in their decision-making processes. Since Al

"Further, the medical device regulation (MDR) outlines post-market surveillance system require-
ments for medical devices in Article 83 [Eurl7].

8Fun fact: In DL, black boxes refer to systems whose internal decision-making processes are
opaque or difficult to interpret. This is ironically the opposite of black boxes in aviation, which
are specifically designed to provide maximum transparency and traceability after critical in-
cidents. In a way, the aviation black box is the kind we do want in Al, one that reveals, rather
than conceals, what happened and why.



thrives in data-rich environments, it is crucial to stay aware of where and how
data is collected and the implications of its use. In addition, understanding the
underlying mathematical concept that results in DL, provides a relevant piece in
the repertoire of indirect methods that exist, aiming to shed light on the black
box.

2.1.3.1. Foundation

The human brain consists of billions of neurons, the brain’s primary functional
unit. Neurons are specialized cells that transmit signals enabling sensations,
movements, thoughts, memories, and emotions. These signals flow through com-
plex, dynamic neural networks, forming the foundation of all brain activity. Neu-
rons receive signals through tree-like extensions called dendrites. These signals
are processed and transformed into electrical impulses, which are then transmit-
ted via axons to other neurons through synapses, i.e. the key structures enabling
communication in our nervous system. [Natb] [CM25] From a medical view, our
current level of knowledge on the cerebrum is still in its infancy, with having ex-
perienced "major advances in our understanding of synaptic function" [SMO08, 1]
since the end of the 20th century [SMO08]. Refer to [Siid18] for more information.
Inspired by this biological process, DL models replicate neural connections math-
ematically and implement them technically. The combination of these artificial
neural networks with large datasets is what powers modern Al

The perceptron is a fundamental building block of "understanding" Al and serves
to interpret how neurons in a DNN reflect human neurons. The basic tunable in-
put - calculation - tunable output sequence is applied to all neurons that constitute
a DNN, while differing mathematical functions for information processing exist.
The perceptron takes a vector of real-valued inputs (the input signal for the den-
drites), computes a linear combination of these inputs (signal processing based on
mathematical computations instead of electrical signals), and applies a threshold
function to determine its output (transmitted output to other neurons): 1 if the
result exceeds the threshold and -1 otherwise. Next, for information passing to
other neurons, tunable weights, real-valued constants, are applied to each output
relating to an input sequence for other neurons, influencing "[...] the contribution
of input xi to the perceptron output" [Mit97, 86]. Mathematically, the perceptron
represents a hyperplane decision boundary in an n-dimensional space, dividing
input instances into two categories. If the data points can be separated by such a
hyperplane, they are considered linearly separable. However, not all datasets sat-
isfy this condition. Perceptrons can model basic Boolean functions like AND, OR,
NAND, and NOR, but they have limitations. For instance, a single perceptron
cannot represent the XOR function, which requires a more complex, multi-layer
approach. This limitation led to the development of multi-layer neural networks
and more advanced learning algorithms. [Mit97, 86]



There is a substantial body of literature on this topic, describing foundations of
DL with more profoundness. Tom Mitchell’s classic book Machine Learning, pub-
lished in 1997 [Mit97] is a foundational text that shapes modern Al and DL. It
introduces core ML concepts such as inductive learning, decision trees, and neu-
ral networks, providing a rigorous yet accessible framework for understanding
how machines "learn" from data. Many principles from this book, like hypothe-
sis space, generalization, and bias, remain fundamental to today’s DL advance-
ments. The book bridges theory and practice, introducing the foundations of
ML. Another popular book is Deep Learning, published in 2016 by Ian Goodfel-
low et al. [GI16]. It provides a comprehensive description of existing approaches
to implement DL methods for various application scenarios from a conceptual
view. In part I, they introduce mathematical foundations, which comprise rele-
vant knowledge for adequately interacting with Al Next, part II introduces basic
neural networks and explains how DNNs learn and are trained, including more
practical application scenarios. Finally, part III highlights the field’s quick dy-
namics and introduces several DL-centered research directions, highlighting the
currently very popular Deep Generative Models, for instance.

2.1.3.2. Key Concepts

"Machine learning [ML] is essentially a form of applied statistics with increased
emphasis on the use of computers to statistically estimate complicated functions
and a decreased emphasis on proving confidence intervals around these func-
tions" [GI16, 96]. DNNs comprise a subgroup of ML methods (with their roots
being the previously introduced perceptron) that are all centered around DL,
which is most commonly based on backpropagation (optimization method to cal-
culate the gradients) and gradient descent (optimization algorithm to adjust the
weights) [GI16, 96], resulting in a very complex optimization problem, which we
will explore in this section, introducing fundamental concepts.

Generally, two types of learning algorithms exist, i.e. supervised and unsupervised
approaches’ [GI16, 103] that differ in their algorithmic structure, including a dif-
ferent data setup. For the former, the data set consists of features and labels,
while the latter does not provide labels and leaves it to the algorithm to discover
patterns. Both methods are powerful, depending on the use case. For instance,
anomaly detection in cybersecurity is an unsupervised optimization problem,

One could argue that Reinforcement Learning (RL) comprises a third learning paradigm, since
its approach, and terminology are fundamentally different. RL enables an autonomous agent
to learn optimal actions by interacting with its environment, where the data is collected. The
agent receives rewards or penalties based on its actions, guiding it towards goal achievement.
This approach applies to diverse tasks like robot control, factory optimization, and game play-
ing. The key challenge is learning from indirect and delayed rewards to maximize cumulative
success over time. [Mit97, 367] These methods are not at the focus of our present contribution.



while COVID-19 segmentation in lung computer tomography (CT) scans needs
to provide a data set including annotated lung segments.

The most popular optimization algorithm, gradient descent, is based on a gradi-
ent estimation method, commonly backpropagation, that calculates the gradients
according to which gradually, the billions of weights in the neural network are
optimized [GI16, 96]. In addition, enabling learning, a combination of hyperpa-
rameters, such as a loss/cost function and learning rate, serve to exercise influence
on the model’s bahavior in an indirect manner. The training stage is closely mon-
itored and a collection of epochs are executed successively on a validation data set.
After model training, global model qualities, such as its generalizability are evalu-
ated on test data. A brief overview of DL-related core concepts, in addition to the
data [GI16, 97], includes:

® Network Architectures Neural connectivity differences lead to specialized
model architectures that are tailored to different tasks. Generally, DNNS,
that consist of a combination of (different) layers of connected neurons,
are designed to handle various problems by transforming complex, non-
linearly separable input data into more linearly separable features through
multiple hierarchical layers. These layers combine linear and nonlinear
functions, with neural activation functions (AF) playing a key role. They
introduce non-linearity through transforming the input individual neu-
rons receive. Common AFs include e.g. Sigmoid, Tanh, or ReLU, each
contributing to the network’s ability to learn and represent patterns effec-
tively. [DS22b, 1] In addition to individual neuron’s setup, the way how
neurons are connected impacts performance. Popular architectural direc-
tions include:

— Convolutional Neural Networks (CNN) [GI16, 330] are primarily used for
image processing. They are characterized by a long history [GA24b,
225] and became really popular in 2012 with AlexNet [KA12] that
displayed superior performance in image classification on ImageNet
data [DJ09]. Simply put, they are based on a kernel that "folds" the in-
put image into smaller dimensions and then unfolds them again to rec-
ognize features in the pixel/voxel data and assign them with meaning.
They are introduced in more depth in Goodfellow et al. [GI16, 330].

— Recurrent Neural Networks (RNN) [Sch19] & Long Short-Term Memory
(LSTM) [GI16, 408] are a type of neural network designed to process
sequential data (e.g., time series, speech, text). Unlike traditional net-
works, which treat each input independently, RNNs [Sch19] have a
feedback loop that allows information from previous steps to influence
the current step. This enables them to learn context and recognize pat-
terns over time. LSTMs are a special type of RNN designed to enhance
remembering information by introducing gates that control the flow of



information [GI16, 408]. See Goodfellow et al. [GI16, 373].

— Transformers [VA17] are a powerful type of neural network architec-
ture designed to handle sequential data without relying on recurrence
(like RNNs and LSTMs). Instead, they use a mechanism called self-
attention, which allows them to process all input tokens in parallel
rather than sequentially. Thus, they allow for better long-range de-
pendencies, and since their publication in 2017 [VA17], they became
state-of-the-art models for natural language processing (NLP) [DJ19]
and other generative tasks.

— nnUNet [IF21] & Segmentation Variants A popular segmentation model
variant is nnU-Net (no-new-Net), an advanced DL framework de-
signed for automatic medical image segmentation. Unlike traditional
U-Net models, nnU-Net [IF21] does not require manual tuning. In-
stead, it automatically configures itself, e.g. pre- and post-processing,
based on the dataset itis given. In addition, the framework accepts var-
ious input data formats and surpasses manually designed segmenta-
tion networks. Segmentation models, and especially, the nnUnet com-
prise the foundation for our evaluation in chapter 8, which is embed-
ded within a medical software, as introduced in section 5.2.2.

* Backpropagation & Gradient Descent comprise the fundamental mechanisms
for training DNNs through forward and backward calculations on the in-
put features. The aim is to fine-tune adjustable weights along connecting
neurons within the DNN architecture to minimize the calculated loss of the
loss function. Therefore, the optimizer Gradient Descent, or e.g. its popu-
lar variant Stochastic Gradient Descent (SGD), calculates gradients, i.e. di-
rections on how to adjust weights towards optimizing the model’s output
within the search space. Through various iterations, i.e. epochs, the learn-
ing rate determines the algorithm’s "step size", and other hyperparameters,
such as e.g. momentum monitor characteristics such as its "speed". Refer
to [GI16, 80] [Mit97, 89], for more information. The algorithm is capable of
determining local minima through analyzing different batches of the com-
plete training data set with adjustable size. For most practical use cases,
this approximation on the training data suffices. However, weight initializa-
tion influences the output, and techniques such as transfer learning [FZ19]
emerged to provide more targeted methods than random initialization. The
latter comprises only an example illustrating the complexity of DNN ar-
chitecture design. In general, a multitude of different (dependent) hyperpa-
rameters can be adjusted to individual application scenarios, resulting in a
combination of design decisions.

* Hyperparameters are configurable settings that influence how a DNN model
learns. Unlike model parameters, or weights (which are learned from data),



hyperparameters must be set before training begins [GI16, 96], possibly in-
cluding an updating strategy aligned with the training progress. Choosing
the right hyperparameters is crucial for optimizing model performance and
preventing overfitting (reflects the training data distribution and cannot gen-
eralize) or underfitting (not capable of discovering patterns) in the data. The
following list highlights three relevant key hyperparameters for DL, while
many more adjustable configurations exist, such as e.g. the previously in-
troduced epochs and batch size equally focusing on model training, or the
activation function within a DNN architecture:

— Loss/Cost Functions measure how well a model’s predictions match the
actual values or goal. It provides feedback to update the model’s pa-
rameters during training. The aim is to minimize the loss, improving
performance. For instance, during classification tasks, a popular ex-
ample comprises the cross-entropy loss (CE) [MA23], which measures
the difference between predicted probability distributions and true la-
bels. Popular variants of CE, such as e.g. the focal loss [Lin18], originat-
ing from object detection with a high background pixel count, adjust
the loss function so that it is more suitable for imbalanced data sets
through weighing majority class-related loss less and punishing the
loss calculated on rare samples, or pixels comprising the object to de-
tect, stronger. The loss function plays a central role during model train-
ing and careful considerations, in alignment with domain knowledge
are required for design decision-making. For an overview of common
possible choices with respect to different tasks, refer to [T]24].

— Optimizers update a model’s parameters (weights) to minimize loss
and improve performance. They determine how the model learns from
data by adjusting weights based on gradients, i.e. "[...] weight vectors
to find the weights that best fit the training examples" [Mit97, 89]. A
popular method is Gradient Descent [Rud17], which "[...] provides the
basis for the BACKPROPAGATION algorithm, which can learn net-
works with many interconnected units" [Mit97, 89]. Its popular vari-
ant SGD updates model weights incrementally using small batches of
data, instead of computing gradients over the entire dataset [AI21].
Another common variant is the Adaptive Moment Estimation (Adam)
optimizer [KB17]. Adam combines the advantages of SGD with mo-
mentum and the optimization method RMSProp [KB17, 5], adapting
learning rates for each parameter based on past gradients.

— Learning Rate is a crucial hyperparameter in ML that determines how
much a model updates its weights during training. It controls the step
size taken in gradient descent to minimize the loss function. If it is
too high, the model might overshoot the optimal solution in the search
space, leading to instability. In case it is too low, the training can be



too slow or get stuck in some local minima. "It is usually set to some
small value (e.g., 0.1) and is sometimes made to decay as the number
of weight-tuning iterations increases" [Mit97, 88].

This list comprises only an excerpt of relevant design decisions surrounding the
setup of Al for the multitude of possible scenarios. Other interesting concepts
to consider are e.g. centered around regularization [FS22], a technique used to
prevent overfitting and ensure models generalize well to unseen data. Or, other
(combinable) techniques like dropout [SN14] randomly deactivate neurons to pre-
vent over-reliance on specific features. Generally, hyperparameter-tuning and over-
all model optimization ensure models are more robust, generalizable, and reliable
for real world applications.

Our aim was to introduce the core idea of DL in this section, highlighting emerg-
ing intricacies of relevant design decision-making. For more precise information,
refer to existing literature [GI16] [Mit97]. The next section explores dependen-
cies between solving these complex optimization problems at the core of DL and
currently available compute.

2.1.3.3. Mathematics & Computation

The previously introduced optimization problem and stochastic learning, funda-
mental to DNNSs result in challenges regarding currently available computational
power and the identification of the global optimum for individual optimization
problems. In [B]22], the authors introduce The Modern Mathematics of Deep Learn-
ing. This mathematical analysis of DL explores fundamental questions beyond
classical learning theory. Key topics include the exceptional generalization of
overparameterized networks, or the role of depth in DNNs, among other ques-
tions. This field develops modern approaches to address identified challenges
rooted in the conceptual setup and technical implementation of DNNs. Al mod-
els operate stochastically and e.g. many classification problems are not Turing
computable [BH23] [LY23], which describes the state when a machine is capable
to solve any computation problem.

Today, almost all calculations are carried out on digital machines, which strongly
impacts performance. "The question whether a continuous system can be simu-
lated on digital computers lies therefore at the heart of the foundations of signal
processing and computer science” [BH23, 1]. Novel approaches, such as quantum
computing will enable more powerful calculations, which will impact future Al
output.



2.1.4. Challenges in Al & Responsible Implementation

While Al presents vast opportunities, its creation, integration and application in-
troduce significant challenges centered around legal, ethical and technological
risks [KA21]. In addition to the previously introduced methodological complexi-
ties, challenges are related to the intelligent system’s intended real world setting,
and depend on the intended use, as well as possible misuse scenarios, consider-
ing risk management (RM) [ISO19]. Particularly, in high-risk domains, such as
medicine, methodological missteps when designing Al lifecycles may result in
grave consequences if undiscovered. Healthcare-specific challenges are outlined
in more detail in section 5.1. Generally, a responsible implementation should be
designed carefully, with close ties to the use case and addressing Al’s evolution-
ary character to achieve the intended results. Additionally, this new technology’s
impact on societies is not yet fully clear, resulting in complex ethical questions
when integrating Al with the real world. Responsible AI (RAI) is detailed in
chapter 3, where we introduce the vision of implementing AlI, which is ethical,
lawful, and accountable [DRN23], highlighting the central role of implementing
an Al risk management system (RMS) [Org23], which is defined in Article 9 of
the AI Act [Fut24], the European regulation on Al

In summary, this section aims to provide a comprehensive foundation for un-
derstanding Al from a methodological viewpoint, highlighting its intricate inner
workings, as well as resulting technical challenges for RAI implementation and
real world integration. The next section 2.2 focuses on interpreting Al output,
a challenging endeavor regarding the technology’s inherent opacity within a dy-
namic real world. Namely, we introduce Al performance evaluation and Explain-
able AI (XAI) in more detail, with respect to our use cases in part III.



2.2. Examining AI Output

Evaluating Al models requires not only task-specific performance evaluation
metrics [[SO22b] [MD22] [SE10] [RA21], but also methods to evaluate further,
conceptually more complex quality criteria, such as usability [Bro95], fairness
[ISO21a], transparency, or reliability [HA22], among others. Additionally, purely
statistical analysis of the model’s architecture and its components contributes rel-
evant information, e.g. addressing situations where access to the model’s devel-
opment setup is not possible [MC21]. We put a particular emphasis on classifica-
tion performance evaluation metrics with respect to our multi-label ECG (ECG)
classification use case in section 5.2.1 for our evaluation in chapter 7, which intro-
duces metrics in more detail.

Generally, the true success of any application can only be measured in the com-
plex and dynamic real world. These intricacies have led to the development of
numerous approaches designed to improve overall Al system transparency, aim-
ing to facilitate a responsible integration into real world applications. Explainable
Al (XAI) provides a toolbox on how to shed light on the model’s inner work-
ings from different angles. Various publications characterize this quickly evolv-
ing field [LH16] [BG20] [DS21] [HA23] [Leb23] [BX23] [BC24]. In the present
section, we introduce XAI with a particular emphasis on SHapley Additive ex-
Planations (SHAP) and Local Interpretable Model-agnostic Explanations (LIME)
explanations, which comprise the foundation for our evaluation of MQG4AI in
chapter 6.

In summary, beyond numerical evaluation, understanding and interpreting Al
outputs is crucial for ensuring reliability and informed decision-making within
the respective real world workflow. This section summarizes key considerations
in Al output interpretation, emphasizing the balance between quantitative eval-
uation in form of (performance) evaluation metrics and qualitative aspects like
explainability.

2.2.1. AI Performance Evaluation Metrics

True success in Al evaluation can only be measured in the real world, a non-
trivial challenge that depends on both, the structural setting (e.g., GenAl, classi-
fication, or segmentation models) and domain-specific knowledge, which indi-
rectly impacts evaluation interpretability. Choosing the right performance eval-
uation metrics is a crucial design decision, as they provide fundamental infor-
mation for further decision-making along the Al lifecycle. Additionally, their
correct interpretation depends on the respective recipient’s knowledge among
involved stakeholder roles. Incorrect choices can introduce significant risks and



pitfalls [HSA22] [T]21]. Therefore, it is important to invest research time in met-
rics selection for a reliable evaluation within the intended real world setting, e.g.
refer to [RA21] for a thorough analysis of popular metrics for image-level clas-
sification, semantic segmentation, instance segmentation or object detection. Or,
in [MD22], the authors provide a thorough analysis of popular metrics for med-
ical image segmentation. These examples highlight a possible approach for met-
rics analysis, defining the starting point for metrics selection based on project-
specific criteria. This section first outlines general considerations surrounding
reliable metrics, before briefly introducing classification performance evaluation
metrics in more detail.

2.2.1.1. Towards Reliable Metrics

Ensuring a reliable (performance) evaluation of the intelligent system requires
careful consideration of relevant information infrastructures. For instance, in
addition to data and domain-related considerations, key aspects include effec-
tive communication channels between disciplines within a team that consists of
domain experts, developers, and other stakeholders. This setup results in the
need to address the critical question Who needs to know what, and when?, tailored
to specific design decisions such as (performance) metrics selection. In chapter
7, we provide a comprehensive analysis of (multi-label & binary) classification
metrics-related risks and relevant research directions that extend the following,
more general considerations, which comprise the foundation of reliable (perfor-
mance) evaluation.

Standards serve as a foundation for consistency, guiding both evaluation
methodologies and reporting practices. For instance, certain classification metrics
are asymmetric, meaning that the designation of a class as positive (1) or nega-
tive (0) influences their outcome and cannot be arbitrarily switched [HSA22, 3].
To ensure consistency in binary classification within healthcare, it is reasonable to
adopt a standardized convention where the disease is defined as the positive class
and healthy samples as the negative class, as proposed in [T]21, 9]. Moreover, in-
consistencies in metric selection should be addressed by establishing a standard-
ized collection of evaluation metrics for auditing various ML applications like
(medical) image classification or segmentation. This would complement "[p]eer-
reviewed randomised controlled trials as an evidence gold standard" [KC19, 2],
rigorously assessing potential risks and clinical efficacy. The European standard-
ization landscape surrounding Al is detailed in section 3.1.3.2.

Benchmarking Quantitative AI benchmarks are essential for assessing model
performance, capabilities, and safety, increasingly shaping Al development and
regulatory frameworks [EM25d, 1]. Benchmarking trained models across various
(medical) domains is required to establish a widely accepted evaluation base-



line. For official benchmarking, one approach involves creating independent real
world test sets that remain publicly unavailable [KC19, 3]. Alternatively, sim-
ulation studies using synthetic data offer another viable strategy [FF24, 3]. Fur-
thermore, the development of platforms that provide the necessary infrastructure
is crucial to facilitate standardized benchmarking practices, including use case-
adapted metrics’ compilations for evaluation. However, the growing influence
of benchmarking strategies raises concerns about their effectiveness in evaluat-
ing high-impact capabilities, safety, and systemic risks. Issues range from biases
in dataset creation and inadequate documentation to systemic problems such as
misaligned incentives. Additionally, many benchmarks fail to account for Al's
multi-modal nature and real world interactions. [EM25d, 1] Also, careful con-
sideration is required regarding metrics selection, as they exhibit varying behav-
ior depending on the data collection process and the resulting diversity [T]21,
5]. Beyond technical flaws, benchmarking is influenced by cultural, commercial,
and competitive dynamics, often prioritizing state-of-the-art performance over
broader societal concerns [EM25d, 1]. In summary, "[...] not all benchmarks are
the same: their quality depends on their design and usability" [RA24, 1], which
needs to be established in alignment with different (groups of) use cases.

Clarity of Measurement A majority of quality criteria for RAI, such as Trans-
parency or Robustness and Performance, are grounded in Trustworthy AI (TAI),
which is introduced in detail in chapter 3. Challengingly, the interpretation of
these rather abstract and complex concepts depends on a multitude of different,
use case-specific factors. They are not trivial to accurately measure with respect
to individual applications. For instance, our interpretation of fairness and the
multi-faceted concept of bias are strongly influenced by a variety of different and
fluid factors, which is why we introduce Transversality in [EM25b], as further out-
lined in section 3.2.2.3. While fairness metrics exist [MM24b], they might not be
suitable for every use case and their applicability needs to be evaluated. Gen-
erally, it is crucial to define what is being measured and to identify or develop
metrics that accurately reflect these criteria within the respective context. "The
key concept is that the metrics are chosen so that actions and decisions which
move the metrics in the desired direction also move [...] desired outcomes [in
the real world] in the same direction" [HK98, 6]. For instance, in [HK98], which
was published in 1998, the authors introduce seven steps to identify good met-
rics, highlighting domain embedding and the identification of interdependen-
cies, which is still relevant today. In case existing metrics do not suffice to ade-
quately capture all desirable qualities, novel metrics are developed, which is often
the case in biomedicine [T]21, 9], as with the Physionet scoring metric [RM21a]
for ECG classification or the Sc4sp Score [PJ21a] to evaluate generated protein
structures, including the previously introduced AlphaFold2 model [P]21b]. Fi-
nally, the Foundation Model Transparency Index (FMTI) [BR23] serves as an example
where the name is transferring a misleading message on what the index!? actually

19Tndexes are loosely understood as aggregated metrics: "[...] an index for a specific entity is the
aggregate of multiple low-level indicators that can be more directly quantified" [BR23, 13].



does. Transparency, as discussed in sections 3.1, 3.2.2.2 and 3.3.5.4 is complex to
grasp, encompassing concepts like Explainability, Interpretability and Traceability,
as well as considering all elements that comprise the Al system [Eur19, 18]. The
FMTI assesses "[...] transparency of foundation models with a comprehensive
ecosystem-level approach [...]" [BR23, 13], primarily evaluating "[...] foundation
model developers for their transparency [...]" [BR23, 24]. However, this focus on
developer transparency means it does not fully address the (scientific) challenges
of making opaque Al models transparent. The index "[...] focus[es] on structural
forms of transparency, taking a more macroscopic perspective" [BR23, 13]. As
possibly reliance on the index grows, other critical Transparency criteria risk being
overlooked, while a system is believed to be transparent. Given these limitations,
concerns about its potentially misleading title appear justified, and a possible en-
hancement results in Foundation Model Developer Transparency Index. As of 2024,
developer transparency remains modest, with an average score of 58 out of 100,
"[...] a 21 point improvement over FMTI 2023" [BR25, 1]. This still limited level
highlights the need for structured approaches such as Al lifecycle planning tem-
plates to support more accountable and traceable Al development.

2.2.1.2. Al Classification Evaluation

In general, a compilation of metrics is necessary for a comprehensive overview
of the model’s performance, since "[n]o single metric captures all the desirable
properties of a model [...]" [HSA22, 1]. This section briefly introduces classi-
fication performance evaluation, which is elaborated in more detail in chapter
7. For instance, ISO/IEC TS 4213 on the Assessment of ML classification perfor-
mance [ISO22b] provides a comprehensive overview of existing metrics from a
horizontal, technical viewpoint, highlighting a correct application/interpreta-
tion. Regarding classification metrics as a whole, two fundamental perspectives
are established for evaluating model performance, depending on the available
artifacts.

Confusion-Matrix Following this approach, the model’s performance across dif-
ferent classes is evaluated using the confusion matrix [T]21, 5]. This method relies
on thresholding to classify predictions as either true or false. Its applicability, in-
cluding widely used metrics such as Accuracy!, Recall, Specificity, Precision, and
F1-score, as well as common pitfalls in performance evaluation within current re-
search have been extensively analyzed in [HSA22], for instance. Refer to section
7.2.4.1, where we detail an exemplary metrics compilation for ECG multi-label
classification.

Ranking The ranking-based perspective relies on the real-valued function

1 Accuracy is an inadequate measure for imbalanced datasets and should be replaced by Balanced
Accuracy [T]21, 5].



learned by the model, which returns confidence scores, thereby requiring access
to the model. Moreover, this approach provides a threshold-independent per-
formance evaluation, encompassing metrics such as the popular but highly dis-
cussed Receiver Operating Characteristic Area under the Curve (ROC AUC) [Z2Z14,
1822], and can also be utilized for threshold optimization towards enhancing con-
fidence. For a comprehensive discussion of ROC AUC’s suitability on imbalanced
data sets, refer to section 7.1.1, where we introduce metrics-related risks.

After shedding light on the evaluation landscape surrounding Al and guiding di-
rections for consideration, with a particular emphasis on classification scenarios,
the next section explores explainable Al, highlighting inherent intricacies of this
rather new field.

2.2.2. Explaining AI (XAI)

Explainability is a key requirement for trusting Al outputs, addressing the inher-
ent opacity of DNNs. Without methods to shed light on intelligent system’s inner
workings, "[...] we risk to create and use decision systems that we do not really
understand” [GR18, 2]. The necessity of explaining ML models gained signifi-
cant recognition within the Al community after 2017 [BA19, 3], complementing
the evolution of Al into the powerful technology as it is commonly known today.
Explainable AI (XAI) "[...] is foundational to the development of RAI systems"
[BX23, 26], and plays a crucial role in developing trustworthy AI (TAI) [MA21b].
Existing XAI methods and tools [BS23] can be integrated into the broader frame-
work of RAI regarding aspects such as fairness, robustness, privacy, and secu-
rity [BX23]. For instance, Explainability is referenced from multiple perspectives in
the "Ethics Guidelines for Trustworthy AlI", as introduced by a High-Level Expert
Group established by the European Commission (HLEG) [Eur19], which we out-
line in section 3.1.2. First, Explicability comprises an ethical principle contributing
to the foundations of TAI [Eur19, 8], while TAI criteria such as Transparency and
Human agency and oversight are closely linked to Explainability, as further outlined
in sections 3.2.2 3.3.5 on TAlI-related RM.

As a result of the field’s novelty and complexity, numerous challenges remain,
with key research questions including the establishment of generalizable guide-
lines for designing "good" explanations and the development of universal frame-
works for assessing explanation quality. The vast range of potential application
domains further complicates the generalizability of explanations, as effective in-
terpretability necessitates tailoring to specific contexts. A crucial next step in-
volves the practical integration of Al systems and their explanations into real

world applications, while their tangible benefits have yet to be empirically vali-
dated [MA21Db, 3].



This section first introduces relevant terminology to grasp the concept of explain-
ability in section 2.2.2.1. Section 2.2.2.2 sheds light on explanation purpose and
the relevance of domain embedding, as well as respecting the target audience.
Next, section 2.2.2.3 introduces how to approach methods to implement XAl, in-
troducing two popular explainability methods (LIME and SHAP) in more detail.
The process of XAI method selection is outlined in section 2.2.2.4. Finally, sec-
tion 2.2.2.5 presents the XAI method evaluation landscape in more detail, high-
lighting the complexity surrounding relevant explanation quality criteria. This
section comprises the foundation for chapter 6, where we attempt to organize
XAl-related processes along the Al lifecycle development stage in a responsible
manner, including a technical method to evaluate explanation quality [LGC24].

2.2.2.1. Terminology

First, we introduce important concepts surrounding XAI. "Given an audience, an
explainable Artificial Intelligence is one that produces details or reasons to make
its functioning clear or easy to understand" [BA19, 6]. This definition highlights
the complexity of defining a "good" explanation, which comprises a multitude
of rather abstract concepts that are not trivial to implement. Challengingly, cur-
rent research lacks a standardized terminology and instead relies on ambiguous
and inconsistent definitions [MA21b, 3]. For instance, stakeholder interpretabil-
ity plays a crucial role along the Al lifecycle, and system users require a different
explanation setup than the application of XAI methods by developers to evalu-
ate complex criteria such as model robustness [DA21] or data quality [BG20], for
instance. Therefore, a crucial initial distinction must be drawn between explain-
ability and interpretability, as these terms are often used interchangeably despite
representing distinct concepts [BA19, 4]. The following list comprises a summary
of XAl-related key concepts:

o Interpretability pertains to "[...] the ability to explain or to provide the mean-
ing in understandable terms to a human" [BA19, 5]. It is defined as "[...]
the mapping of an abstract concept (e.g., a predicted class) into a domain
that the human can make sense of" [MG17, 2]. This can be regarded as a
"passive characteristic" [BA19, 4], evaluating to which extent "[...] a given
model makes sense for a human observer" [BA19, 4]. In other words, "[a]
model can be explained, but the interpretability of the model is something
that comes from the design of the model itself" [BA19, 6].

* Explainability extends beyond interpretability by encompassing "[...] any
action or procedure taken by a model with the intent of clarifying or de-
tailing its internal functions" [BA19, 5]. As such, it can be regarded as an
"active characteristic" [BA19, 5]. This implies that supplementary informa-
tion must be provided alongside the model to enhance its accessibility for



various stakeholders. This requirement is also embedded in the definition
of an explanation, which is specified as "[...] the collection of features of the
interpretable domain that have contributed for a given example to produce
a decision (e.g., classification or regression)" [MG17, 2].

* Transparency If a model can be understood by humans without requiring
additional information, it is considered transparent [BA19, 5]. For instance,
decision trees are inherently transparent, whereas DNN5s function as black
boxes, characterized by their opacity, as introduced in the previous sections.
As a result, implementing model transparency for DNNs is a non-trivial
task and comprises multiple indirect methods, such as XAl methods, or the
documentation of Al lifecycle design decisions, for instance. Transparency
in the context of RAI is discussed in more detail in chapter 3.

* Understandability "[...] denotes the characteristic of a model to make a hu-
man understand its function" [BA19, 5], and assesses whether a model’s
functionality is comprehensible to any human stakeholder without necessi-
tating an explanation of its internal processes [BA19, 5]. It is summarized
as "[t]he degree to which a human can understand a decision made by a
model" [BA19, 5].

* Comprehensibility pertains to how an explanation is presented and whether it
isin a form that humans can understand. It is defined as "[t]he quality of the
language used by a method for explainability" [VL20, 9]. Additionally, for
explanations to be useful, stakeholders must be able to grasp the model’s
functionality [BA19, 5], which requires them to either already have or be
provided with the necessary (domain) knowledge.

This selection of relevant concepts highlights fine-grained characteristics that
need to be considered for explanation design and evaluation, bridging model
output and human interpretability. Generally, in the context of software devel-
opment the recipient equally plays a crucial role, and valuable insights can be
drawn from this domain. For example, the authors of [ARD09] introduce Knowa-
bility,i.e. "[...] the property by means of which the user can understand, learn, and
remember how to use the system" [ARDO09, 5], highlighting user interpretability
in more detail in the context of Usability'2. Knowability is further subdivided into
a compilation of related concepts such as Clarity, Consistency, and Helpfulness, for
instance, resulting in a comprehensive taxonomy describing the concept more
thoroughly [ARDO09, 5], which could equally serve as a foundation for designing
and evaluating effective explanations.

121Jsability is referred to in more detail in the next section when introducing the explanation eval-
uation stage, since it is identified as an important criteria for explanations, as well.



2.2.2.2. Purpose & Audience

"Given an audience, an explainable Artificial Intelligence is one that produces
details or reasons to make its functioning clear or easy to understand" [BA19, 6].
Therefore, important considerations need to be made prior to explanation design
and method selection, including stakeholder analysis and domain embedding. In
addition to clarifying the explanation’s purpose, relevant considerations focus on
who applies which type(s) of explanation(s) at what lifecycle stage [DS21]. For
instance, in [HS20], the authors propose to design explanations with respect to
three criteria (user Roles, lifecycle Stages, and individual Goals) towards a success-
tul explanation application [HS20, 7]. The following list summarizes important
considerations that impact the XAI method:

o Al Lifecycle XAl methods can be applied at different stages along the Al life-
cycle beyond human user interpretability [HS20] during model application
in the real world. For instance, data-related design decisions include the
evaluation of data quality [BG20] or optimized feature selection during pre-
processing [Z]22]. Generally, shedding light on the model’s inner workings
supports involved stakeholders during model development.

* Objective Overall, XAl aims to enhance the transparency of Al systems
by making their decision-making processes and outcomes interpretable to
human stakeholders. This is essential for ensuring TAI, which relies on
key criteria that can be implemented using XAI methods. Examples com-
prise fairness [Leb23], robustness [DA21], and managing trade-offs, includ-
ing the explainability-privacy tradeoff [SS24] and the XAl-accuracy trade-
off [van21]. Additional considerations aim to distinguish black box expla-
nations from a more functional view. For instance, in [GR18], the authors
define three categories: black box model explanation (1), where a simpli-
fied model mimics the black box’s behavior [GR18, 13], black box outcome
explanation (2), which focuses on making the model’s predictions more un-
derstandable [GR18, 14] and black box inspection (3), which provides tex-
tual or visual insights into the model’s inner workings or outputs.

* Domain Embedding XAl methods necessitate the inclusion of complex (med-
ical) domain knowledge to result in "good" explanations. For example, in
skin cancer detection, Stolz’'s ABCD Rule of Dermatoscopy [SH07] is used
to explain the classification of lesions as melanoma (cancerous) or nevus
(healthy). The XAl approach, as presented in [SF21], attempts to incorporate
that domain knowledge to explain the model’s predictions to the physician
in charge through perturbed images, with the perturbations aiming to cap-
ture characteristics of Stolz’s ABCD Rule. It involves comparing the model’s
predictions on original and perturbed images, with positive perturbations
highlighting melanocytic features and negative perturbations simplifying



them to resemble nevus features. Other domain-specific considerations for
XAl in healthcare can be found in [BS23] [MA21b], and in [AZB23] for ECG
use cases in particular, for instance.

e Stakeholder Depending on the explanation’s function within the Al lifecy-
cle [DS21], other explanation recipients than the human user exist. For
example, developers are key stakeholders who interact with explanations
and interpret their meaning. However, thanks to their more extensive back-
ground knowledge compared to Al system users, they require fewer ad-
ditional explanation layers, thereby reducing the risk of misinterpretation.
In summary, the prior knowledge of explanation recipients shapes the ex-
planation design. Further guiding considerations when designing expla-
nations can include additional, audience-related concepts. For instance, for
the user in particular, aiming towards human-machine teaming [Hen22] can
be beneficial for the real world integration of the intelligent system.

2.2.2.3. Methods to Explain Opaque Models

The present research focuses on black box models, or DNNs, which are models
whose internal mechanisms are not directly understandable by humans without
the use of additional explanation methods [GR18, 1]. A multitude of different XAI
methods exist, and use case-specific considerations, as previously introduced, im-
pact the design decision-making process, in addition to technical characteristics
of method applicability, which we highlight in the following. The book Inter-
pretable ML by Christoph Molnar provides a comprehensive introduction [Mol25]
to XAI and existing methods that cover interpretable models, local, and global
model-agnostic methods, as well as the interpretation of neural networks. The
following list highlights key criteria to classify XAI methods for method selec-
tion:

o Stage XAl methods can be categorized based on their application stage
within the model implementation process. Ante-hoc methods focus on
designing inherently explainable models, while post-hoc methods provide
explanations for already trained models. Post-hoc approaches are further
divided into model-agnostic methods, which work independently of the
model’s structure, and model-specific methods, which are tailored to a par-
ticular model type. Model-agnostic methods are independent of the struc-
ture of the model to be explained, and thus can be combined with any type
of black box model. In contrast, model-specific methods are tailored to
a specific type of model. [VL20, 15] The majority of XAI methods focuses
on supervised learning, while un-, semi-supervised, and reinforcement learning
techniques equally necessitate explanations. [SF19, 2]



* Scope refers to the range of what the explanation explains. Global expla-
nations aim to encompass the overall model functionality, and decision-
making process. In contrast, local explanations generate an explanation per
data instance at a time. [VL20, 15] In other words, the latter "[...] implies
knowing the reasons for a specific decision [...]" [Z]21Db, 9], while the former
"[...] means explaining why patterns are present in general [...]" [Z]21b, 9].

* Explanation Input Post-hoc XAI methods expect model output as input, and
the model’s functionality shapes the structuring of explainability methods
[VL20, 15], which in turn is impacted by the input data set, including data
preparation steps.

* Explanation Output The selection of an appropriate XAI method is impacted
by considerations on the desired output format [VL20, 15]. Different types
include numeric, rule-based, visual and mixed explanations [VL20, 17], and
the desired format is closely related to the respective recipients.

Model-specific methods comprise ante-hoc methods by design. They encompass
various implementation strategies designed to inherently align the model with
its intended domain towards explainability by design. Examples for these ap-
proaches include rule-based methods, such as those emphasizing neuro-symbolic
Al [SZ21], as well as prototype-based layers [LO17]. A popular example for
model-specific, post-hoc methods are Class Activation Mapping (CAM) tech-
niques, that use saliency masks (SM) to identify the features most influential in a
DNN'’s prediction [GR18, 29]. As a visual explainability method, saliency maps
highlight the regions of an input image that contribute most to a given classi-
fication [VL20, 20]. A saliency mask is defined as "[...] a subset of the original
record which is mainly responsible for the prediction" [GR18, 29]. However, the
mostly model-specific nature of CAM methods limits their generalizability and
requires new implementations for different problems [GR18, 29], as in [GS22] for
explaining an ECG classifier.

In contrast, model-agnostic methods are extendable to multiple domains and ap-
plication scenarios, since they do not depend on a particular model, which makes
them generalizable by definition [GR18, 28]. In the following, we outline two
post-hoc and model-agnostic methods in more detail. They are at the center of
the example XAI method evaluation procedure in chapter 6.

Local Interpretable Model-agnostic Explanations (LIME), as introduced by
[Rib16] in 2016, has gained significant popularity within the XAI community
[GR18] [Gil18] [MA21b] [BP20] [VL20] [BA19]. The method’s popularity may
stem from its model-agnostic nature and independence from input data types,
allowing it to "[...] return an understandable explanation for the prediction ob-
tained by any black box" [GR18, 30]. LIME is based on a "locally interpretable
model" [GR18, 29] to explain individual data samples. The algorithm approxi-



mates complex models locally using simpler linear models, as achieving a global
approximation is often infeasible [Rib16, 4]. By exploring the local region around
an instance, LIME generates explanations that reflect the model’s behavior in that
vicinity [Rib16, 3]. The method is perturbation-based, meaning it estimates the
impact of features by modifying similar instances [RSB18, 7]. For image classifica-
tion, LIME segments an image into "super-pixels" [Rib16, 4] and evaluates their
importance in the model’s prediction, ultimately highlighting only the relevant
parts while greying out the rest. However, LIME does not account for feature in-
teractions, and its explanations may lack faithfulness and stability [RSB18, 9].

SHapley Additive exPlanations (SHAP) is a numerical approach that quantifies
the relevance of input features for model predictions [VL20, 17]. It builds on the
idea that any explanation of a black-box model is itself an "explanation model",
serving as an interpretable approximation of the original model [LSI17, 2]. Like
LIME, SHAP belongs to the class of additive feature attribution methods, that "[...]
link the input features with the model prediction, providing an interpretation
based on a linear formulation of the models" [CA24, 1]. SHAP in particular is
derived from cooperative game theory principles [LSI17, 3]. A key strength of
SHAP is that it provides a unique solution satisfying three desirable properties
[LSI17]:

* Local accuracy means that the input for the explanation model, and its out-
put, correspond to the original model’s prediction for a given input.

* Missingness implies that features missing from the input of the explanation
model do not impact the correct prediction.

* Consistency states that the impact of an input feature should not decrease if
the original model changes and that input feature’s significance increases or
remains unchanged, independent of other attributes.

Among additive feature attribution methods, only SHAP ensures all three prop-
erties [LSI17, 2], making it a unified measure of feature importance [LSI17, 4].
However, SHAP’s main drawback is its computational cost, as it scales exponen-
tially with the number of features, making it significantly slower than LIME for
complex models [BH21, 15].

2.2.2.4. Method Selection

After outlining important considerations for XAI method selection, this sec-
tion highlights the complexities of this iterative design decision-making process,
which is in principle transferrable to other design decisions surrounding model
development. In [BP20], the authors provide a concrete example of how a data



scientist, Jane, navigates the complex decision-making process of selecting an ap-
propriate XAI method for a credit eligibility ranking task. The goal is to opti-
mize both model performance and explainability, balancing the trade-off between
opaque models (which often perform better) and transparent models (which are
more interpretable) [BP20, 17].

Model Selection Initially, Jane faces the decision of whether to choose a transpar-
ent model with high interpretability or an opaque one that may yield better per-
formance and generalizability. After testing various models, she opts for a Ran-
dom Forest classifier, an opaque model that optimizes overall performance [BP20,
17]. For this step to be executed, relevant interdependencies, emphasizing the
input data and use case are first defined in more detail.

XAI Method Selection The process of selecting a XAI method involves first
choosing the model and then determining which XAI technique(s) will best ex-
plain the model’s decisions. Depending on the level of explainability needed
and the target audience, Jane considers multiple XAI methods. She begins with
SHAP to explain the model’s decision-making process through feature impor-
tance. However, SHAP only provides local explanations for individual instances,
which makes it challenging to assess the model’s global behavior [BP20, 18]. Lo-
cal explanations can differ significantly for different instances, and evaluating
the clarity of local model-based explanations is challenging [MAZ21b, 15]. Clarity
means that "the explanation is unambiguous, i.e. it provides a single rationale
that is similar for similar instances [...]" [MA21b, 3]. As a result, Jane explores
additional methods. This iterative process of applying various XAl methods, an-
alyzing explanations, and posing new research questions continues until Jane has
employed multiple XAI approaches [BP20, 19].

This example highlights that the process of selecting and combining XAI meth-
ods is dynamic, involving the enhancement of model performance, stakeholder
involvement, and building trust with end-users [BP20, 27]. Moreover, the lack of
clear guidelines on how to combine different XAI methods adds complexity to
the creation of a cohesive XAl system [BP20, 20]. The authors outline five evalu-
ation criteria, i.e. comprehensibility, fidelity, accuracy, scalability, and generality
to guide this decision-making process [BP20, 4]. In the next section, we discuss
explanation quality criteria in more detail.

2.2.2.5. Quality & Design

The ultimate goal of evaluating the quality of explanations is to determine "[...] to
what extent the properties of explainability [...] are satisfied" [Z]21b, 8]. However,
defining a good explanation remains challenging, as the question "what is a good
explanation?" is inherently subjective, depending on the specific context and its



users [Z]21b, 11]. The diverse objectives of various XAl approaches complicate
the selection of suitable evaluation metrics. Given this complexity, it is often up to
the development team to determine meaningful evaluation criteria and validate
them in collaboration with relevant stakeholders [Gil18, 9]. Overall, the effective-
ness of an explanation depends on how well it performs within its application
domain, making the "evaluation of ML explanations [...] a multidisciplinary re-
search" [Z]21b, 15]. The inherent diversity in how explanations are interpreted
further complicates their practical implementation [GR18, 2]. While general eval-
uation criteria exist, they must be adapted to different explainability methods and
contexts. To address this, researchers attempt to summarize desirable features
that can be generalized across multiple application scenarios [Z]21b, 4]. The most
suitable approach for a specific use case should be determined through compari-
son and iterative evaluation [Z]21b, 2], as previously introduced for XAI method
selection, which is based on XAI method evaluation.

Generally, the IEEE Guide for an Architectural Framework for Explainable Artificial
Intelligence [Art24] presents a technological framework that provides measur-
able solutions for assessing explainability and outlines key requirements for gen-
erating human-understandable explanations across various use cases, such as
healthcare and finance. We outline how our proposed XAl lifecycle stage de-
sign aligns with the framework in section 6.3. More generalizable perspectives
on XAI method evaluation exist in the literature [RSB18] [SF19] [BP20] [DA21],
complemented by research on XAI method-specific evaluation metrics, for exam-
ple, as in [MN21] for feature-based methods. Ultimately, "[...] although quan-
titative proxy metrics are necessary for an objective assessment of explanation
quality and a formal comparison of explanation methods, they should be com-
plemented with human evaluation methods before employing Al systems in real-
life" [MA21b, 9]. Human-centered metrics can be both quantitative and qualita-
tive in nature [MA21b, 6], while functionality-grounded metrics are purely objec-
tive and quantitative [Z]21b, 9].

The following introduces a combination of relevant evaluation criteria, aiming
to highlight the complexity of evaluating explanations. In [SF19], the authors
propose five global directions of thought for explanation evaluation:

* Functional requirements focus on understanding the structural setting sur-
rounding the DNN model to select an appropriate XAl approach for the
given problem [SF19, 2]. This step is crucial to identify interdependencies,
since model quality impacts explanation quality.

* Operational requirements consider the end user’s interaction with the expla-
nation to derive their required level of expertise for a seamless applica-
tion [SF19, 3]. For this step, it is crucial to understand the intended use
and domain of the intelligent system.



» Usability requirements define essential properties of explanations to ensure
they are comprehensible and effective for users [SF19, 4].

o Safety requirements highlight the risk that XAI methods "[...] tend to re-
veal partial information about the data set used to train predictive mod-
els, these models’ internal mechanics or parameters and their prediction
boundaries" [SF19, 6]. The risk of exposing sensitive information empha-
sizes the need to manage disclosure carefully with respect to "[...] robust-
ness, security and privacy aspects of predictive systems [...]" [SF19, 6]. For
instance, in [S524], the authors analyze the interaction between explana-
tions and privacy-preserving DNN methods.

e Validation requirements stress the importance of thoroughly testing and eval-
uating explanations before deployment in real world applications [SF19, 7].

In the following, we introduce considerations to measure explanation valida-
tion (or quality) and usability requirements. The other considerations can be
summarized as domain knowledge (operational), risk management (safety), and
lifecycle-specific interdependencies (functional). They are more indirectly related
to explanation evaluation but comprise necessary information for accurate design
and evaluation interpretation.

The following criteria offer a foundation for quantitative XAI method evalua-
tion metrics, while equally providing valuable guidelines for explanation design.
First, we consider objective evaluation criteria to assess a "good" explanation
based on [RSB18], who introduce nine criteria in a detailed and concise manner,
including Fidelity and Robustness, for which we introduce a concrete evaluation
method for LIME and SHAP explanations in form of a score [LGC24] in chapter
6:

* Accuracy refers to how well an explanation can generalize to new instances
based on previously generated explanations [RSB18, 4]. This criteria can
be complex to implement and monitor for specific use cases, since defining
a fitting accuracy measurement strategy requires domain knowledge and
a reasonable measure approach. As a result, even though accuracy is an
important measure, it should not be the only evaluation assessment crite-
ria. This tendency to define a multi-variate evaluation setup aligns with the
previously introduced model performance evaluation procedure.

e Fidelity measures how well an explanation aligns with a model’s prediction,
essentially assessing how accurately the explanation reflects the decision-
making process [RSB18, 4]. It reflects the "[...] extent to which extracted rep-
resentations accurately capture the opaque models from which they were
extracted" [BP20, 4]. As noted, "[i]n the case of an intrinsically interpretable
model, fidelity is guaranteed by design" [MA21b, 5], which applies to mod-



els like decision trees but not to black-box systems. To ensure fidelity, an ex-
planation must be both complete and sound, meaning it "[...] provides suf-
ticient information to compute the output for a given input" [MA21b, 6] and
remains reasonable within the model’s domain-specific context [MA21b, 6].
High fidelity is crucial, as it ensures that explanations reflect the model’s
true decision-making process rather than spurious correlations. This, in
turn, enhances human understanding and trust in the system [YF19, 3].

¢ Consistency evaluates how similar explanations are when generated by dif-
ferent models using the same data [RSB18, 4]. Ideally, explanations should
be independent of the model choice and relate to the data. Given that both
training and new data instances share the same application domain, expla-
nations should be comprehensible within this context, while the underlying
model remains interchangeable. The features identified as relevant should
be consistent across models, reflecting their ability to capture meaningful
patterns. If an explainability algorithm consistently highlights similar fea-
tures for different models within the same application context, it can be con-
sidered reliable and more data-driven than model-dependent. In [Bre(1],
the author describes the phenomenon where different models, even highly
divergent ones, achieve the same error rate on a test dataset as the Rashomon
Effect!3. He states, that "[...] there is often a multitude of different descrip-
tions [equations f(x)] in a class of functions giving about the same minimum
error rate" [Bre01, 206]. Applied to explainability evaluation, this suggests
that if different models within a specific application context produce similar
outputs, they should be explained in the same way by identifying similar
relevant features. This would indicate that the explainer is consistent and
relies more on the input data than on the model itself.

e Stability, or Robustness assesses how consistently explanations correspond
to each other for similar input instances within the same model [RSB18, 4].
An explanation is considered more stable if small changes in the input data
do not lead to significant variations in its output. Robustness requires the
explanation to follow a clear internal logic, identifying relevant features in a
way that remains understandable to humans. Ideally, explanations for sim-
ilar instances should overlap proportionally, as the reasons for assigning a
specific label should depend on the data’s relevant features rather than the
model itself. Some XAI methods may be more prone to respect this require-
ment than others. For instance, gradient-based explanation techniques are
unlikely to exhibit high continuity due to noise [MG17, 10]. A high degree
of robustness is desirable, as it suggests that a model generalizes well and
will likely perform effectively on new data instances. Robustness is also

130riginally, the Rashomon Effect comes from a Japanese movie where four people experience the
same event but describe it differently afterward [Bre01, 206]. Analogously, the event repre-
sents the sample, the people represent the models, and their differing stories correspond to
the model outputs, which can be analyzed for deviations.



linked to clarity, a key interpretability feature, since an explanation should
be "unambiguous" [MA21b, 6].

Comprehensibility Comprehensibility (and interpretability) [GR18, 7], as in-
troduced in section 2.2.2.1, refer to how well the target audience under-
stands an explanation, [RSB18, 4] highlighting the model and explanation
setup, and the respective human’s level of knowledge. Closely related is
transparency, which implies how well stakeholders grasp the ML model it-
self [Lip16, 4]. Since an explanation’s primary goal is to ensure understand-
ing, evaluating comprehensibility is essential for real world applicability.
However, the level of technical detail required varies by audience: while
end-users may need a simplified, non-technical explanation, data scientists
can handle more complex details. As a result, understanding the respec-
tive target audience play a crucial role to design explanations [BP20, 4]. For
an explanation to be comprehensible, it should avoid excessive complex-
ity while still accurately reflecting the model’s functionality, a balance also
known as parsimony [MA21b, 6]. One way to assess comprehensibility is
through human-machine task performance [Z]21b, 8], but this is often sub-
jective and difficult to quantify [Z]21b, 9]. As previously mentioned, quali-
tative evaluation requires human test subjects to assess readability and use-
fulness, which can be resource-intensive [Z]21b, 8]. Therefore, comprehen-
sibility categorizes as human-centered evaluation [VL20, 43]. Ultimately,
without comprehensibility, users cannot gain insights into a model’s func-
tionality, which is crucial for trust and Al integration into society.

Certainty measures the alighment between a model’s confidence in its pre-
diction and how well this confidence is reflected in the explanation [RSB18,
4]. Ideally, an explanation should not contradict the model’s confidence. If
the model is certain about its prediction, the explanation should support
this certainty. However, explanations can sometimes reveal that a model
has learned the wrong function, even when it achieves high accuracy [LS19,
2]. In such cases, discrepancies arise between the model’s confidence and
the explanation, signaling potential issues in feature learning. Analyzing
certainty helps identify inconsistencies between prediction confidence and
explanatory justification, reducing the risk of misinterpretation. If an ex-
planation convincingly demonstrates that the model has learned the correct
features, the model’s confidence is justified, leading to a high degree of cer-
tainty.

Novelty is considered "[...] a form of certainty [...]" [RSB18, 4], as it examines
the relationship between a model’s confidence in its predictions and how
well this is reflected in the explanation. However, unlike certainty, nov-
elty specifically focuses on new instances that were not part of the training
dataset. These instances should still fall within the general application do-
main but may differ from the training data distribution. As an instance de-



viates further from known examples, the model’s confidence is expected to
decrease, since previously learned relevant features may no longer apply.
To meet the novelty criterion, explanations should explicitly convey this
drop in model confidence, ensuring that the user is aware of the model’s
uncertainty in unfamiliar scenarios. As a result, XAl evaluation and model
performance evaluation can be aligned.

* Degree of Importance evaluates how well an explanation reflects the signifi-
cance of different features in a model’s decision-making process, ensuring
that relevant features influence predictions while non-relevant features do
not [RSB18, 4]. This concept, also known as explanation selectivity [MG17,
7], can be assessed using feature relevance algorithms. One method in-
volves sorting features by importance, progressively removing them, and
analyzing the model’s performance decline [MG17, 10]. The process con-
cludes when removing features no longer impacts predictions, marked by
low model performance evaluation metrics. Another approach [MN21] per-
turbs supposedly irrelevant features to see if the prediction changes. In
the case of LIME, for example, all pixels except those deemed explanatory
can be replaced with noise. The c-Eval score is then defined as the "[...]
minimum distortion perturbation [...]" required to alter the model’s predic-
tion [MN21, 1].

* Representativeness evaluates how well an explanation reflects the model by
determining how many data instances it covers [SF19, 5]. This criteria spec-
ifies the previously introduced XAI method scope in more detail, highlight-
ing the alignment between quality evaluation criteria and method design.
Explanations can be local (specific to a single instance), cohort-based (ap-
plicable to a subgroup), or global (describing the entire model) [SF19, 2]. If
multiple new instances receive reasonable explanations following the same
logic, cohort or even global representativeness may be inferred.

Two additional perspectives for evaluating XAI methods are scalability and gener-
ality. Scalability assesses how well the XAI method handles large input datasets
and numerous weighted connections, ensuring it can maintain efficiency and ac-
curacy as data complexity grows [BP20, 4]. Generality measures whether the se-
lected XAI method can explain the entire underlying opaque model, or if there are
limitations or necessary additions to fully capture the model’s behavior [BP20, 4].
These metrics contribute to ensuring that XAI methods remain robust and ap-
plicable across different contexts and model complexities. Complementing the
introduced explainability evaluation criteria, the following list provides an ad-
ditional overview, as presented in [AS23, 7]. In addition, we align these criteria
with three interpretability characteristics, namely clarity, parsimony [MA21b], and
broadness [Z]21b]. These perspectives highlight comprehensibility in more detail
and provide a possible foundation for quantifiable criteria that lead to humanly
interpretable explanations:



* Quality is essential, meaning explanations must be accurate and backed
by evidence.!* To specify this criteria, the previously introduced consid-
erations provide relevant considerations. In [MAZ21b], the authors high-
light explanation fidelity in particular. Accordingly, explanations need to be
complete and sound, meaning they cover and explain the entire underlying
model and are correct and truthful within the context of their specific ap-
plication domain [MA21b, 3]. In cases when the explainer itself is another
model (model-based), "[...] explanations provide sufficient information to
compute the output for a given input, and thus always satisfy the com-
pleteness property" [MA21b, 6]. Ante-hoc methods always comply with the
soundness property, while for post-hoc model-based explanations, sound-
ness must be explicitly measured [MA21b, 6].

* Quantity of information should be balanced, providing enough information
without overwhelming the recipient. This may include clarity, which means
that the explanation is unambiguous and transfers a single meaning "[...]
that is similar for similar instances" [MA21b, 3].

* Relation ensures that only pertinent details are included. This criteria aligns
with the parsimony of an explanation, that evaluates how well it is presented
and its level of complexity [MA21b, 3]. In terms of the human target au-
dience, comprehensibility is key, with less complex explanations generally
being more desirable to ensure better understanding.

* Manner focuses on how the explanation is delivered, emphasizing concise-
ness, structure, and avoiding ambiguity. These requirements equally pro-
vide valuable criteria regarding the parsimony of an explanation [MA21b, 3].

* Context-oriented design is crucial, as explanations should be tailored to dif-
ferent audiences, such as developers, regulators, and end-users, while pos-
sibly deriving elements for implementation from relevant domain knowl-
edge. This information aligns with the broadness of an explanation, that
refers to the range of potential application contexts in which it can be effec-
tively used [Z]21b, 3].

In summary, challenges remain, particularly in how to implement generalized
requirements for a good explanation. The broadness of possible application do-
mains makes generalizing explanations a difficult and time-consuming task, as
each explanation needs to be tailored to its specific field. Simultaneously, this mo-
tivates methods for reliable explanation assessment to validate quality criteria in
addition to resulting design guidelines. Further, adopting uniform terminology
to reduce ambiguous definitions is a reasonable goal, and the previous sections
aim to consolidate existing terminology. The next step involves the concrete in-

4This includes addressing Al lifecycle evolutions and existing interdependencies of the XAI
method with the underlying data and model.



tegration of Al systems and their explanations into real world applications, with
the actual benefits needing to be verified [MA21b, 3]. While XAI methods can be
applied for a multitude of risk mitigating scenarios beyond user comprehensibil-
ity of Al outputs [Leb23] [DA21] [DS21], related risks [HA23] [SS24] emerge.

After emphasizing the complexities of design decision-making surrounding DL
and explaining Al output, the following section summarizes Al pitfalls along
the Al lifecycle development stage. These design-related intricacies comprise a
common source for methodological errors. Their mitigation is supported through
the application of best practices, or standardized procedures, and a high degree
of Al literacy is required to implement RAL

2.3. Al Pitfalls & Best Practices

Despite their promising performance, DNNs raise concerns among practition-
ers [HS20, 3], and may cause harm [DS21, 1]. As a consequence of the previously
introduced intricacies surrounding relevant design considerations for DNN:s, life-
cycle design of Al systems comes with inherent risks and challenges. They arise
from the technology’s inherent dynamics and a continuously evolving real world,
requiring a high level of Al literacy to navigate lifecycle effectively. This is equally
recorded in the EU Al Act in Article 4 [Fut24].

In summary, intricate and interdependent design decisions span the entire Al life-
cycle and, focusing on the development stage, this section introduces Al Pitfalls,
i.e. methodological and conceptual errors that result in faulty system behavior, if
not addressed. We start with a high-level perspective on the entire Al lifecycle in
section 2.3.1. Next, model-related data design decisions are introduced in section
2.3.2. Sections 2.3.3 and 2.3.4 focus on model evaluation and explanation, respec-
tively. Addressing these risk sources is crucial for RAI implementations, if not
considered, they negatively impact the intelligent system’s quality. Section 2.3.5
introduces relevant concepts surrounding reliable lifecycle design, including best
practices, design pattern and standards. Overall, we emphasize the importance
of adopting (generalizable) guidelines for Al lifecycle design, highlighting data,
rigorous validation and explainability.

2.3.1. Al Lifecycle Design

The Al lifecycle comprises all necessary process steps from idea and system de-
sign until its decommissioning in the real world. The concrete implementation
of underlying design decisions depends on individual use cases, as previously



introduced for model development. We discuss the Al lifecycle in more detail
in sections 3.1.3.1 and 4.2, where we propose a generic design. A combination
of high-level process steps is generalizable across use cases. Broadly, lifecycle
stages are composed of design decisions covering the data, model development,
deployment, maintenance, and decommissioning. The Al lifecycle plays a cru-
cial role in compliance assessment, which examines Al lifecycle process imple-
mentations [RA23]. However, not all stages and process steps are equally well
researched, highlighting "[...] data collection, feasibility study, documentation,
model monitoring, and model risk assessment" [HM21, 1]. Also, some lifecy-
cle requirements, such as RM and documentation, cover the entire lifecycle with
varying degrees of depth and expertise for different stages. As discussed in pre-
vious sections, design decisions related to DNNs are highly complex and require
in-depth technical expertise. This complexity gives rise to potential Al pitfalls
that must be effectively mitigated and evaluated.

Among the common reasons for Al system failures, the design of the Al lifecycle
plays a central role. Failures often stem from errors of omission and commission
in system design, as well as from an inadequate interpretation of input data. Ad-
ditionally, even when the Al system itself is well-designed, performance issues
may arise if the underlying hardware lacks the robustness to function reliably
across different environments. [BC20, 1] Further, in [SD24], the authors analyze
the origins of Al system failures, focusing on omission and commission errors in
inputs, processing logic, and outputs. They identify 28 factors to trace Al failures
and guide corrective actions. The "[...] frequency and severity of Al errors [...]
in randomized controlled trials [...]" [KA24, 1] is assessed in [KA24] and the on-
going review examines Al medical devices as clinical interventions and analyzes
performance errors, including subgroup-level outcomes. Further, in [RM21b], the
authors evaluate different models for diagnosing and predicting COVID-19 from
chest X-rays and CT scans, analyzing studies published between January and Oc-
tober 2020 to assess their potential clinical utility. Alarmingly, they find "[...] that
none of the models identified are of potential clinical use due to methodologi-
cal flaws and/or underlying biases" [RM21b, 1]. Bias is an important topic, and
in [Gic23], the authors review Al bias pitfalls and mitigation strategies in health-
care. They highlight bias as a continuum influenced by both human and machine
factors and frame these pitfalls within the Al lifecycle.

Motivated by this diversity of possible Al pitfalls and their multi-faceted nature,
we argue for organizing the Al lifecycle in a way that transparently represents
all underlying processes in one place and in an iterative manner to serve as a
practical tool for stakeholders to globally enhance Al quality. A reasonable step
to support this endeavor is the establishment of a "theory of Al errors" [Bar24, 1]
in relation to lifecycle design, which would support RM, equally highlighting the
cognitive foundations of Al systems and their inherent limitations in adjusting to
social and human contexts [Bar24, 1].



2.3.2. Data-related Challenges

Data forms the backbone of any Al system, serving as its primary connection
to the real world. Therefore, ensuring data quality, representativeness, and in-
tegrity is essential when developing intelligent systems. However, aligning Al
design with complex real world scenarios is a challenging task. These scenar-
ios are shaped by diverse influences, including societal, governmental, and hu-
man factors, alongside the technical constraints of real world environments. For
instance, the integration with existing software, infrastructures, and considera-
tion of hardware limitations comprise valuable information for design decision-
making. In section 5.1, we further outline data challenges related to medical data
in particular. Generally, for data to be of high quality it must not only meet tech-
nical standards but also provide a comprehensive and accurate representation of
the intended environment in all its dimensions.

Quality There is a "[...] a clear lack of research on potential data quality issues
(e.g., ambiguous, extraneous values). These kinds of issues are latent in nature
and thus often not obvious" [FH22, 1]. The authors introduce data smells as "[...]
a counterpart to code smells in software engineering" [FH22, 1], and propose to
organize data quality issues into context-dependent and independent. The latter
is further divided into obvious problems such as missing values and duplicates,
or latent challenges, including ambiguous values and intermingled data types
[FH22, 3].

Deep Learning Further challenges arise during data preparation for DL, that
directly impacts the model. For instance, data leakage should be avoided and
batch effects respected. A batch effect arises when data from different sources are
combined, and the class distribution samples vary significantly between those
sources. For example, if malignant tumors are imaged with one MRI machine and
benign tumors with another, a model might learn to distinguish tumors based on
machine-specific differences rather than actual tumor characteristics. [MF22, 5].
Data leakage occurs when the assumption that the training data is independent
of the evaluation data is violated [MF22, 3]. These examples result in models that
inaccurately reflect the real world. Therefore, the method how to split the data
into training, validation and test data, as well as when to perform preprocessing
needs to be accurate [MF22, 8].

Bias Another important topic in the context of data is the multi-faceted concept
of bias [ISO21a] [SR22]. For instance, imbalances in training data may result in
biased predictions, affecting fairness and reliability if undetected. Or, in case of
supervised learning, the annotator’s biases may be reflected in their data labeling.
Also, data from one institution may be biased. [Gic23, 2] We outline complexities
surrounding bias and fairness in [EM25b].



Domain Domain-specific, or context-dependent pitfalls emerge, when real world
information is inadequately translated for the model, or when there is a mismatch
between the information provided by the data and the current reality. In [KC19],
the authors present a thorough overview of key challenges regarding the adap-
tation of Al systems in healthcare, categorized as either ML-, implementation-
specific, or regarding difficulties with the adoption or sociocultural barriers. For
instance, Al models can inherit biases from historical medical records, leading to
disparities in outcomes that should be interpreted in alignment with the use case
at hand.

Finally, mitigation strategies comprise the application and study of high-quality
guidelines such as best practices or standards. For instance, in [RH22], the au-
thors provide guidance for designing the data engineering lifecycle. With re-
spect to the comprehensive Al lifecycle and its evolutions, as well as the dynamic
real world, implementing rigorous data quality checks and bias detection mech-
anisms is necessary. Also, ensuring diverse and representative datasets paves the
way for RAL

2.3.3. Evaluation & Metric Selection

Evaluating Al systems is not trivial, as the choice of performance metrics heav-
ily depends on the structural setting, data distribution and domain knowledge.
In chapter 7, we consider the risk unreliable performance evaluation metrics in more
detail and outline a reliable design decision-making process for ECG multi-label
classification. Overall, (medical) AI must adhere to regulatory and ethical stan-
dards that provide the foundation for defining what to measure beyond perfor-
mance. This includes criteria such as fairness, robustness, or trustworthiness, and
metrics provide one possible evaluation approach. Possibly, evaluation happens
in combination with related design decisions, such as the data splitting strategy
in case of cross-validation to assess model generalizability [SQ21].

Suitability Model evaluation in general can be hindered by using incorrect met-
rics for the use case at hand, resulting in misleading conclusions. Without ad-
ditional validation, models risk learning inaccurate patterns, such as overfitting
to training data, causing failures in their ability to generalize [RM22], which im-
pacts their real world behavior. As a result, simply achieving a high accuracy
with any model, although desirable, is not sufficient for performance assess-
ment. In addition to implementing a metrics compilation, for instance, XAl meth-
ods provide means to analyze metrics” behavior in alignment with the model’s
learned features. Even if a model’s training accuracy on tasks such as image
classification is high, it might have learned the wrong features, making it non-
generalizable [LS19].



Clever Hans Phenomenon The phenomenon where a model internalizes incor-
rect features while achieving high accuracy is similar to the Clever Hans phe-
nomenon in psychology [LS19, 2].15 One example involves the PASCAL Visual
Object Classes 2007 dataset!'®, where images of horses also contain a source tag.
By generating a heat map of the explanation,!” it becomes evident that the model
has overfitted to the dataset and actually learned the source tag instead of the
relevant features of a horse to classify the image [LS19, 3]. This example high-
lights the need for a multi-level evaluation strategy that should include testing of
chosen evaluation metrics.

In summary, the complexity surrounding the question how to evaluate Al output
results in the need to establish a comprehensive monitoring strategy that com-
prises a combination of fitting metrics to measure relevant tendencies from dif-
ferent angles under consideration of existing interdependencies. Globally, this
would benefit from an organized approach to identify evaluation related Al pit-
falls. For instance, common methodological pitfalls on metrics selection focus-
ing on gastroenterology are introduced in [HSA22], where the authors analyzed
existing studies. Further, they provide an open-source tool to support accurate
metrics calculation.’® Or, in [TJ21], the authors provide a detailed introduction
to performance evaluation in healthcare settings. They consider "[...] why the
performance measures are not ‘exact™ [T]21, 9], and identify the lack of gold
standards, variability in expert diagnoses, and limited generalizability of data
from single hospitals as key reasons. Considerations to implement the identified
measurement strategy need to be aligned with (groups of) individual use cases,
including relevant domain knowledge.

2.3.4. Explainability & Trust in Al

The application of XAI methods in itself can be described as a best practice for
model development in general to avoid undesired outcomes in model behav-
ior, such as the Clever Hans Phenomenon. Another example comprises on-going
research on e.g. model scheming in the context of GenAl [MA25]. This concept
refers to the hypothesis that Al agents may covertly pursue misaligned goals
while hiding their true capabilities and objectives [MA25, 1], potentially resulting
in undesirable model behavior. Therefore, as previously introduced, XAI meth-
ods provide valuable tools to shed light on the model’s inner workings, which

>The Clever Hans Phenomenon was discovered in the early 20th century when a horse named
Hans appeared to solve simple arithmetic by pointing to the correct answer. It was later re-
vealed that the horse did not understand the calculations but had learned to interpret tiny
movements in the interviewer’s face, which influenced its behavior [SG13, 1].

1http://host.robots.ox.ac.uk/pascal/V0C/

7Creating a heat map allows data scientists to understand which features, in this case, which
pixels, the model relied on most to make its prediction.

Bnttps://github.com/simula/medimetrics


http://host.robots.ox.ac.uk/pascal/VOC/
https://github.com/simula/medimetrics

is important for human-model interactions along the Al lifecycle and to foster
trust in general. However, the correct application of XAI methods is not triv-
ial [HA23] [HS20].

Adaptability In addition to XAI methods” inherent complexities, they are im-
pacted by the surrounding dynamics of the intelligent algorithm’s intended envi-
ronment. The real world evolves over time, involving new data or data drift: "The
more dynamic an algorithm’s context is, the more challenging XAI will be. These
dynamics result in today’s explanation becoming obsolete tomorrow" [dH22, 4],
and the potential need for different explanations over time can result in confu-
sion and a lack of public trust. Further, model explanations do not guarantee
that the system operates based on the stated causality, as the true relationship
between inputs and outputs may differ, especially, in the context of local expla-
nations. [dH22, 4]

Privacy Other XAI method-related risks emerge based on the fact that explana-
tions can inadvertently disclose information about both the model and the data,
resulting in privacy concerns. As a result, conducting a thorough analysis of
possible information leakage and exploring ways to mitigate associated threats is
critical. Another concern is explanation misuse, which refers to the risk that an
outsider, by analyzing multiple explanations, could extract extensive knowledge
about the underlying model. This issue is particularly relevant when the model is
subject to confidentiality agreements or proprietary constraints. Addressing and
examining these risks in greater detail is crucial to ensuring that explanations do
not compromise the security or integrity of the model. [SF19, 6]

In summary, not all explanations are useful and some may be misleading or lack
relevance to end users or other stakeholders. To ensure effective explainability,
Al systems should continuously monitor explanation quality for relevance and
reliability. It is important, that explanations reflect the model’s true decision-
making process. Also, the interface between the intelligent system and its end-
users requires special attention, highlighting user-centered design. An unfitting
presentation of explanations may result in poor human-Al interaction. In chapter
6, we address the question how to design a risk-mitigated explanation lifecycle
stage that is intended to be generalizable and result in quality by design.

2.3.5. Key Concepts for Reliable AI Design

Quality by design is a well-established principle in traditional software engineer-
ing, providing structured approaches to system reliability and robustness. This
section introduces related key terminology. First, we explore the essence of design
decisions, next, we define best practices and design pattern in the context of RAIL
Finally, we broach the role of standards, which are introduced in section 3.3.1.2.



Design Decision A design decision involves choosing among multiple alterna-
tives to determine how a system will meet its objectives. These decisions range
from high-level architectural choices to low-level implementation details, signifi-
cantly impacting performance, maintainability, and scalability. Thus, "[...] profes-
sional practice is a process of problem solving. Problems of choice or decision are
solved through the selection, from available means, of the one best suited to es-
tablish ends" [SD86, 1]. In case of RAI, the "ends" comprise the intelligent system,
which is rooted in lifecycle design and requires a dynamic approach. "Means"
in this case are all existing realizations for design decisions, which comprise the
in, the previous sections introduced, methods for model development. And "best
suited" depends on a variety of considerations, including domain knowledge,
technical skills, or subjective reasons. Overall, design decision-making is a non-
trivial task, but critical to ensuring the desired and required quality. Further,
in [MMH22], the authors introduce the notion design decision competence. While
they focus on criteria for (end-)user integration in participatory design, the gen-
eral hypothesis that design participants require competencies to qualify as "de-
sign decision-maker" is equally reasonable in case of RAI lifecycle design. In ad-
dition to Al literacy, identified competencies could include the ability to quickly
adapt to evolving technological advancements, and competencies in working
with multidisciplinary and diverse teams, for instance.

Best Practice Best Practices are general guidelines or proven methodologies that
optimize software development processes.!” For example, they include coding
standards, security measures, and performance optimization techniques. In the
context of RAI, best practices have a variety of different targets. For instance,
in [RA24], the authors combine 46 best practices into an assessment framework
for AI benchmarks. Other design principles address data engineering [RH22],
Al user experience (UX) design for GenAl to foster a safe usage [W]24], or focus
on a particular use case scenario, as in [PA22a] for medical Al. Also, many best
practices are found in form of e.g. blog articles or other publications [MH21]. Fi-
nally, compliance-invested institutions, such as the German Notified Bodies Al-
liance (IG-NB) equally publish guidelines for medical Al system design [RA23].
In [MH23], the authors conduct an analysis of how comprehensive best prac-
tices cover Al lifecycle design. The "[...] highest number of identified practices
were model training and data cleaning” [MH23, 4], while "[...] model deploy-
ment, model monitoring, and data labeling are the ones with the lowest number
of identified practices" [MH23, 4]. Overall, the need for applicable and accessible
design guidelines is omnipresent, and best practices provide broad, experience-
based recommendations for software quality and efficiency.

Design Pattern A Design Pattern is a general, reusable solution to a commonly
occurring problem in software design: "In engineering disciplines, design pat-
terns capture best practices and solutions to commonly occurring problems. They

In a broader sense, best practices not only exist in the development context. For instance, in
[BJ23], the authors introduce Best Practices for Using AI When Writing Scientific Manuscripts.



codify the knowledge and experience of experts into advice that all practition-
ers can follow" [LV20, 26]. Each pattern outlines a common problem, explores
various potential solutions, discusses their trade-offs, and provides recommen-
dations for selecting the best approach [LV20, 28]. In contrast, best practices are
less organized, providing broad guidelines and less specified solutions. Design
pattern serve as a structured approach to solving design challenges, improving
maintainability, scalability, and overall quality. They are realized as templates
that can be adapted to various situations. Thus, they offer valuable guidance
to developers, potentially imparting essential design knowledge while also en-
suring the quality of the final outcome. A comprehensive perspective on design
pattern for ML is provided in [LV20], where the authors consolidate practical
insights into the reasoning behind the tips and techniques used by experienced
ML practitioners in real world applications [LV20, 16]. While introduced in 2020,
the book continues to provide a valuable starting point. Focusing on how to de-
sign system stability, in [Yok19], the authors propose a new architectural pattern,
aiming to enable easier failure analysis. Further, in [WH22], the authors propose
software-engineering design patterns for ML applications. They focus on "[...]
any patterns that include design structure directly or address design concerns
of ML software systems indirectly" [WH22, 31]. In 2019, based on their search
query, they "[...] identified 19 scholarly documents [...]" [WH22, 31]. This number
highlights the fields novelty. More recent contributions, from 2024 emphasize the
fields traction. For instance, in [RN24], the authors review existing design chal-
lenges, best practices, and key software architecture decisions in ML systems.
Through a systematic literature review of 41 studies and 12 expert interviews
across nine countries, the authors identify 35 challenges, 42 best practices, and
27 design decisions, highlighting their interconnections. Or, in [Ind24] the au-
thor focuses on the question how to "[...] integrate ML functionality into complex
systems as architectural components” [Ind24, 1].

Standard Lastly, a Standard is a formally established set of guidelines that en-
sure consistency, quality, and interoperability across systems. Standards provide
structured frameworks for best practices, ensuring compliance and reliability in
software development. They explicitly address the interface between implemen-
tation and regulation, and their role in the context of RAI is introduced in more
detail in section 3.3.1.2.

Focusing on model development, this chapter provides an overview of the rapid
evolution and prevailing intricacies surrounding Al lifecycle design, highlight-
ing DL. In light of the vast body of existing, possibly incomplete/incompletely
documented design knowledge, we argue that a globally applicable and dynamic
lifecycle planning blueprint is needed to consolidate design at the interface of im-
plementation and regulation to support the on-boarding of RAI in the real world.
The following chapters introduce MQG4AI, aiming to facilitate Al lifecycle de-
sign and assessment through structured IM. The next section 3.1 first defines RAI
in more detail, which is ethical, lawful, and accountable [DRN23].



Part II.

METHODOLOGY BASED ON
QUALITY GATES TOWARDS
CERTIFIABLE Al IN MEDICINE
(MQG4ALI)



Context, Method, and Objective

After introducing the complexities surrounding model development, this chapter
outlines our proposed methodology and its real world context in more detail. The
next chapter 4 introduces MQG4AI’s basic structure, and proposed conceptual
building blocks to construct the Al lifecycle, and chapter 5 outlines two medical
use cases in more detail, that form the foundation for the evaluation in part III.

We first define Responsible Al (RAI), which is lawful, ethical, and accountable
[DRN23] in section 3.1. Next, we highlight the central role of Risk Management
(RM), as a core component of Al Quality Management (QM), according to Article
17 of the AI Act [Fut24] in section 3.2. Section 3.3 introduces the lifecycle blueprint
structure, which is illustrated on GitHub!, before outlining vision and limitations
in section 3.4.

3.1. Towards Implementing Responsible Al

Diaz-Rodriguez et al. present a holistic vision of RAI, integrating key concepts
"[...] from ethical principles and Al ethics, to legislation and technical require-
ments" [DRN23, 2]. They "connect the dots", envisioning Al, whose decisions are
"[...] accountable, legally compliant, and ethical" [DRN23, 18]. We agree with the
authors that "[...] in order to realize trustworthy Al that is compliant with the
law, we advocate for the development of RAI systems, i.e., systems that not only
ensure responsible implementation meeting the requirements for trustworthy Al
but also adhere to Al regulation" [DRN23, 19], aiming "[...] to attain [the] expected
impact on the socioeconomic environment in which [the intelligent system] is ap-
plied" [DRN23, 8].

This section introduces our vision — towards implementing RAI (RAI) for Deep
Neural Networks (DNN) in high-risk contexts. RAI systems, promote "[...] au-
ditability and accountability during [their] design, development and use, accord-
ing to specifications and the applicable regulation of the domain of practice in

"https://github.com/miriamelia/MQG4AI/blob/main/README.md
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which the Al system is to be used" [DRN23, 18]. Therefore, we emphasize the
role of the required Al Quality Management System (QMS) in Article 17 of the
Al Act [Fut24], which "[...] is the foundational building block to ensure ongo-
ing quality and compliance [...]" [AM24a, 2]. AI QMS realize the implementa-
tion of RAI along the Al lifecycle. Our focus lies on the developer, or provider-
perspective at the interface with regulation, since it is their responsibility to prove
the required quality of the intelligent system during compliance assessment.

The next section 3.2 highlights the central role of RM as part of Al QM. The
interface of ethics, law, and implementation motivates our approach to design
MQG4AI - a blueprint for comprehensive and continuous lifecycle planning
through Information Management (IM), as introduced in section 3.3.

3.1.1. Lawful: Relevant Regulation

Al is a disruptive technology that is capable to change the world as we know
it and, as of now, we have not yet exploited its full capacity for the multitude
of possible application scenarios. Consequently, evaluating Al’s global impact is
not a trivial question, and we will need more time to fully grasp the technology’s
ramifications. Aiming to direct Al's effects into a desirable direction, Regulation
exists. It is broadly defined as "an official rule or the act of controlling something"
in the Cambridge Dictionary?, and compliance with "applicable laws and regu-
lations" [DRN23, 8] is crucial for RAI This section introduces the complexity of
relevant regulation for Al in medicine, focusing on the European regulation on
Al i.e. the EU Al Act, and briefly discusses the possible trade-off between regula-
tion and innovation. The next section outlines the Al Act’s ethical foundation.

Our main focus lies on the Al Act, which came into force on August 1st 2024.
Other relevant regulation when implementing intelligent systems comprises hor-
izontal regulation, such as the General Data Protection Regulation (GDPR), as
well as vertical, or sector-specific regulation that may apply. This includes the
Medical Device Regulation (MDR) (or the In Vitro Diagnostic Medical Device
Regulation (IVDR)) for medical devices that incorporate Al

GDPR The GDPR focuses on privacy and security through the establishment of
rules regulating the processing and transfer of personal data of individuals within
the EU.3 Intelligent systems can not exist without data, and their quality is highly
impacted by the underlying data it is trained on, therefore, the GDPR is a relevant
regulation to consider during Al projects. This includes the alignment of complex

https://dictionary.cambridge.org/de/worterbuch/englisch/regulation
Shttps://www.consilium.europa.eu/en/policies/data-protection/
data-protection-regulation/
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concepts that apply in both regulations, e.g. for automated decision-making, as an-
alyzed in more detail in [Pal24], which may pose risks to the required Human
Oversight, as defined in Article 14 [Fut24] or regarding the right to an explanation,
as detailed in [MA24], which is outlined in Article 86 Right to Explanation of Indi-
vidual Decision-Making of the Al Act [Fut24].

MDR/IVDR Currently, medical products are regulated according to the
MDR/IVDR. A detailed legal analysis of both regulations and the AI Act (version
draft April 2021) is presented in [WC22], outlining interoperability, as well as po-
tential conflicts that are centered around "duplicative requirements” [WC22, 41],
which need to be analyzed towards a "[...] harmonization of Al related stan-
dards under the MDR and IVDR [...]" [WC22, 41], which, before the Al Act came
into force "[...] have been regulating the emerging Al systems in healthcare for
years already [...]" [WC22, 13]. Overall, it is the European Commission’s in-
tention to avoid a "[...] double regulatory burden" [WC22, 2] between the hor-
izontal and vertical regulation. Among others, identified, potentially critical ar-
eas cover inconsistent definitions for key terminology, the classification into risk
classes and high-risk requirements, QMS procedures, notified bodies and confor-
mity assessment, post-market surveillance, as well as how to address cybersecu-
rity [WC22].

The EU AI Act The novel European regulation on Al envisages to implement a
trustworthy integration of Al in society through regulatory requirements regard-
ing the impact of Al in the real world. It establishes four risk levels based on
the intended use and impact of intelligent systems on "health, safety, and funda-
mental rights" [Fut24] for quality assessment and control. Therefore, some intel-
ligent systems are of unacceptable risk, such as "manipulative or deceptive tech-
niques" [Fut24], and consequently prohibited in the EU. They are listed in Article
5 and centered around protecting an individual’s fundamental rights. Medical
intelligent systems are high-risk systems, as defined in Chapter III, Articles 6, 7,
57, and Annex I of the Al Act [Fut24], which is our focus. For such systems,
specific regulatory requirements must be assessed in collaboration with an inde-
pendent notified body, involving human stakeholders throughout the Al lifecy-
cle, i.e. all processes and design decisions from the system’s conceptualization to
application in the real world, until its decommissioning. Providers must imple-
ment compliant systems through a comprehensive AI QMS, as outlined in Article
17, which is required to include a Risk Management System (RMS), as specified
in Article 9 [Fut24]. Further, in Recital 1, the main objective to ensure a human-
centric and trustworthy application of Al, which is based on the protection of
fundamental rights in general, is highlighted. Protection for the environment, as
well as Al’s capability to positively impact current global challenges are summa-
rized in Recital 68. [Fut24]

Regulatory Complexity & Innovation While these regulations are designed
to protect fundamental rights, they may disproportionately impact economic



growth by increasing time-to-market and operational costs. Implementing all
regulatory requirements is already challenging for medical device manufacturers
without considering the Al Act. With respect to the MDR, "[...] the key challenges
[...] include additional workload for technical documentation, higher resource
expenditure and cost increase, lack of clarity regarding regulatory requirements,
and delays caused by a lack of availability of notified bodies" [AM24a, 4]. Align-
ing the Al Act with the MDR/IVDR has "[...] the potential to create a lot of addi-
tional work for manufacturers and health institutions [...]" [WC22, 13]. As a result
of this complexity, difficulties regarding the implementation of regulation might
negatively impact innovation, if not addressed. Especially for start-ups, regula-
tory requirements can be overwhelming due to limited resources, expertise, and
funding. Further, notified bodies need to be equipped to assess Al quality, which
requires comprehensive Al literacy for a successful integration of RAI in the real
world [AM24a, 4]. The authors of [AM24a] discuss further existing challenges
regarding compliant Al in medical products. From an official perspective, the EU
AT Office?, as the "[...] centre of Al expertise across the EU" is tasked with imple-
menting the AI Act, "[...] fostering the development and use of trustworthy Al,
and international cooperation”, and it remains to be seen how this will unfold in
the upcoming years.

Following an overview of the legal landscape surrounding (medical) Al, the next
section explores the ethical foundation of the Al Act, an essential pillar of RAI
systems designed to foster the implementation of Trustworthy AI (TAI), and "[...]
Al systems should also adhere to ethical principles and values" [DRN23, 8].

3.1.2. Ethical: AI Trustworthiness

In Recital 14a, the EU AI Act states: "While the risk-based approach is the basis for
a proportionate and effective set of binding rules, it is important to recall the 2019
Ethics Guidelines for Trustworthy AI", and emphasize that they "[...] should be
translated, when possible, in the design and use of Al models", and incorporated
in "the development of voluntary best practices and standards" [Fut24]. All Al
within the EU therefore should strive to be a promoter of European ethics.

The AI Act’s Ethical Foundation "Ethics Guidelines for Trustworthy AI", was
introduced by a High-Level Expert Group established by the European Commis-
sion (HLEG) [Eur19], and is introduced in more detail in sections 3.2.2.2 and 3.3.5.
As depicted in Figure 3.1, the proposed realization of TAI translates ethical princi-
ples that mirror fundamental rights into criteria and methods for trustworthiness
assessment that need to be tailored to specific use cases for implementation.

Seven Key Requirements comprise Human agency and oversight, Technical ro-

“https://digital-strategy.ec.europa.eu/en/policies/ai-office
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Figure 3.1.: Ethical principles for trustworthy Al (TAI) and its realization, exactly
as depicted in [Eur19, 8]. In contrast to TAI, RAI focuses on "[...] pro-
viding responsibility over Al products [...]" [DRN23, 18] for a practical
implementation of TAI, which simultaneously adheres to regulation.

bustness and safety, Privacy and data governance, Transparency, Diversity, non-
discrimination and fairness, Societal and environmental well-being, and Accountabil-
ity that are intended to be addressed along the Al lifecycle through technical
and non-technical methods. We outline the "Assessment List for Trustworthy
AI" [Hig20], which provides a first step towards a more practical implementation
of TAI in more detail in section 3.3.5, so that they can be tailored to individual use
cases via Al risks, as introduced in section 3.2.2.2.

Trade-offs In general, it is to be emphasized that TAI criteria are interrelated
and characterized by trade-offs, which need to be identified, and evaluated in
alignment with individual use cases. For instance, regarding complex models,
implementing explainability (transparency) may decrease accuracy (technical ro-
bustness and safety), and a use case-specific evaluation of that trade-off, which
results in different risks, is required. In [van21] for instance, the authors consulted
the general public for an opinion, which we find an interesting approach. They
found that "[iJn healthcare scenarios, jurors favored accuracy over explainability,
whereas in non-healthcare contexts they either valued explainability equally to,
or more than, accuracy" [van21, 1]. However, even though the study provided ju-



rors with expert sessions on complex topics surrounding Al, the question arises
if the jurors were in fact capable to grasp related risks in their entirety. Overall,
the evaluation of existing trade-offs is highly use case-specific and methods to
address them need to be defined in a responsible manner on an individual level.
On an abstract level, it should be a desirable outcome to establish standardized
procedures for trade-off evaluation that are categorized for groups of use cases,
such as the addition of the general public’s opinion, for instance.

After presenting the Al Act’s legal and ethical setting, the next section delves into
approaches for the concrete implementation of RAI systems. This includes Al
QM throughout the Al lifecycle and highlights the necessity for tools that bridge
the gap between implementation and regulatory compliance.

3.1.3. Accountable: Compliant System Implementation

RAI systems need to ensure "[...] auditability and accountability during [their] de-
sign, development and use, according to specifications and the applicable regula-
tion of the domain of practice in which the Al system is to be used" [DRN23, 18],
so that ethical and legal Al enters the market. In addition to other methods, such
as the establishment of regulatory sandboxes [Rus25] to test intelligent systems
and their updates pre-market release from an official perspective [DRN23, 21], Al
QMS [Fut24] support the implementation of legal and ethical Al They offer a tool
for provider to take responsibility for the intelligent system’s behavior through
closely monitoring all processes and design decisions that construct the individ-
ual Al lifecycle, addressing the interface with regulation.

This section first introduces the Al lifecycle, encompassing all processes and de-
sign decisions that constitute the intelligent system. It then highlights the Al
standardization landscape, before providing a more detailed exploration of Al
QM, emphasizing the need for flexible, customizable, and comprehensive tools
that reflect the stages and complexities of the Al lifecycle.

3.1.3.1. The AI Lifecycle

ISO/IEC 5338:2023 Information technology — Artificial intelligence — Al system life
cycle processes defines relevant procedures for Al lifecycle process management
that are adapted from ISO/IEC/IEEE 15288 on system lifecycle processes and
extended for Al-specific requirements, which are highlighted throughout the re-
port [ISO23c]. In chapter 4, we analyze generic high-level lifecycle processes in
more detail. Beyond the provider-perspective, the Al lifecycle bridges the gap to
compliance assessment. For instance, the IG-NB, the German association of noti-
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Figure 3.2.: The flow of Al-specific processes [ISO23c, 36].

tied bodies, base their guidelines on "[...] the idea that the safety of Al-based med-
ical devices can only be achieved through a process-oriented approach, whereby
all relevant processes and phases of the lifecycle must be considered" [RA23, 1].

Al Lifecycle Processes According to ISO 5338, basic Al lifecycle flow processes
are defined as depicted in Figure 3.2: from data and use case comprehension over
training, evaluating, and validating the model until maintenance and market-
surveillance (or decommissioning). In response to Al's evolutionary character,
the lifecycle processes are executed in an iterative manner. In addition, Fig-
ure 3.3 depicts the Al lifecycle flow integrated with related Al system lifecycle
stages that start from inception, addressing contextual information before model
design, and highlighting verification and validation procedures. These Al sys-
tem lifecycle stages are aligned with ISO/IEC 22989:2022 on Artificial intelligence
concepts and terminology [I1SO22a, 36] and include relevant technical processes for
each stage. The training phase corresponds to design and development, executing
the implementation. During evaluation, verification and validation happens, and
the utilization phase corresponds to deployment, where the transition into the real
world happens, and operating and monitoring is conducted. The Al results are
continuously validated. This cycle is interrupted either by e.g. updates such as
new data, or quality divergence such as model drift that trigger a re-evaluation,
or the system’s retirement. In addition, this lifecycle functions as foundation
for ISO/IEC 42001:2023 Information technology — Artificial intelligence — Manage-
ment system [ISO23b]. Overall, the Al lifecycle comprises the most generalizable
level across all types of Al It is not trivial to implement and assess for all possi-
ble use cases, thanks to the technology’s underlying dynamics, such as its non-
deterministic and evolutionary character, as well as its opacity. The resulting
system behavior in the real world is impacted by concrete design decisions that
build individual lifecycles.
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Figure 3.3.: Al system lifecycle stages including technical processes [ISO23c, 6].

Al Literacy The intricacies of Al lifecycle design necessitate a comprehensive Al
literacy of contributing stakeholders that construct and assess project-specific Al
lifecycles. Fostering Al design knowledge among stakeholders is equally im-
posed by the AI Act in Article 4: "Providers and deployers of Al systems shall
take measures to ensure, to their best extent, a sufficient level of Al literacy of
their staff and other persons dealing with the operation and use of Al systems
[...]" [Fut24].



3.1.3.2. The Role of Standards

Further supporting a high-quality implementation, standards play a crucial role
to prove and evaluate a compliant implementation of lifecycle processes. They
need to be aligned with the EU AI Act to be applicable in Europe, which is not al-
ways the case for existing international standards. European standardization for
the AI Act can leverage international efforts with their standards being adopted
and recognized within the European framework [SG24b, 2]. This section first in-
troduces standardization bodies, highlights the state of European standards on
Al next, before presenting a combination of examples on international and Euro-
pean level.

Standardization Bodies Standards are established at national, European, and in-
ternational levels through designated organizations. Internationally, standards
are developed by the International Organization for Standardization (ISO) and
the International Electrotechnical Commission (IEC). [Nat23, 11] With respect to
the United States (US), for instance, the National Institute of Standards and Tech-
nology (NIST) develops standards and guidelines for organizations. At the Eu-
ropean level, they are created by the European Committee for Standardization
(CEN), European Committee for Electrotechnical Standardization (CENELEC),
and the European Telecommunications Standards Institute (ETSI), collectively
known as the European Standardization Organizations (ESOs) [Nat23, 11]. In ad-
dition, the Institute of Electrical & Electronics Engineers (IEEE) plays a prominent
role in the field of artificial intelligence, with a particular focus on autonomous
and intelligent systems [Nat23, 13]. Close cooperation between CEN and ISO, as
well as CENELEC and IEC, fosters a high level of alignment between European
and international standards. Priority is generally given to international standard-
ization to leverage advantages for global trade and market harmonization. Under
existing agreements between ISO and CEN, and IEC and CENELEC, certain stan-
dards developed at the international level can be adopted as European standards
by CEN and CENELEC. [Nat23, 12]

European Al Standards The Al standardization landscape is in its early stages,
and still under development, with most Al-specific publications being not much
older than 2 - 3 years as of 2024. This leaves the concrete responsible implemen-
tation of individual compliant Al lifecycles an open question for the multitude of
possible use cases. In general, "[t]he development of quality recommendations
and standards [...] has to be a community-driven effort of many diverse stake-
holders" [MH21, 120]. Figure 3.4 provides a summary on key directions for Eu-
ropean Al standards, comprising RM, data quality and governance, record keep-
ing, transparency, human oversight, accuracy, robustness, cybersecurity, QM, and
conformity assessment. Note their similarity with the previously, in section 3.1.2
introduced criteria for TAI [Hig20], while the key areas put more emphasis on
means to implement TAI criteria, which becomes visible for conformity assess-



List of new European Standards and European standardisation deliverables to be drafted

Reference Information

European standard(s) and/or European standardisation deliverable(s) on risk management systems for Al systems

European standard(s) and/or European standardisation deliverable(s) on governance and quality of datasets used
to build Al systems

European standard(s) and/or European standardisation deliverable(s) on record keeping through logging
capabilities by Al systems

European standard(s) and/or European standardisation deliverable(s) on transparency and information provisions
for users of Al systems

European standard(s) and/or European standardisation deliverable(s) on human oversight of Al systems

European standard(s) and/or European standardisation deliverable(s) on accuracy specifications for Al systems

Q) N oL

)
European standard(s) and/or European standardisation deliverable(s) on robustness specifications for Al systems
European standard(s) and/or European standardisation deliverable(s) on cybersecurity specifications for Al
systems

European standard(s) and/or European standardisation deliverable(s) on quality management systems for
providers of Al systems, including post-market monitoring processes

10.

European standard(s) and/or European standardisation deliverable(s) on conformity assessment for Al systems

Figure 3.4.: Relevant topics for European Al standards [Nat23, 26].

ment and QM. These areas comprise the TAI criteria fairness and societal well-
being in an indirect manner through the assessment of criteria that need to be
fulfilled by the intelligent system to achieve its intended purpose.

The European Commission published a document, where they introduce require-
ments for European standards, including how ISO standards that already exist
within these 10 domains, are related to requirements of the AI Act, which will be
applicable starting August 2026 [SG24b, 1]:

Risk Management: Risk objectives and definitions need to be aligned to focus
on product safety and not on risk to the organization, which is commonly
followed by ISO/IEC. This is the case with RM for medical devices [ISO19],
as will be outlined in section 3.2. Further, RM needs to focus on Al, and
Article 9 in the AI Act defines related requirements, highlighting a contin-
uous character and integrated testing procedures. Overall, standards do
not need to prescribe specific risk treatment measures for every Al system,
they must establish clear, explicit requirements concerning the processes
and outcomes expected. Additionally, they should define key criteria and
priorities that Al system providers must follow, particularly when evaluat-
ing and testing risk mitigation measures. [SG24b, 4]

Data Governance and Quality: Article 10 in the AI Act outlines important
aspects, which are not considered by ISO/IEC. Future European standard-
ization needs to focus on identified risks, data quality metrics selection, and
data governance along the Al lifecycle, among other criteria. [SG24b, 4]

Record Keeping: Article 12 in the AI Act summarizes relevant requirements,
and standards need to address logging, including "[...] clear requirements
on how to establish a log-ging plan for Al systems" [SG24b, 5]. There are no



ISO/IEC standards mentioned. [SG24b, 4]

 Transparency: In Article 13, the Al Act lists required criteria, and related
standards are expected to focus on information. Existing international stan-
dardization efforts could provide a robust foundation, particularly if the
forthcoming ISO/IEC Al transparency taxonomy adequately addresses all
transparency elements required by the AI Act, including those related to Al
risks to individuals and society. [SG24b, 5] For instance, the in 2024 pub-
lished IEEE Guide for an Architectural Framework for Explainable Artificial In-
telligence [Art24] provides a comprehensive summary on relevant XAl con-
cepts that can contribute to overall system transparency.

* Human Oversight: In Article 14, the Al Act defines related criteria, and
standards should address means to support "[...] selecting, implementing
and verifying the effectiveness of human oversight measures" [SG24b, 5].
ISO/IEC standards are not mentioned in particular, but a wide variety of
oversight measures exist that ensure Al systems operate within intended
constraints and allow natural persons to control or override their outputs
when necessary. [SG24b, 5]

* Accuracy: Related standards should align with Article 15 of the AI Act. Stan-
dards should establish processes, methods, and techniques for reliably mea-
suring accuracy and reporting it in accordance with best practices. It may
not be feasible for Al standards to specify accuracy metrics and thresholds
for every high-risk Al system or to detail measurement methods compre-
hensively. Nonetheless, several standards focusing on Al accuracy for spe-
cific system types, such as NLP or computer vision, are currently (as of
2024) being developed and will offer targeted requirements and guidance
for certain applications. [SG24b, 5]

* Robustness: Article 15 of the Al Act provides requirements for robustness
of the technical implementation. Some techniques for ensuring robustness
in specific types of Al systems are beginning to be addressed by ISO/IEC
standardization, providing a foundation for harmonized standards under
the AI Act. However, it may not be feasible for standards to offer a compre-
hensive catalog of robustness techniques or prescribe measurement meth-
ods for every Al system. [SG24b, 6] Refer to item 5 in the list below for an
example standard that is based on ISO.

» Cybersecurity: Article 15 in the Al Act outlines specific related requirements.
Given the software-based nature of Al, some controls from existing stan-
dards, such as those in the ISO/IEC 27000 family, remain applicable, partic-
ularly for securing the IT infrastructure underlying Al systems. However,
Al-specific vulnerabilities, such as data or model poisoning, model evasion,
and confidentiality attacks, introduce new challenges. [SG24b, 6]



* Quality Management: Al QM is introduced in more detail in the next sec-
tion and throughout this thesis, and Article 17 in the Al Act lists relevant
requirements. Overall, existing QM standards for product safety legisla-
tion provide a useful reference, supporting compatibility with established
processes in certain sectors, which we highlight for medicine in the next
section. However, additional measures are necessary to address the unique
characteristics of Al systems, whether integrated into physical products or
delivered as software services. Existing international efforts, such as the
ISO/IEC 42001 AI management system standard, offer relevant technical
and organizational clauses. While not fully alighed with the objectives and
approach of the Al Act, these can be referenced where appropriate in new
QM standards, provided the focus remains on the specific risks and goals
defined in the regulation. [SG24b, 6]

* Conformity assessment: Finally, standards should specify the procedures and
processes required to assess the conformity of high-risk Al systems with
the Al Act before they are placed on the market or put into service. Ex-
isting resources, such as the ISO CASCO toolbox?, provide a foundation
with generic principles and guidance for conformity assessment that can
be leveraged in new standards tailored to the Al Act. New standards for
Al conformity assessment should take a focused and practical approach,
defining how conformity procedures, processes, and frameworks are ap-
plied and adapted for Al systems, particularly high-risk ones, in accordance
with the legal requirements of the AI Act. Alignment between conformity
assessment standards and the diverse requirements for high-risk Al sys-
tems is crucial. For instance, the assessment of the QMS is a key component
of conformity under the AI Act. [SG24b, 6]

Examples In [O]J24], the authors publish a comprehensive overview of Al quality-
related standards with a "[...] particular focus on the software aspects" [0]24, 1],
equally referencing the previously introduced Al lifecycle, concepts, and man-
agement standards [ISO23c] [ISO22a] [ISO23b]. In addition, focusing on the EU,
the National Standards Authority of Ireland (NSAI), i.e. "[...] the Irish member
body of CEN and CENELEC in Europe and ISO and IEC internationally" [Nat23,
11] for instance, published a comprehensive report on Al standards including
their status [Nat23, 23]. The following list provides an excerpt of internation-
ally published standards as of July 2023 (excluding Big Data-related publications)
based on ISO [Nat23, 23], five of which include corresponding European stan-
dards in italics, as of December 2024:

1. ISO/IEC 25059:2023 Software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — Quality model for Al systems
EN ISO/IEC 25059:2024 Software engineering - Systems and software Quality

Shttps://casco.iso.org/toolbox.html
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10.

Requirements and Evaluation (SQuaRE) - Quality model for Al systems

ISO/IEC 38507:2022 Information technology — Governance of IT — Gov-
ernance implications of the use of artificial intelligence by organizations

ISO/IEC TR 24372:2021 Information technology — Artificial intelligence
(AI) — Overview of computational approaches for Al systems

ISO/IEC TR 24368:2022 Information technology — Artificial intelligence —
Overview of ethical and societal concerns

. ISO/IEC TR 24029-1:2021 Artificial Intelligence (AI) — Assessment of

the robustness of neural networks — Part 1: Overview UNE-CEN/CLC
ISO/IEC/TR 24029-1:2024 Artificial Intelligence (Al) - Assessment of the robust-
ness of neural networks - Part 1: Overview

S.R. ISO/IEC TR 24028:2020 Information technology — Artificial intelli-
gence — Overview of trustworthiness in artificial intelligence

ISO/IEC TR 24027:2021 Information technology — Artificial intelligence
(AI) — Bias in Al systems and Al aided decision making UNE-CEN/CLC
ISO/IEC/TR 24027:2024 Information technology - Artificial intelligence (Al) -
Bias in Al systems and Al aided decision making

ISO/IEC 23053:2022 Framework for Artificial Intelligence (AI) Systems Us-
ing Machine Learning (ML) L.S. EN ISO/IEC 23053:2023 Framework for Arti-
ficial Intelligence (Al) Systems Using Machine Learning (ML)

. ISO/IEC 22989:2022 Information technology — Artificial intelligence — Ar-

tificial intelligence concepts and terminology ISO/IEC 22989:2023 Informa-
tion technology - Artificial intelligence - Artificial intelligence concepts and termi-

nology

ISO/IEC TS 4213:2022 Information technology — Artificial intelligence —
Assessment of machine learning classification performance

Another important standard is CEN/CLC/TR 17894:2024 "Artificial Intelligence
- Artificial Intelligence Conformity Assessment". According to its official descrip-
tion, this document reviews current methods and practices for conformity assess-
ment related to Al systems, covering products, services, processes, management
systems, and more. It includes both horizontal and vertical industry perspec-
tives, focusing on assessment processes, gap analysis, and defining objects of
conformity for Al. Additionally, it examines challenges posed by Al in areas like
software engineering and data quality, aligning with policy frameworks such as
the EU Al strategy and standards from CEN and CENELEC member countries.



Finally, the document is aimed at technologists, standards bodies, regulators, and
other stakeholders.

After introducing the current state of Al standards from a European viewpoint,
the next section sheds more light on standardizable approaches to AI QM, con-
sidering sector-specific approaches for medicine.

3.1.3.3. Al Quality Management

In Article 17, the Al Act defines 13 requirements for AI QMS, which "[...] is
the foundational building block to ensure ongoing quality and compliance [...]"
[AM24a, 2]. They include a strategy for regulatory compliance; design, design
control and verification; development, quality control and assurance; continuous
examination, test, and validation procedures; technical specifications; data man-
agement; a post-market monitoring system (Article 72); reporting of serious in-
cidents (Article 73); a risk management system (Article 9); communication with
national competent authorities; record keeping; resource management; and an
accountability framework. [Fut24] This section discusses the question how to im-
plement AI QM, referencing Al standards, and emphasizes the need for concrete
tools that foster a RAI integration, as well as facilitate the compliance process.

Implementation of AI QMS A general orientation on designing and integrating
Al QM within an organization is outlined in ISO/IEC FDIS 42001 Information
technology — Artificial intelligence — Management system [ISO23b], published
in December 2023. With respect to European application, it currently comprises
a preliminary standard for CEN. Preliminary® standards are still under develop-
ment but planned. While the ISO version is described as being "[...] not aligned
in objectives and approach with the AI Act [...]" [SG24b, 6], it identifies "[...] some
relevant clauses at the technical and organizational levels. These could be ref-
erenced, as appropriate, by new standardization in quality management for Al,
while ensuring that its focus remains on the specific risks and objectives cap-
tured in the legal text" [SG24b, 6]. In addition to addressing policy, resource, and
documentation management, the standard equally emphasizes the importance of
RM and the Al lifecycle [ISO23b]. Although the standard offers comprehensive
conceptual guidance for addressing RAI, the concrete implementation of recom-
mendations, such as considering "life cycle stages [...]; testing requirements and
planned means for testing; human oversight requirements [...]" in processes for
the responsible design and development of Al systems [ISO23b, 31], or "testing
methodologies and tools; selection of test data and their representation of the in-
tended domain of use; release criteria requirements" for Al system verification
and validation [ISO23b, 32], remains relatively high-level. Overall, ISO 42001
builds on ISO/IEC 22989:2022 Information technology — Artificial intelligence

®https://www.iec.ch/standards-development/stages


https://www.iec.ch/standards-development/stages

— Artificial intelligence concepts and terminology [ISO23b, 1]. It equally refer-
ences the previously, in section 3.1.3.1 introduced ISO/IEC 5338:2023 Information
technology — Artificial intelligence — Al system life cycle processes [ISO23b,
32]. Further, EN ISO/IEC 25059:2024 Software engineering - Systems and soft-
ware Quality Requirements and Evaluation (SQuaRE) - Quality model for Al
systems [ISO23a] provides a complementary overview to AI QM on relevant cri-
teria that ensure the desired quality of Al systems through a software engineering
lens, as depicted in Figure 3.5. In addition to similarities with key areas for Eu-
ropean standardization, such as accuracy (performance-efficiency), robustness,
transparency (usability) as well as security requirements, which are explained in
section 3.1.3.2, they contribute requirements for a stable software implementa-
tion, such as compatibility, maintainability, and portability. The Fraunhofer in-
stitute continues EN ISO/IEC 25059:2024 and they propose an "Al System Prod-
uct Quality Model for Safety-Critical Applications" [HL24, 11]. They break "[...]
down high-level requirements into verifiable properties of Al systems" [HL24, 12]
and include the use of verification trees to illustrate the fulfillment of quality cri-
teria. This approach provides a useful means to translate Al Act-compliant re-
quirements into Al lifecycle design decisions, similar to the concept of ‘compliant
best practices’.

Al system product

quality
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Figure 3.5.: Quality Criteria of Al system in software engineering terminology,
based on EN ISO/IEC 25059:2024 [ISO23a, 3].

In addition to standards, various published frameworks and approaches con-
tribute partial knowledge to the implementation of AI QM requirements, rang-
ing from documentation management and (domain-specific) evaluation methods
to software requirements in the AI context and the application of ethical prin-
ciples [Gol24] [FL22] [RS21] [San20] [HA22]. For instance, explicitly addressing
Al QM, in [ML24], the authors focus on the RM component of AI QM, address-



ing model integration and application in the clinical context. They emphasize
that in addition to developers, who should follow best practices and clearly com-
municate how system robustness is ensured, "[...] the users are responsible for
implementing the Al system in a QM system and setting up appropriate [quality
assessment] measures" [ML24, 350] within the intended clinical workflow. Draw-
ing on experiences from radiation oncology [ML24, 345], they outline how to set
up AI QM that mitigates identified risks [ML24, 346] based on "[...] process map-
ping, failure mode and effect analysis (FMEA) and fault trees (FT)" [ML24, 345].

Tools for AI QMS Meanwhile, the use case-specific implementation of AI QMS
criteria [Fut24], which must address the technology’s evolutionary and non-
deterministic nature, remains a significant challenge. Due to the complexity of
the topic, and compared to the volume of research on Al risks and the reliable
evaluation of individual Al components, "[...] there is less research on designing
and implementing a quality management system (QMS), [...] and no clear sugges-
tion exists [...]" [MRM24, 2]. Consequently, there is a pressing need for compre-
hensive "practical tools" [MRM24, 1] that support AI QMS processes and require-
ments beyond the scope of scientific prototypes [San20, 11]. These tools are es-
sential to facilitate the implementation of the AI Act, promote Al innovation, and
contribute to the responsibilities of the AI Office [AM24a, 4]. As a result, Al gov-
ernance start-ups are emerging, like Munich-based trail” for instance, which pro-
vides an AI Governance Co-pilot. As noted, "the integration of [AI QMS] across
the life cycle to provide a holistic system is critical for wide scale use" [San20,
11], making lifecycle-adaptation the recommended approach. In [MRM24], the
authors propose a modularized, microservices-based AI QMS tool aimed at en-
abling user-guided quality checks of Al system components throughout the Al
lifecycle through a modularized setup. Their prototype focuses on automating
RM for LLMs and generating the necessary documentation to support compli-
ance. To the best of our knowledge, few publications currently exist on AI QMS
tools, and further contributions can be expected in the future.

Non-AI QMS Procedures Finally, tools for AI QM should provide means that
allow for integration with respect to existing, sector-specific QM procedures, to
facilitate a seamless transition for Al quality assessment on both the regulatory
and provider sides. With respect to the medical domain, "[...] it is not clear how
the essential world-wide standard for medical devices QMS ISO 13485:2016 will
relate to the draft AI Act. This standard has a large (but not complete) overlap
with the QMS requirements under the MDR and IVDR" [WC22, 31]. In addition
to management responsibility, such as the definition of quality objectives and
policy, or the definition of responsibilities, ISO/IEC 13485 highlights resource
and continuous documentation management for medical devices, including RM.
Further, focusing on the medical context without particular emphasis on Al, it
underlines qualitative planning, design and development, as well as deploying
the product into production, which includes e.g. "[i]nstallation activities" [ISO16,

"https://www.trail-ml.com/
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18]. Design and development of medical devices concretizes requirements such
as planning of relevant stages, the definition of product criteria, which, among
others include "[...] performance, usability and safety requirements according to
the intended use" [ISO16, 14], quality evaluation of generated outputs, as well as
verifying and validating the selected processes and design decisions to achieve
the desired quality [ISO16, 15]. Finally, means to monitor the performance of
the QMS such as feedback on meeting "customer requirements" [ISO16, 22] and
how to approach non-conformity need to be put into place. [ISO16] On a global
level, the described steps seem to be alignable with AI QM, and the Al lifecycle,
as introduced earlier, and "[...] it is expected that medical device manufacturers
will continue using the ISO/IEC 13485 QMS and incorporate the requirements of
Art. 17 within their existing medical device QMS functions" [AM24a, 2], while
the question remains how exactly this will be realized.

In summary, AI QMS should provide flexibility to correspond with the complex
technological dynamics along the Al lifecycle, closing the gap to requirements
of individual use cases. Simultaneously, they should be alignable with sector-
specific regulation for a seamless integration with existing processes. This fa-
cilitates the already complex certification process for high-risk Al, and fosters a
responsible innovation. Therefore, to accommodate the diverse range of domains
that integrate Al, the implementation of generic and customizable AI QMS soft-
ware offers valuable support, and needs attention.

After outlining the legal and ethical landscape surrounding Al, as well as intro-
ducing the role of standards, and AI QMS as a means to implement RAI, includ-
ing challenges regarding the concrete implementation of AI QM, the next section
underlines AI RM — a central component of AI QMS.

3.2. The Central Role of Risk Management

This section highlights the central role of RM towards implementing RAIL. As
introduced in section 3.1, RM is required by law, as part of AI QMS. We start
with outlining conventional RM processes, emphasizing the use case-specificity
of their realization during individual projects. They are transferred to Al on an
abstract level, as implied in Article 9 of the Al Act [Fut24]. Aligning with the
technique’s opaque, stochastic and evolutionary nature, "[t]he RMS shall be un-
derstood as a continuous iterative process planned and run throughout the entire
lifecycle of a high-risk Al system, requiring regular systematic review and updat-
ing" [Fut24]. Next, we introduce Al-specific RM, focusing on Al trustworthiness,
which comprises the basis for a proposed information block of the, in the next
section 3.3 introduced MQG4AI blueprint towards RAI lifecycle planning.



3.2.1. The Risk Management Process

This section introduces RM sub-processes based on ISO 14971:2019 on the "Appli-
cation of Risk Management to Medical Devices" [ISO19], as well as risk concepts,
as identified in the AI Risk Ontology (AIRO) [GD22]8, which comprises the Al
Act and ISO RM standards [GD22]. They are globally aligned, as we illustrate.
ISO 14971:2019 is a, with the MDR harmonized standard, which in turn is harmo-
nized with the Al Act, as postulated in Annex I [Fut24]. This qualifies ISO 14971
as orientation for Al Act-conform RM, since "[h]armonised standards for other
EU product safety legis-lation can provide a reference, as standards for the Al
Act will also be product-oriented" [SG24b, 4]. The standard defines conventional
RM for medical devices, and ISO/TR 24971 summarizes practical guidelines how
to implement the standard. The conventional medical RM process, as depicted
in Figure 3.6, comprises risk analysis, risk evaluation, and risk control measures in
alignment with the system’s intended purpose and foreseeable misuse. This ab-
stract approach is transferred to Al and related risks, for "[...] those which may
be reasonably mitigated or eliminated through the development or design of the
high-risk Al system, or the provision of adequate technical information", as stated
in Article 9 of the Al Act [Fut24].

3.2.1.1. Risk Analysis

Risk Analysis comprises the identification and estimation of risks. The AI Act
defines Risk as "[...] the combination of the probability of an occurrence of harm
and the severity of that harm" in Article 3 [Fut24], which concurs with ISO 14791
[ISO19, 5]. Consequently, risk sources need to be identified, risk events derived and
their occurrence estimated to achieve system safety, which is defined as "freedom
from unacceptable risk" in ISO 14791 [ISO19, 6].

Prerequisites: Identifying and managing risks requires alignment with the spe-
cific application and stakeholders. Therefore, parameters describing the system’s
function in the real world, such as the system’s intended purpose and area of
impact, as well as relevant stakeholder roles need to be identified. They are intro-
duced in more detail in sections 3.3.3.1, and 3.3.3.5. In addition, reasonably fore-
seeable misuse scenarios need to be outlined. Misuse entails scenarios deviating
from the intended purpose. Identifying these scenarios is essential to anticipate
unintended application events that may result in risks. With respect to Al, reason-
ably foreseeable misuse is defined as "[...] the use of an Al system in a way that is not
in accordance with its intended purpose, but which may result from reasonably
foreseeable human behaviour or interaction with other systems, including other
Al systems" in the Al Act in Article 3 [Fut24].

8https://delaramglp.github.io/airo/
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Figure 3.6.: Risk Management Process [ISO19, 8].

Risk Sources: Risk sources are derived based on the identified system-specific
prerequisites approximating and continuously monitoring the system’s behavior
in the real world. ISO 14971 defines hazard as a "potential source of harm" [ISO19,
2], and harm as an "injury or damage to the health of people, or damage to prop-
erty or the environment" [ISO19, 2]. The AIRO? risk concepts provide a slightly
more detailed perspective on potential sources of harm:

1. A hazard is analogously to ISO 14971 defined as a "source of potential harm".
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Hazards can be interpreted to arise from conditions or flaws, such as biased
datasets.

2. A threat is defined as a "potential source of danger, harm, or other unde-
sirable outcome", which we interpret as a more active perspective on the
creation of harm, such as cyber attacks.

3. A vulnerability "[r]efers to properties of an entity, e.g. Al system or Al com-
ponent, resulting in susceptibility to a risk source", which describe sys-
tem weaknesses or gaps that increase exposure to hazards or threats, or,
characteristics that could affect safety, as formulated more broadly in ISO
14971 [1SO19, 6].

Events are incidents triggered by risk sources, leading to potential harm, which
when estimated regarding severity and likelihood result in risks. A single risk
source may cause sequences of events. ISO 14971 introduces the term hazardous
situation, that describes a "circumstance in which people, property, or the envi-
ronment is/are exposed to one or more hazards" [ISO19, 2], which equally result
from identified risk sources.

Likelihood is defined as the "[c]hance of an event happening" according to the
AIRO risk concepts, and refers to the probability of an event occurring, consider-
ing risk sources and contextual factors. In ISO 14971 this is called "probability of
occurrence of harm" [ISO19, 5].

Severity "[i]ndicates [the] level of severity of an event that reflects [the] level
of potential harm" according to the AIRO risk concepts. In ISO 14971 wording,
severity measures "possible consequences of a hazard" [ISO19, 6]. For this analy-
sis, the AIRO risk concepts introduce two related terms:

1. Consequence is defined as the "[o]Jutcome of an event affecting objectives",
for instance discrimination of minority groups or system failure, when
the high-risk system is intended to adhere to TAI criteria such as non-
discrimination and fairness, or robustness and safety. Consequences lead
to impacts.

2. Impact is defined as the "[o]Jutcome of a consequence on persons, groups,
facilities, environment, etc.", which identifies use case-specific realizations
of identified consequences, such as effects of system failure, or concrete re-
sults of a possible discrimination of minority groups, e.g. women being less
likely diagnosed correctly because of under representation in a data set, for
instance. Impacts affect specific areas, in accordance with the system’s pre-
viously identified area of impact. They also directly affect Al subjects, which
describe individuals that interact with or are affected by the system.



In summary, during risk analysis, hazards that can lead to multiple hazardous sit-
uations through foreseeable sequences of events, which in turn can cause multi-
ple harms need to be defined and estimated. Based on the combination of severity
and likelihood of those possible harms, risks are identified, including Al-specific
risks for intelligent medical products, as explored in the next section.

3.2.1.2. Risk Evaluation

Risk Evaluation is based on the previously executed risk analysis, and "[f]or each
identified hazardous situation, the manufacturer [or provider] shall evaluate the
estimated risks and determine if the risk is acceptable or not, using the criteria for
risk acceptability defined in the [RM] plan" [ISO19, 12], according to ISO 14971.

Iterative Character: Highlighting the iterative character of RM, risk evaluation
includes assessing residual risk, which remains after risk control measures have
been implemented, as well as novel identified risks that may result from im-
plemented risk control measures. This process repeats itself until the remaining
(residual) risk is evaluated as acceptable. Then, risk control measures result in
"information for safety" [ISO19, 13], or transparent communication to the user, as
an example for the lowest possible mitigation measure. Consequently, the user
should possess the level of knowledge that is necessary to understand the mes-
sage. Otherwise, further risk controls need to be implemented, and the process
restarts.

Benefit: In Annex 1, Chapter 1, the MDR promotes "[...] the reduction of risks
as far as possible without adversely affecting the benefit-risk ratio" [Eur17]. ISO
14971 defines benefit as "positive impact or desirable outcome of the use of a med-
ical device on the health of an individual, or a positive impact on patient manage-
ment or public health" [ISO19, 2]. A benefit-risk analysis [ISO19, 14] can support
the evaluation of residual risk, if "[...] it is not judged acceptable [...] and further
risk control is not practicable" [ISO19, 14] through comparing "[...] the benefits of
the intended use [...]" [ISO19, 14] with the residual risk.

With respect to Al the AI Act highlights RMS maintenance in Article 9 [Fut24],
which requires post-market release monitoring of identified risks, and imple-
mented risks controls, which may result in a re-evaluation and updates during
production. As a result, kick-starting the RM process is possible along the com-
plete Al lifecycle, and needs to be considered from the beginning of conceptual-
ization.



3.2.1.3. Risk Control

Risk Control is defined as the "process in which decisions are made and measures
implemented by which risks are reduced, or maintained within specific levels" in
ISO 14971 [ISO19, 5]. Similarly, the AIRO risk concept describe a risk control as
"[a] measure that maintains and/or modifies risk (and risk concepts)". Conse-
quently, risk control measures can address all components of the previously in-
troduced risk analysis process, influencing forms of risk sources, and mitigating
risk enabling events to either affect their likelihood, or severity, or both.

Forms: In Annex 1, Chapter 1, the MDR states that risks need to be eliminated
or reduced "[...] as far as possible through safe design and manufacture" [Eurl7].
According to ISO 14971, options for risk control include inherently safe design,
protective measures, and information for safety, as well as training to users if
applicable [ISO19, 12]. Focusing on Al and the technique’s complexity, as well as
our current state of Al design knowledge, the AI Act highlights the role of testing
in Article 9: "High-risk Al systems shall be tested for the purpose of identifying
the most appropriate and targeted [RM] measures. Testing shall ensure that high-
risk Al systems perform consistently for their intended purpose and that they are
in compliance [...]", and "[t]he testing of high-risk Al systems shall be performed,
as appropriate, at any time throughout the development process, and, in any
event, prior to their being placed on the market or put into service. Testing shall
be carried out against prior defined metrics and probabilistic thresholds that are
appropriate to the intended purpose of the high-risk Al system" [Fut24].

Verification: Continuous testing of AI RM aligns with the requirement, that risk
control measures need to be verified. This is defined as "confirmation, through
the provision of objective evidence, that specified requirements have been ful-
filled" [ISO19, 6], while objective evidence describes "data supporting the exis-
tence or verity of something" [ISO19, 4]. This includes verifying the implementa-
tion, and effectiveness of risk controls, which is part of the applied QMS [ISO19,
13]. ISO 13485:2016 on "Medical devices — Quality management systems — Re-
quirements for regulatory purposes" [ISO16] offers guidance on the implementa-
tion of design and development verification: "The organization shall document
verification plans that include methods, acceptance criteria and, as appropriate,
statistical techniques with rationale for sample size" [ISO16, 15].

Documentation: The comprehensive RM plan must be documented to ensure
transparency and traceability. ISO 14971 describes a RM file as a "set of records
and other documents that are produced by [RM]" [ISO19, 6], which is the foun-
dation for compliance assessment.

After introducing fundamental concepts related to RM, the following exempli-
ties the risk unreliable performance evaluation metrics for Al systems. The hazard



of incorrect measurement information as mentioned by ISO 14971 can be trans-
ferred directly to performance evaluation metrics for intelligent systems. The
sequence of events includes wrong measurements that are not detected by the
human stakeholder and result in the hazardous information that may result in
misdiagnosis by the clinical user based on incorrect information, which can harm
the patient. [ISO19, 35] As a result, reliable performance evaluation metrics, as
well as their reliable interpretation are crucial for risk control. Generally, select-
ing and interpreting performance metrics depends on the respective use case and
is prone to evolving over time, which implies a scientifically-based evaluation
of suitable metrics with respect to the individual data set composition and tun-
ing objective, as well as a monitoring strategy adapted to different stakeholder
views. Finally, the use case-adapted performance evaluation concept needs to be
documented, including the identification of interdependencies that might trigger
changes after to-market release. Chapter 7 introduces a possible risk control in
form of a metrics compilation selection process, which comprises a combination
of design decisions along the Al lifecycle. This approach is interpreted as a de-
sign verification procedure included with the MQG4AI blueprint through overall
lifecycle planning, which is introduced in section 3.3.

3.2.1.4. Contextual & Iterative Execution

As of now, there is no medical device industry standard to estimate risks, and
"[flunctional safety and its design concepts, as applied in other industries, have
so far found little application in the field of medical technology" [PB21, 1]. Con-
sequently, risk assessment (analysis and evaluation) is carried out on an individ-
ual use case-specific basis based on the previously introduced concepts. In ISO
14971, risk estimation describes the "process used to assign values to the probabil-
ity of occurrence of harm and the severity of that harm" [ISO19, 5], as founda-
tion for risk evaluation. As a general guideline, a risk matrix contrasting severity
of harm with its probability of occurrence is recommended by notified bodies
such as the British Standards Institution (BSI) Group [van20, 7] or the Johner
Institute [Joh]. However, this approach does not cover all requirements, thus
only contributes towards comprehensive RMS. Levels of severity and occurrence
need to be adapted to the respective risk [van20, 8], which leaves decisions to
the humans in charge, who adapt their interpretation to the respective use case.
Also, a comprehensive approach to risk identification is necessary so that risks are
not overlooked. This openness towards individual, and situation-specific human
decision-making poses challenges for compliance assessment in the long-term.

Further, the Al-part adds additional risks that need to be addressed, stemming
from the technique’s inherent dynamics, such as its opacity and evolutionary
character, as well as use case-specificity of reliable design choices. Consequently,
as pointed out by ISO 5338 on Al system lifecycle processes [ISO23c], and in Ar-



ticle 9 of the Al Act [Fut24], this results in an ongoing and iterative RM process
that needs to be considered during the complete Al lifecycle, and documented
in alignment with the evolving Al system. The next section explores RM for Al,
and how to classify risks, aiming to support a comprehensive and organized ap-
proach to risk analysis.

3.2.2. Al-Specific Risk Management

Intelligent systems contribute novel requirements for their reliable real world in-
tegration. These are mainly centered around the capability of DNNs to continu-
ously learn, their broad applicability, stochastic nature, as well as inherent opacity
for human understandability. Addressing this complexity within the context of
individual projects poses risks, which need to be managed.

Al standards once published, and aligned with European regulation, as intro-
duced in the previous section 3.1.3.2, provide a means to execute RM processes.
Generally, "[...] standardisation should explicitly take into account the risks iden-
tified as part of the [RM] process" [SG24b, 4], as underlined by the European Com-
mission. RM comprises a key area for the EU standardization landscape [SG24b,
4]. EN ISO/IEC 23894:2024 Artificial intelligence — Guidance on risk management is a
recently published international standard that is aligned with the RM processes,
as previously introduced and concentrates on how to integrate AI RM processes
within the organization, as well as highlights mapping risks along the Al lifecy-
cle. It extends ISO 31000 on Risk Management - Guidelines with Al-specifics fo-
cusing on impacts to human stakeholders, the inclusion of affected stakeholders,
and human oversight. "Likewise, it recommends identifying how Al systems or
components interact with preexisting societal patterns that can lead to impacts on
equitable outcomes, privacy, freedom of expression, fairness, safety, security, em-
ployment, the environment, and human rights broadly" [Org23, 24]. [Org23, 24]
While ISO/IEC 23894 offers general AI RM guidance, it follows a traditional,
organization-centric approach and uses a risk definition that diverges from the
Al Act [KR25, 16]. To address these gaps, a new European standard JT021024
Al Risk Management is currently under drafting, with an expected voting date by
the end of September 2026 [KR25, 16], emphasizing a product-centric perspective
focused on impacts to health, safety, and fundamental rights.

This section first briefly discusses different approaches to AI RM based on a com-
parative study published by the Organization for Economic Co-operation and
Development (OECD). They analyze global RM frameworks for commonalities
and differences, towards interoperability [Org23]. Next, we outline risk classi-
fication according to Al trustworthiness aiming for a generic risk identification
structure that equally corresponds to key areas for European standards, foster-
ing broad information alignment. Therefore, we contrast NIST’s approach to Al
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trustworthiness [Tab23] with the ALTAI [Hig20]. Finally we highlight the role of
ethical project planning to consider the human influence, which is necessary for
risk mitigation.

3.2.2.1. Approaches & Interoperability

The document published by the OECD contrasts different approaches to AI RM,
including the EU AI Act’s Article 9 (version published in 2023), ISO/IEC 23894
Al - Guidance on RM, and the NIST AI Risk Management Framework (RMF) [Org23].
Their interoperability framework is depicted in Figure 3.7, aiming to promote TAI
through RM (define, assess, treat, govern) along the Al lifecycle. More precisely,
achieving accountability necessitates "[...] to follow these steps at each phase of
the Al system lifecycle [...]" [Org23, 16]. Overall, the approaches they compared
"[...] are generally aligned with four top-level steps: ‘DEFINE’, “ASSESS’, and
‘TREAT" risks, and ‘GOVERN’ [RM] processes" [Org23, 10].
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Figure 3.7.: The OECD’s "[h]igh-level AI [RM] interoperability framework"
[Org23, 19], their depiction.

The first three steps correspond to the previously introduced RM process steps
(risk analysis, evaluation, control) and, as introduced, rely on application-specific
contextual real world information [Org23, 10]. Most "[...] differences between
frameworks relate to the ‘GOVERN’ function" [Org23, 11], which outlines steps
to embed a culture of RM within organizations [Org23, 16]. This includes "[...]
monitoring and reviewing the process in an ongoing manner; and documenting,
communicating and consulting on the process and its outcomes" [Org23, 16].

¢ NIST AI RMF The NIST AI RMF aligns closely with the DEFINE, ASSESS,
and TREAT steps, and both include a GOVERN function. It is designed to
manage risks throughout the Al lifecycle, promoting trustworthy and re-
sponsible Al systems. Its four core functions (GOVERN, MAP, MEASURE,
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and MANAGE) address organizational policies, information gathering, risk
metrics, and resource allocation. The framework considers impacts on peo-
ple, organizations, and ecosystems, including human rights and environ-
mental factors. Despite minor differences, e.g. it integrates monitoring, doc-
umentation, and communication across all functions (and not only within
the GOVERN function) NIST’s and OECD’s approach share substantial sim-
ilarities in content. [Org23, 25]

¢ ISO/IEC 23894 continues ISO 31000, which aligns well with the DEFINE,
ASSESS, and TREAT steps, and partially with GOVERN. Both emphasize
embedding RM across organizational levels, stakeholder engagement, and
continuous improvement. ISO 31000 focuses more narrowly on organiza-
tional risks, sometimes prioritizing organizational value over broader ac-
countability. In contrast, ISO/IEC 23894 broadens the scope to include ex-
ternal stakeholders, societal impacts, and human oversight, aligning more
closely with the realization of TAL [Org23, 23]

¢ Article 9 AI Act The DEFINE, ASSESS, and TREAT steps are included, and
Article 9, as previously introduced requires risk analysis, evaluation, and
mitigation. Further, parts of GOVERN are addressed through continuous
lifecycle monitoring, risk communication, and documentation. [Org23, 27]
The Al Act distinguishes itself through its four-level risk classification and
the corresponding emphasis on specific requirements for high-risk applica-
tions. However, certain GOVERN RM measures, such as stakeholder con-
sultation and integrating RM into organizational culture, appear to be miss-
ing [Org23, 11]. In this regard, the AT QMS "[....] comes closest to embedding
the [RM] system into broader organisational governance" [Org23, 27].

Overall, both the NIST AI RMF and ISO standards closely align with the OECD’s
interoperability framework, while the Al Act proposes a slightly different ap-
proach but is alignable in combination with the AI QMS on a broad level. Before
demonstrating the MQG4AI lifecycle blueprint in section 3.3, which is envisioned
to contribute to AI QM through qualitative RAI-knowledge-based information
management (IM) for continuous Al lifecycle planning and monitoring, we first
concentrate on the initial RM step, i.e. Al risk identification. The next section out-
lines how to organize potential Al risks to facilitate their integration into specific
Al projects, which comprises a fundamental information block of MQG4ALI

3.2.2.2. AI Risk Classification through Al Trustworthiness

Due to Al’s evolutionary and opaque character, the technology necessitates con-
tinuous RM for individual systems, and concrete risk control measures need to be
evaluated towards standardization for (groups of) use cases. Aiming to provide
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an organized approach to AIRM, and focusing on a comprehensive identification
of risks as part of the risk analysis process, we align Al risk classification accord-
ing to criteria for TAI towards a structured approach for AI RM. From a practical
perspective, the most generalizable level of Al-specific risk identification can be
addressed through the definition of TAI criteria. Their use case-adapted realiza-
tion results in negative Al risk reduction. [Tab23, 12] For instance, the NIST Al
RMF emphasizes the connection between reducing negative risks and enhancing
TAI [Tab23, 12], a concept also reflected by the OECD, as previously introduced
and depicted in Figure 3.7, aiming to implement TAI through RM along the Al
lifecycle [Org23, 19].

This section briefly contrasts the TAI structure, as introduced by NIST with how
the AI Act’s ethical foundation is organized. Namely, the "Ethics Guidelines for
Trustworthy AI", as defined by an independent high-level expert group (HLEG)
[Eur19], which is introduced in sections 3.1.2 and 3.3.5 in more detail. We high-
light that all Al risks, including those stemming from Al pitfalls [T]21] [HSA22]
[MF22], for example, can be aligned with the generic and comprehensive HLEG
structure.

Safe Secure & Explainable & Privacy- Fair - With Harmful
Resilient Interpretable Enhanced Bias Managed
&
Transparent
Valid & Reliable

Figure 3.8.: Key components of trustworthy Al as defined by NIST [Tab23, 12].
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TAI for AI Risk Classification The NIST compilation of TAI criteria with related
attributes, as depicted in Figure 3.8, is semantically very similar to the Al Act’s
ethical foundation that comprises seven key requirements (Human agency and
oversight, Technical robustness and safety, Privacy and data governance, Transparency,
Diversity, non-discrimination and fairness, Societal and environmental well-being, Ac-
countability). Both perspectives are differently structured, and we propose that
the HLEG’s hierarchically structured approach is more applicable to function as
a generic and comprehensive risk classification structure. They broach all direc-
tions that are related to fundamental rights, and include a compilation of sub-
criteria for each TAI criteria [Hig20], which we introduce as foundation for risk
classification in section 3.3.5. This hierarchical organization possibly enables the
customizable addition of more sub-criteria, answering to Al’s evolutionary and
dynamic character for risk identification.

Key Differences in Organization As already mentioned, we focus on the overall

structure and whether it is applicable to classify evolving Al risks for individual
Al projects, and we consider the HLEG’s approach to provide a more comprehen-
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sive structure compared with NIST. The desired risk classification should enable
a holistic overview of all directions for thought that comprise relevant informa-
tion for Al risks. Within individual projects, they are tailored to the concrete life-
cycle implementation, so that design decisions functioning as risk controls can be
directly linked. The following list presents key organizational differences.

1. Valid and reliable outcomes are highlighted as foundation for all TAI cri-
teria: We agree, valid and reliable results are a global necessity with respect
to information flow, interdependencies and stakeholders along the Al life-
cycle. Following the HLEG, this requirement is implicitly included with
the need for technical and non-technical methods that implement the seven
key requirements, focusing on the role of continuous testing and valida-
tion [Eur19, 22], which is required for AI RMS processes, as introduced in
the previous section.

2. Accountability is considered a relevant attribute for all TAI criteria: Se-
mantically speaking, the HLEG equally introduces this seventh requirement
Accountability as complementing the other requirements [Eur19, 19], but it
is listed as stand-alone, which we support for the related risk-collection. In
addition to reporting and trade-offs, they highlight "auditability" and an
option to "redress", which is made transparent to stakeholders [Eur19, 20]
as sub-criteria. These are relevant criteria to enable the implementation of
RAI systems [DRN23, 18] through establishing channels that enable taking
responsibility for the quality of the intelligent system.

3. Transparency is considered a relevant attribute for all TAI criteria:
Broadly speaking, according to NIST, "[t]ransparency reflects the extent to
which information about an Al system and its outputs is available to in-
dividuals interacting with such a system" [Tab23, 15]. This aligns with the
HLEG, who broadly address "[...] transparency of elements linked to an
Al system: the data, the system and the business model" [Eur19, 18]. The
HLEG highlights the traceability requirement as fundamental part of trans-
parency in addition to explainability. Further, they highlight the importance
of transparency about the use of an Al system to the human user, and that
"the option to decide against this interaction in favour of human interaction
should be provided where needed to ensure compliance with fundamental
rights" [Eur19, 18]. For risk classification, we propose to treat transparency-
related risks as isolated.

4. Explainability and interpretability are considered separately from trans-
parency: As equally stated by NIST, both concepts are closely related to
transparency: "Transparency can answer the question of "what happened"
in the system. Explainability can answer the question of "how" a deci-
sion was made in the system. Interpretability can answer the question of
"why" a decision was made by the system and its meaning or context to the



user" [Tab23, 17]. The HLEG designates explainability as a sub-criterion of
transparency, which we endorse for risk classification along the Al lifecy-
cle, as both concepts align closely in their objectives compared to other TAI
criteria.

. Security and resilience are mentioned explicitly, and not organized under
safety and technical robustness: "Security and resilience are related but
distinct characteristics. While resilience is the ability to return to normal
function after an unexpected adverse event, security includes resilience but
also encompasses protocols to avoid, protect against, respond to, or recover
from attacks" [Tab23, 15]. The HLEG adds this perspective to "Technical
Robustness and Safety" [Eur19, 16], which again postulate a similar direc-
tion compared with the other six criteria for risk classification. Therefore,
collecting relevant risk information in one place is deemed reasonable.

. Safety as stand-alone The safety-attribute requires the Al development pro-
cess to ensure that the system’s foreseeable states do not cause harm and
are thus reliable. For instance, reliable performance metrics are crucial to
ensure a safe interaction with the intelligent system. Concrete realizations
of safety propagating processes are developed within the respective con-
text and the assessed severity of identified risks that could harm a safe and
reliable application. [Tab23, 14] In the context of "safety and technical ro-
bustness", accountability and transparency, as well as validity and reliability are
explicitly referenced as "accuracy" and "reliability and reproducibility” by
the HLEG, in addition to security [Eur19, 17]. They comprise separate sub-
categories. We support integrating these requirements, as safety and secu-
rity measures align in a similarly technical direction compared to the other
six requirements for lifecycle-adapted risk classification.

. Data governance is not explicitly mentioned Intelligent systems are
trained on data sets that can contain sensitive data, especially in the medical
context, which results in a number of possible risks regarding "[...] human
autonomy, identity, and dignity" [Tab23, 17]. Consequently, implementing
means to protect privacy is important to ensure trustworthiness. They "[...]
typically address freedom from intrusion, limiting observation, or individ-
uals’ agency to consent to disclosure or control of facets of their identities
(e.g., body, data, reputation)” [Tab23, 17]. In addition to privacy and data
protection, the importance of a comprehensive and trustworthy data gover-
nance that addresses data quality, integrity, and access management [Eur19,
17] is emphasized by the HLEG, and highlighting data in relation to privacy
is reasonable for risk organization.

. Harmful bias is related with fairness Human-centered values and fair-
ness are of global importance regarding Al, as stated by the OECD with 37



participating democracies worldwide.!® Especially, for high-risk domains
such as medicine, unwanted biased behavior can result in harmful risks
for many human beings. Challengingly, the concept of (un)fairness is char-
acterized by societal factors and can change over time and from region to
region, which necessitates a dynamic approach. Further, "Al systems can
potentially increase the speed and scale of biases and perpetuate and am-
plify harms to individuals, groups, communities, organizations, and soci-
ety" [Tab23, 18]. In addition to unfair bias mitigation, the HLEG highlights
universal accessibility to "the widest possible range of users" [Eur19, 19], as
well as stakeholder participation [Hig20, 18] as crucial components of the
broader context of non-discrimination. We agree on incorporating an um-
brella term for unfair bias, recognizing that biases may arise from different
sources and at various stages of the Al lifecycle, and that their classification
is often complex. Refer to [EM25b], where we outline our considerations on
how to approach bias during Al projects focusing on the human influence.
As a result of this multi-faceted setting, bias-associated risks could be linked
as sub-categories assigned to other TAI criteria, following the HLEG’s struc-
ture for unfair bias. For instance, biases may emerge at earlier lifecycle
stages, such as data bias, or later stages, such as automation bias during
operation when the human user tends to blindly trust the system’s output.

9. Human agency and oversight is not explicitly mentioned This is a key
difference in both approaches, and NIST does not mention human agency
as part of their TAI criteria list. While, they mention that "[sJome Al sys-
tems may not require human oversight, such as models used to improve
video compression. Other systems may specifically require human over-
sight" [Tab23, 40], which is the case for high-risk Al, as defined in the Al
Act. The HLEG focuses on the ethical requirement for a reliable real world
integration, emphasizing the protection of fundamental rights [Eur19, 15].
Intelligent systems "[...] should support human autonomy and decision-
making" [Eur19, 15], and they introduce different formats to implement hu-
man oversight [Eurl9, 16]. Those requirements necessitate a visible spot
within an Al risk classification to link implemented controls along the Al
lifecycle, aiming to enable human stakeholders, including the provision of
relevant information.

10. Societal and environmental well-being is not explicitly mentioned NIST
did not explicitly include such requirements in their TAI list but concretized
global impact in Appendix B and C as crucial parts of Al risks [Tab23],
also they include "people and the planet" as central key dimensions around
which the Al lifecycle is built [Tab23, 10]. The HLEG includes this universal
perspective as part of their key requirements for TAI. And we concur that
social and environmental well-being, which refers to valuing sustainabil-
ity and addressing the societal impact of the intelligent system [Eur19, 15]

Onttps://oecd.ai/en/ai-principles
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deserves a prominent placement within an Al risk classification that corre-
sponds to risk-mitigated design decisions along the Al lifecycle.

Combined View HLEG NIST

with particular emphasis on the | High-level Expert Group, set up The National Institute of
Human Influence by the European Commission Standards & Technology (US)

Human State of Mind, Technical Robustness & Safety
Reliability & Safety Safety Z
Human State of Mind, Technical Robustness & Secure & Resilient §
Robustness & Security Safety g,
Human Recipient, Explicability (as part of their Explainable & Interpretable g:
Explainability & ethical foundation for TAl criteria) & <
Interpretability Transparency ng’_
Human Autonomy, Privacy & Human Agency & Oversight, Privacy-Enhanced E‘_>'
Data Governance and Privacy & Data =
Governance i
Human User, Fairness & Diversity, Non- Fair— With Harmful Bias g
Accessibility Discrimination & Fairness Managed <

Global Impact, Living Beings Societal & Environmental Included in Appendix B & C
& the Planet Well-being as ,global impact*

Fidelity (HLEG: Technical Robustness) (NIST: Valid & Reliable)

Figure 3.9.: A possible combination of the HLEG’s [Eur19] and NIST’s [Tab23]
approach to summarize TAI criteria, with a particular emphasis on
the human influence.

Additionally, aligning TAl-related risk identification during intelligent system
development with the Sustainable Development Goals'!, as imposed by the United
Nations (UN), can support risk identification and achieving long-term success.
Figure 3.9 illustrates the previously compared TAI perspectives, and highlights
a possible combination through the lens of the human influence with respect to
each TAI criteria, from the developer’s viewpoint. Safety, security, and related
concepts, such as resilience, are intrinsically connected to the human state of
mind. This connection becomes particularly evident in scenarios like respond-
ing to phishing emails or evaluating foreseeable risks and potential harm dur-
ing RM. Moreover, explainability and interpretability emphasize approaches de-
signed with the human recipient in mind, while privacy and data governance
provide a critical foundation for safeguarding human autonomy. Fairness and
accessibility, in turn, are closely linked to the diverse user personas interacting
with intelligent systems. Overall, humans orchestrate the processes that result in
individual, risk-mitigated Al lifecycles and interact with the system. Since the
human mind is complex and can be vulnerable under certain conditions, and hu-
mans are biased by default, it needs to be considered to implement RAI Together,
these perspectives converge to establish a robust and holistic RMS.

Hnttps://sdgs.un.org/goals
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3.2.2.3. The Human Influence & Ethical AI Project Planning

Given Al’s transformative potential, we argue that considering the human in-
fluence throughout the Al lifecycle, particularly in high-risk applications like
medicine is essential to ensuring trustworthy and compliant AL Due to Al’s in-
herent dynamics such as its opacity, or stochasticity, implementing the rather
abstract TAI concepts is not trivial for the multitude of possible use cases, and
concrete design decisions are made by human beings. As a result, the human
influence comprises a crucial component of the Al lifecycle. This includes RM
processes that are characterized by the respective use case, as outlined in section
3.2.1.4. This section briefly introduces the human influence, and highlights the
relevance of ethical project planning. We propose a holistic approach to foster a
RAI mindset, and we emphasize the importance of ethics training for contribut-
ing stakeholders as a risk mitigating measure as part of continuous Al lifecycle
planning. MQG4AI, which is envisioned to provide a comprehensive Al lifecycle
planning information structure, including ethics, is introduced in the next sec-
tion.

Contributing Stakeholders Al actors are defined as "[...] those who play an ac-
tive role in the Al system lifecycle, including organizations and individuals that
deploy or operate AI" [Tab23, 2] in the NIST AI RMF, following OECD. We re-
fer to those as contributing stakeholders, such as developers, regulators, or domain
experts, which we further explore in section 3.3.3.5. Contributing Stakeholders
bear responsibility regarding the impacts of the intelligent system they imple-
ment and they contribute information based on their current level of knowledge.
This terminology is intended to highlight the TAl-criteria Accountability [Eur19,
19], which is equally reflected by the OECD’s Al principles [Org23, 16], and sum-
marized in the RAI requirement to implement accountable systems, as demon-
strated in section 3.1.3. In addition, "[...] AI [RM] depends on a sense of collective
responsibility among [contributing stakeholders]" [Tab23, 10]. For instance, the
prioritization of TAI criteria is domain- and use case-dependent and includes the
involved human along the lifecycle [Tab23, 12]. Also, concrete design-decision
making how to implement lifecycle stages in a risk mitigated manner belongs
to contributing stakeholders. Further, human beings are inherently biased, and
biases, which pose risks if they result in unwanted behavior are mostly based
on human sources [ISO21a], as introduced in detail in [EM25b]. In summary, to
complement the implementation of the previously outlined RM processes, this
human influence necessitates ethical awareness among contributing stakehold-
ers, highlighting the need for ethics training.

Ethical Project Planning Currently, there is a "[...] lack of comprehensive inter-
disciplinary approaches that could support teams in integrating ethical consider-
ations into the agile software development process" [K]24, 1], which is extendable
to Al projects. To foster ethical project planning, we are convinced that embed-



ded ethics [MS20] along the Al lifecycle development process is a necessary step
towards RAI. Stakeholders at all stages of lifecycle planning and execution are ad-
vised to ask and discuss questions related to TAI when defining concrete design
decisions from abstract planning to use case-specific implementations. Generally,
ethical concepts need to be learned and understood on an abstract level and with
respect to the concrete project.

Holistic Approach In [EM25b], we introduce a holistic approach towards RAI
that addresses the human influence on the Al system and its ethical implications,
aligning with the EU Al Act’s risk-based framework. Closing the gap from an
ethical foundation to an applicable ethos, materials for ethics training are ap-
pended, aiming to encourage interdisciplinary collaboration and an adaptable,
risk-aware Al development process that reflects both technical and societal val-
ues. We outline four key pillars foundational to RAI: Generalizability, Adaptability,
Transversality, and Translationality, as depicted in Figure 3.10. These related pillars
provide a structured approach, envisioned to guide stakeholders towards a dy-
namic, ethical, and compliant Al lifecycle that aligns with regulatory standards
and societal expectations. The proposed approach is underpinned by continu-
ous Education and Research, fostering a "RAI mindset" that prioritizes ethics in Al
project planning.

Transversality to address the multi-faceted concept of bias A key innovation of
this work is the introduction of Transversality as a foundational pillar. The con-
cept can be traced back to the post-modern era, and was adapted from applica-
tion in media philosophy to Al ethics. Transversality offers a novel terminology to
describe the multi-faceted concept of bias in its completeness by embracing dy-
namic reasoning across contexts, acknowledging that biases are not merely tech-
nical issues but are deeply influenced by societal values and human cognition.
Unlike "bias" or "fairness" that may compartmentalize or overlook some facets of
bias, Transversality encourages stakeholders to consider a pluralistic perspective,
adapting to Al’s role within diverse social and ethical contexts.

The other three pillars Generalizability ensures Al models can perform consis-
tently across various conditions, supporting their reliability. Adaptability empha-
sizes the need for models to evolve as new data and real world contexts change,
addressing Al’s inherent dynamics. Translationality bridges theoretical Al con-
cepts to practical applications, ensuring seamless integration with real world sys-
tems.

Embedded Ethics Aiming to close the gap to applied ethics during RAI project
planning and execution, we illustrate a possible application scenario based on the
DARE-method [K]24] that considers embedding ethics with agile software devel-
opment. In agile development, the product owner serves as the central interface
between the product team and various stakeholders, including consulting, pas-
sive, external, or other active participants involved in the project. A key respon-
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Figure 3.10.: The proposed holistic approach to foster a RAI mindset for develop-
ing intelligent systems that provide stability and flexibility regarding
their real world behavior, while ensuring seamless integration into
real world contexts from both technical and social perspectives. The
four interconnected pillars require ongoing evaluation and align-
ment with the Al system’s intended environment of use.

sibility of the product owner is to effectively convey the project vision, ensuring
alignment and shared understanding across all parties. We propose integrating
knowledge of RAI into this role, or the inclusion of an extra RAI person. Figure
3.11 illustrates the agile development process and highlights stages where ethical
considerations within the team become particularly relevant:

* (A) Focuses on the "what" of development, addressing goals, requirements,
and the overall product direction.

* (B) Emphasizes the "how," centering on processes, methods, and approaches
to achieve these goals.

* (C) Represents a reflective stage before the next iteration, aimed at evaluat-
ing and adapting based on ethical and practical insights.
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This structured approach integrates ethical considerations into the agile work-
flow, fostering responsible and thoughtful development practices. DARE, as il-
lustrated in Figure 3.12, emphasizes key topics such as training data quality and
setup, the role of the human-in-the-loop, and explainability as core pillars of RAI.
These elements act as foundational anchors for addressing the ethical, techni-
cal, and practical challenges inherent in AI development. By centering on these
abstract yet critical concepts, DARE establishes a dynamic framework for RAI
discussions that evolves in tandem with a project’s iterative cycles. Combined
with specific flashcards, this framework provides a solid foundation for translat-
ing RAI principles into practical applications tailored to individual projects. Ulti-
mately, this approach encourages thoughtful dialogue and supports the seamless
integration of RAI values across diverse development scenarios.

f Input (users, team and
other stakeholders)

T

.- o. Daily Meeting
e
Product Owner ;

_ Iteration Iteration
Planning Backlog

Product
Backlog

Product Vision

Figure 3.11.: Ethics training based on DARE [K]24] integrated with agile product
development.

Considering the Human User Finally, regarding the system’s integration into real
world applications, the human user needs to be accounted for early from the start
of Al project planning by contributing stakeholders, when designing the lifecycle
including methods to implement TAI. Regarding a safe interaction, for instance,
it is important to consider the state of the system’s human user [Eur19, 16] as an
additional perspective towards comprehensive RM. NIST mentions the impor-
tance of a "safety-first mind-set" [Tab23, 23] as part of their overall framework,
and they emphasize the importance of a clearly defined transfer of information
to the human user. Risks can emerge based on an inadequate understanding of
the system’s inner workings or an inability to correctly interpret its outcomes.
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DARE-Grid

Figure 3.12.: The DARE-grid, and flashcards, illustrating the gamification-
approach towards embedded ethics [MS20].

Enhancing usability, by designing systems that are m