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Abstract
Despite the increasing digitization of healthcare data, which offers opportunities to 
enhance core and management processes, hospitals frequently encounter challenges 
related to missing data and data fragmentation across institutions. In healthcare, 
missing data arise from both human and technological errors. Additionally, frag-
mented health data are often difficult to transfer due to their highly sensitive nature, 
which is subject to strict ethical and legal regulations. This study builds on the 
state-of-the-art Federated Machine Learning technique, Federated Averaging. We 
introduce two novel Federated Learning approaches: The Flexible and the Modi-
fied Federated Stochastic Variance Reduced Gradient (F-FSVRG and M-FSVRGS). 
These methods are designed to address missing and fragmented data with increased 
flexibility and robustness. We evaluate the performance of F-FSVRG and M-FS-
VRGS through a computational study using real-world multicenter COVID-19 di-
agnosis and Intensive Care Unit (ICU) data. M-FSVRGS generally achieves equal 
or higher accuracy than F-FSVRG, mostly independent of dataset size and struc-
ture, with statistically significant improvements observed for the ICU dataset when 
the proportion of missing values is high. Our findings demonstrate that M-FSVRGS 
effectively mitigates the challenges of fragmented and missing data, facilitating 
the integration of AI-driven approaches. Furthermore, this advancement supports 
sustainable improvements in healthcare processes and operations.
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1  Introduction

In hospitals, a multitude of decisions are made daily, impacting both the core pro-
cess of patient care and management processes. For example, diagnosing a SARS-
CoV-2 infection not only affects the patient’s treatment but also necessitates capacity 
management due to required isolation and increased staffing demands. Similarly, 
reserving Intensive Care Unit (ICU) capacity for post-operative elective patients can 
influence surgical scheduling and ICU resource allocation. The breadth, intricacy, 
and volume of these decisions highlight the crucial need for digital, data-driven deci-
sion support systems for healthcare professionals and administrators in hospitals. 
Machine Learning (ML) algorithms can play a pivotal role in predicting outcomes 
such as ICU admissions or COVID-19 diagnoses. Digital COVID-19 diagnosis, for 
instance, enables a significantly expedited categorization of patients in emergency 
departments, thereby promoting the efficient and effective utilization of scarce 
resources (Bartenschlager et al. 2022).

Despite the facilitated digitization of healthcare data (Wang and Preininger 2019), 
which offers a multitude of opportunities to leverage patient outcomes (Wani and 
Malhotra 2018) and medical processes (Bartenschlager et al. 2023; Schiele et al. 
2020), healthcare institutions often face the problems of (a) missing data (Carter and 
Busby 2023; Ismail et al. 2022; Luo 2022; Wells et al. 2013) and of (b) data being 
fragmented across different institutions (The Lancet Regional Health – Europe 2025; 
Xu et al. 2021). In the healthcare domain, missing data exists “due to potential rea-
sons such as human errors, instrumental failures, and adverse death” (Ismail et al. 
2022, p. 143). Fragmented health data is often difficult to transfer because health data 
in particular contains highly sensitive information that is subject to tight ethical and 
legal regulations in order to preserve data privacy and security (Rieke et al. 2020; 
Sarma et al. 2021; Van Panhuis et al. 2014; Xu et al. 2021). Data fragmentation cre-
ates a barrier for applying ML in healthcare (Xu et al. 2021), as both the performance 
and generalizability of ML models are highly dependent on a large volume of data 
(Obermeyer and Emanuel 2016; Oleynik et al. 2019; Sarma et al. 2021).

To break this barrier, Federated Machine Learning (FL), a framework of differ-
ent local institutions collaborating to build a global ML model while keeping the 
sensitive data at their local institutions rather than sharing it, provides a remedy. FL 
enables different owners of fragmented healthcare data, such as hospitals, to interact 
with each other in a distributed manner (Xu et al. 2021) and simultaneously protect 
the privacy and security of their confidential patient data (Rajendran et al. 2021). 
Thereby, instead of exchanging data, institutions interact by periodically sending 
updates of their locally generated ML models to a central server, which aggregates 
them to a global model and then sends back the updated parameters of the global 
model to the institutions (Xu et al. 2021). This technology enables decisions to be 
made using a globally trained generalized model, rather than relying solely on locally 
trained models (see Fig. 1). While FL holds the potential to tackle the challenge of 
fragmented data, the issue of missing data in state-of-the-art FL approaches and exist-
ing literature is frequently neglected.

The purpose of this work is to expand upon the existing state-of-the-art FL tech-
nique, commonly known as Federated Averaging (FA), and to present an innova-
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tive Federated Learning approach designed to address missing data robustly. This 
new approach is a modification based on the Federated Stochastic Variance Reduced 
Gradient (FSVRG) algorithm initially proposed by Konečný et al. (2016). FSVRG 
uses full inclusion and zero imputation of missing values which is known for biased 
outcomes, shortcomings regarding multicollinearity and robustness. Hence, the con-
tributions of this study are:

	● We introduce an extension of FSVRG, referred to as the Flexible Federated Sto-
chastic Variance Reduced Gradient (F-FSVRG) that can replace missing values 
flexibly, rather than with the value 0.

	● Building upon this extension, we propose the Modified Federated Stochastic Var-
iance Reduced Gradient (M-FSVRGS) for partially including missing observa-
tions regarding parameter updates.

	● We assess the performance of F-FSVRG and M-FSVRGS in decision-making 
through a computational study employing real-world multicenter COVID-19 di-
agnosis data and ICU data.

	● We illustrate how addressing the simultaneous challenges of fragmented and 
missing data not only facilitates the integration of AI approaches but also fosters 
sustainable enhancements in processes and operations within the healthcare sec-
tor.

We find that M-FSVRGS guarantees highly accurate AI-based predictions in health-
care settings. Especially with a flexible imputation parameter and a high propor-
tion of missing values, M-FSVRG demonstrates significantly higher accuracies. This 
independency guarantees medical decision makers flexibility in the choice of the 
inputation parameter, while saving scarce medical resources. In addition, our findings 
hold for different healthcare dataset structures, including sample size and the propor-
tion of categorical and numerical features.

Fig. 1  Decision making based on local versus global models for an example with four hospitals
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The structure of this work is outlined as follows: Sect. 2 offers insights into FL, 
FL algorithms and missing data as well as application areas of FL. Moving to Sect. 3, 
we introduce the F-FSVRG and the M-FSVRGS algorithms. Subsequently, Sect. 4 
presents the findings derived from our computational study utilizing real-world mul-
ticenter COVID-19 diagnosis data and ICU data. Section 4 also encapsulates a dis-
cussion on medical and managerial insights. Finally, Sect. 5 concludes and discusses 
potential avenues for further research.

2  Federated machine learning and missing data

In this section, we first introduce the concept of FL in Sect. 2.1 and present existing 
FL algorithms, including FA and FSVRG. We then focus on the handling of missing 
data in the context of FSVRG, highlighting the potential drawbacks and research 
gaps of the zero-imputation approach and parameter updates employed in FSVRG. 
Furthermore, in Sect. 2.2, we provide an overview of FL applications, highlighting 
the potential of FL for healthcare applications.

2.1  Concept of federated machine learning

In ML, it is assumed that available data is centrally located and therefore not distrib-
uted among different organizations (the interested reader is referred to Appendix 1 for 
an introduction to the general ML concept). However, data often contains sensitive 
information such as facial images or health information (Lyu et al. 2020a), which 
is why its access is limited by legal regulations in order to protect the privacy of 
the respective owners of the data. The data, given by the set of input-output pairs 
{xi, yi}n

i=1 with (xi, yi) representing one sample associated with a particular patient 
i, y = (y1, . . . , yn)T  representing the outputs as well as X = (x1, . . . , xn)T  rep-
resenting the features, is therefore decentralized and distributed across different local 
organizations. As a result of such legal restrictions, data can often no longer be aggre-
gated centrally in order to address ML problems (Liu et al. 2022). At this point, 
FL initially proposed by Google in 2016 (Xu et al. 2021) provides a remedy and is 
defined and categorized in the following.

FL represents a learning system that allows K local owners of the data, e.g., the 
four hospitals in Fig. 1, hereafter referred to as clients and indexed by k = 1, . . . , K, 
to exploit the distributed data by collaboratively training a global ML model (Yang et 
al. 2019a, b). At the same time, FL systems comply with legal regulations on data secu-
rity and data privacy (Liu et al. 2022), as clients do not share their local data with other 
clients (Yang et al. 2019a, b). For distinguishing these different local datasets, the data 
held by client k is denoted by Pk. Accordingly, nk = |Pk| is the corresponding local 
sample size, i.e., the number of samples located at client k. Considering the locally 
distributed data collectively, it follows that P1 ∪ P2 ∪ · · · ∪ PK = {xi, yi}n

i=1 and ∑K
k=1 nk = n (Konečný et al. 2016; McMahan et al. 2017).

Depending on how the data is distributed among the clients with respect to the 
feature and sample space, FL systems can be divided into different categories. A 
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distinction between these concepts is depicted in Yang et al. (2019a, b). As we study 
a healthcare environment, we focus on Horizontal Federated Learning (HFL) in the 
following. The HFL system used in this work relies on a central parameter server for 
aggregating the model parameters of multiple clients (e.g., four clients, see Fig. 1). 
Accordingly, a centralized aggregation algorithm is required to aggregate the locally 
fitted parameters to a global set of model parameters. To this end, a series of such 
algorithms have been proposed (Liu et al. 2022). As we concentrate on fragmented 
and missing data in this work, we will narrow our focus to the state-of-the-art FA 
algorithm and the FSVRG algorithm. The interested reader is referred to the appen-
dix (Appendix 2) for an overview of FL algorithms.

FA. The current state-of-the-art algorithm for implementing a FL system is FA 
(Nguyen et al. 2021). FA relies on a centralized server that aggregates multiple local 
ML models from local clients by averaging, i.e., by taking a weighted sum of the 
respective local model parameters. The weights nk

n  are defined based on the propor-
tion of data held by client k. The aggregated parameters then compose a global model, 
which is redistributed to the clients via the server, and the training process continues 
iteratively (federated rounds). The FA algorithm relies on the well-known Stochastic 
Gradient Decent (SGD) algorithm as a nested baseline algorithm where the local 
model parameters are updated using a stochastic gradient ∇ fit

(ωt) resulting in the 
following update of the local model parameters ω: ωt+1 = ωt − ηt · ∇ fit

(ωt). 
Note that ηt denotes the learning rate in update step t. Pseudo code of the FA algo-
rithm is provided in Algorithm 1. While FA represents a straightforward technique for 
implementing a FL system (Liu et al. 2022), Li et al. (2020a) state that FA can lead 
to biased results under certain conditions, such as when dealing with heterogeneous 
data. In addition, using FA is associated with slower convergence arising from the 
variance inherent in the process of gradient estimation and does not at all address the 
problem of missing data (Konečný et al. 2016).

FSVRG. FSVRG addresses the problem of reducing the variance associated with 
the estimation of gradients (Konečný et al. 2016). The implementation of Stochastic 
Variance Reduced Gradient (SVRG, see Algorithm 2) rather than SGD explicitly 
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aims at reducing variance. The core aspect of SVRG is the use of a benchmark, which 
standardizes the magnitude of directional changes associated with parameter updates 
(Johnson & Zhang 2013).

Besides the purpose of variance reduction, the design of FSVRG is driven by 
the need to account for missing data (Konečný et al. 2016) since the missing data 
problem is a common issue in real-world ML applications. A ML model is based on a 

set of features X = (x1, . . . , xn)T . If some of these features do not occur for some 
observations, the data is said to be sparse. To this end, a variety of methods, known 
as imputation methods, for handling missing data have been developed over the past 
decades. These methods include simplistic approaches such as Mean Imputation 
(Little and Rubin 2019) but also ML techniques including Support Vector Regres-
sion (Wang et al. 2006) or MissForest (Stekhoven and Bühlmann 2012) for imputing 
missing data (Bertsimas et al. 2018) and are applied in the data preprocessing step.

In the FSVRG algorithm, sparsity patterns in the data are implemented in the 
algorithm itself. Thereby, Konečný et al. (2016) label the missing data points, i.e., the 
missing values for certain features, with zero. Based on this labeling, the quantities 
from Table 1 as well as the underlying SVRG algorithm, the authors establish the 
FSVRG algorithm, which is presented in Algorithm 3. Please find a detailed descrip-
tion of Algorithm 3 in Appendix 3.
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Zero imputation. With FSRVG, missing data points are replaced by zeros. How-
ever, in their study, Fraser et al. (2009) find that replacing missing values with zeros 
can lead to suboptimal, biased predictions in certain settings where the proportion of 
missing data is larger than five to ten%. Consequently, the degree of bias increases 
the more this threshold is exceeded, i.e., the more data points are missing. This bias 
is directly related to the presence of so-called true zeros, i.e., data points that are 
equal to zero. If true zeros do occur, replacing missing values with zero assumes an 
equivalence between the true zeros and the missing observations.

Table 1  Quantities for FSVRG (Konečný et al. 2016)
Notation FSVRG
n Total number of samples (patients), i.e., the sample size
N = {1, . . . , n} Set of indices
Pk Set of indices belonging to samples located at client k

nk = |Pk| Number of samples located at client k

nj =
∣∣i ∈ N : xT

i ej ̸= 0
∣∣ Number of samples with non-zero jthfeature

nj
k

=
∣∣i ∈ Pk : xT

i ej ̸= 0
∣∣ Number of samples located at client kwith non-zero jthfeature

φj = nj/n Share of samples with non-zero jthfeature

φj
k

= nj
k

/nk Share of samples located at client kwith non-zero jthfeature

sj
k

= φj/φj
k

Ratio of local and global presence of feature jfor client k

Sk = Diag
(

sj
k

)
Diagonal matrix with sj

kbeing the jthdiagonal element

wj =
∣∣{Pk : nj

k
̸= 0

}∣∣ Number of clients with at least 1 sample with jthfeature ̸= 0

aj = K/wj Standardization parameter for feature j

A = Diag
(

aj
)

Diagonal matrix with ajbeing the jthdiagonal element
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In terms of the classification problem of COVID-19 diagnosis, let the concentra-
tion of C-reactive protein (cCRP) be a particular feature (xi, j)n

i=1 indexed by j, 
with the cCRP of healthy patients usually being close to zero (measured in mg/L or 
µg/L). For example, the cCRP values of three patients are shown in Table 2.

As can be seen, the cCRP observation for patient i = 1 represents a value close 
to zero, whereas for patient i = 3 the value is missing. If, for instance, robust data 
scaling is applied, the metrically scaled cCRP values (xi, j)n

i=1 are scaled based on 
their median 

∼
x0.5, j  as well as their interquartile range QAj = ∼

x0.75, j − ∼
x0.25, j  

with (Brownlee 2020):

	

−
xi, j = xi, j − ∼

x0.5, j

QAj

.� (1)

Note that 
∼
x0.25, j  and 

∼
x0.75, j  denote the first and the third quartile of the jth feature, 

respectively. The median of the cCRP data available to us (which, in the first step, is 
filtered for outliers, as explained later in Sect. 4.2) is 3.67. The third quartile 

∼
x0.75, j  

is 9.3350, the first quartile 
∼
x0.25, j  is 1.1625, and thus the interquartile range QAj  is 

8.1725. According to (1), the scaled cCRP values for the three patients are as follows:

	● Scaled value for patient 1: 
−
x1, j = 0.01−3.67

8.1725 ≈ −0.4475

	● Scaled value for patient 2: 
−
x2, j = 1.0−3.67

8.1725 ≈ −0.3263

	● Scaled value for patient 3: 
−
x3, j = 0−3.67

8.1725 ≈ −0.4497.

If the imputation technique used in FSVRG (zero imputation) is applied, patients 
i = 1 and i = 3 are assumed to have virtually identical cCRP values after robust data 
scaling, although the true cCRP value of the third patient remains unknown (Fraser et 
al. 2009). Since small cCRP values, i.e., values close to 0, are typically observed in 
healthy patients, incorrect conclusions regarding the health status of patient 3 could 
be drawn, which could lead to serious consequences in the context of a COVID-19 
diagnosis. This illustrates how the zero imputation approach can incorrectly equate 
missing values with actual zero values or when dealing with very small quantities 
that might be difficult to measure with standard equipment (e.g., values that are close 
to zero but not exactly zero, often referred to as ‘rounded zeros’) (Martín-Fernández 
et al. 2003).

Table 2  Zero imputation for missing data
Patient xi, j : cCRP [mg/l] −

xi, jscaled (robust scaling)
i = 1 0.01 − 0.4475
i = 2 1.0 − 0.3263
i = 3 not available − 0.4497 (after zero imputation)
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For instance, the cCRP observation for patient i = 1 could be considered a 
rounded zero, where the actual concentration is very small (e.g., 0.01 mg/L) but mea-
surable techniques may not detect such small values. While changing the unit of 
measurement or scaling the data – for example, through robust data scaling – may 
reduce the influence of very small values, it does not entirely resolve the issues with 
zero imputation, particularly when missing values are wrongly assumed to be true 
zeros. This becomes even more problematic when dealing with large amounts of 
missing data, as is often the case in healthcare settings. Scaling techniques bring all 
data points to a common scale, but they do not address the core problem: missing 
values are treated as if they are equal to zero, even when they represent an unknown 
value that could differ from zero due to measurement limitations or the accuracy of 
the equipment used (Fraser et al. 2009). Even when applying robust scaling, the issue 
persists: missing values imputed as 0 are still treated as equivalent to small non-
zero cCRP values, potentially leading to biased results. This demonstrates that while 
robust data scaling can reduce the influence of outliers, the underlying problem of 
zero imputation remains, which is why we propose the M-FSVRGS method to handle 
such issues in a more robust way.

Furthermore, Caan et al. (1991) as well as Michels and Willett (2009) state in their 
works that zero imputation can often lead to a high correlation between the imputed 
part of the data and the original non-missing part, in some cases even above 90% 
(Fraser et al. 2009). Consequently, this can cause different features to be correlated 
with each other. This phenomenon is known as multicollinearity and refers to the 
problem that in case of correlated features, it is no longer possible to clearly identify 
those features that have an explanatory impact on the target variable (James et al. 
2013).

Parameter updates. With FSVRG all initially missing data points, which are then 
replaced by zero, are used for parameter updates. This approach may lead to subopti-
mal results for datasets that do not end up being scaled to value ranges close to zero 
(as is the case with robust scaling in this work), where imputing zeros might result in 
much worse outcomes compared to using non-zero imputation values.

2.2  Applications

FL has already been implemented in various application areas. Below, we explore 
some well-known areas where FL is applied, specifically healthcare, industrial engi-
neering, autonomous vehicles, and mobile devices (Li et al. 2020a, b, c; Shaheen et 
al. 2022), to highlight the potential of FL for healthcare processes.

Healthcare. Kim et al. (2017) were among the first to apply FL in the medical 
field, using tensor factorization models for phenotyping analysis without sharing 
individual patient data. Later, Pfohl et al. (2019) demonstrated that differentially 
private FL models for Electronic Health Records (EHRs) can perform similarly to 
centralized models, highlighting FL’s potential in privacy-preserving healthcare ana-
lytics. Huang et al. (2019) used FL to predict heart disease mortality rates based on 
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decentralized EHRs from multiple hospitals, ensuring no data or parameters were 
exchanged between hospitals during the training. Similarly, Brisimi et al. (2018) 
employed FL to predict heart disease hospitalizations using a method called Clus-
ter Primal Dual Splitting, which also avoided data leakage. FL has also been used 
for patient matching across hospitals, with Lee et al. (2018) proposing a federated 
framework to detect similar patients without sharing individual-level data. Further-
more, Huang et al. (2020) used a FL-based algorithm to predict mortality rates based 
on drug usage data, optimizing both computation and communication efficiency. In 
the field of natural language processing, Liu et al. (2019a) introduced the first FL 
approach for processing unstructured clinical notes. Their model used a two-stage 
federated training process to create patient representations and study disease phe-
notypes. FL has also made strides in biomedical imaging analysis, as demonstrated 
by Silva et al. (2019), who proposed Federated Principal Component Analysis to 
analyze magnetic resonance imaging data from multiple medical centers. Lastly, 
Gao et al. (2019) developed a hierarchical FL framework for electroencephalogra-
phy classification, addressing challenges like limited labeled data and privacy con-
cerns. Moreover, companies like Owkin and Intel are also exploring how FL might 
be employed to safeguard patient privacy while still enabling the valuable use of their 
data for research purposes (Owkin 2025; Intel 2020). Owkin is creating a platform 
that utilizes FL to protect patient data in research aimed at identifying drug toxicity, 
predicting disease progression, and estimating survival rates for rare cancers. Intel 
has showcased how FL can be applied in medical imaging. Their FL-based deep 
learning model achieves an accuracy that is 99% comparable to a model trained with 
traditional methods.

Industrial engineering. As FL matures, it holds great promise for widespread 
adoption in data-sensitive industrial sectors. For example, in environmental moni-
toring, Hu et al. (2018) developed a FL framework to aggregate sensor data across 
different locations, improving model performance while preserving data privacy. 
Similarly, FL has been applied in visual inspection tasks (Han et al. 2019), where 
it helps detect defects in production processes without sharing sensitive data. In the 
realm of image processing, FL has been used to enhance vision-and-language tasks 
by acquiring diverse representations from federated tasks (Liu et al. 2020a, b). It is 
also effective in detecting malicious attacks in communication systems, such as those 
involving Unmanned Aerial Vehicles (UAVs), where data challenges like unbalanced 
distribution and unreliable communication align well with FL’s strengths (Mowla 
et al. 2020). FL is also proving valuable in energy prediction, as demonstrated by 
Saputra et al. (2019), who developed an FL model to predict energy demand across 
charging stations for electric vehicles, helping to prevent energy congestion.

Autonomous vehicles. Regarding self-driving cars, FL enhances user data privacy 
by allowing the algorithms to process data locally on vehicles rather than sending 
sensitive information to a central server. This way, journey logs and travel data 
remain private while still improving the system’s performance. On the other hand, FL 

1 3
Content courtesy of Springer Nature, terms of use apply. Rights reserved.



Addressing missing values and fragmented data to improve core and…

can reduce latency. As the number of autonomous vehicles on the roads grows, they 
must respond quickly to safety situations. Traditional cloud-based learning involves 
large data transfers, which can slow down the learning process. In contrast, FL allows 
vehicles to make faster, more accurate decisions, potentially reducing accidents and 
improving safety (Shaheen et al. 2022). Research, such as that by Elbir et al. (2022), 
highlights FL’s transformative potential for autonomous vehicles and the Internet of 
Things (IoT). Pokhrel and Choi (2020) further emphasize the need for rapid response 
in real-world scenarios and point out that FL can address security concerns inher-
ent in cloud-based systems by minimizing data transfer and speeding up learning 
processes. Moreover, Liu et al. (2020a, b) introduced a FL-based data fusion method 
for robotic imitation learning in networked robots, which could also be applied to 
autonomous vehicles to develop guidance models and predict potential emergencies.

Mobile devices. In addition to autonomous vehicles, FL is being applied to other 
domains of IoT, such as in smart homes. Devices in these settings often upload user 
data to cloud servers, which can lead to privacy concerns. To address this, Aïvodji et 
al. (2019) proposed a secure federated architecture to build joint models, while Yu 
et al. (2020) developed a federated multi-task learning framework for smart home 
IoT systems to learn user behavior patterns and detect potential physical hazards. 
Beyond that, smart devices make use of FL to predict human trajectories (Feng et 
al. 2020) and behavior (Sozinov et al. 2018), expanding its range of potential uses. 
Despite rapid advancements in mobile device storage and computing power, mobile 
subscribers’ increasing demand for high-quality services is often constrained by com-
munication bandwidth limitations. To alleviate network congestion, many service 
providers now prefer to deploy services at the edge of the cellular network, closer 
to customers, instead of relying on centralized cloud computing and storage. This 
approach, known as mobile edge computing (MEC), does, however, increase the risk 
of information leakage. One potential solution is combining MEC with FL. Wang et 
al. (2019) explored a framework that integrates FL with deep reinforcement learn-
ing to optimize resource allocation in MEC systems. Similarly, Qian et al. (2019) 
developed a privacy-aware service placement scheme using FL on MEC to provide 
high-quality service by caching desired services on edge servers.

Other application fields. In finance, FL has been used to detect credit card fraud 
by analyzing transactions across different banks (Yang et al. 2019b). For example, FL 
can help detect multi-party borrowing, a major risk in banking where users borrow 
from one bank to pay off loans from another. This fraudulent activity can destabilize 
the financial system. Using FL, banks can detect these borrowers without sharing 
sensitive user data. By encrypting the user lists at each bank and intersecting the 
encrypted data, they can identify multi-party borrowers while keeping the identities 
of other legitimate users private (Yang et al. 2019a). Lastly, in text mining, Wang 
et al. (2020a, b) proposed an industrial federated framework for spam filtering and 
sentiment analysis based on Latent Dirichlet Allocation, showing its effectiveness 
with real-world data.
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3  F-FSVRG and M-FSVRGS

This section addresses the challenge of handling missing data in Federated Learning 
(FL) and presents two extended versions of the FL algorithm FSVRG: F-FSVRG and 
M-FSVRGS. At first, we introduce the concept of flexible imputation for handling 
missing data in FSVRG. It describes the modification from zero imputation to a flex-
ible parameter ϵ  and explains how this change affects the algorithm’s notation and 
behavior. Then, we show how our proposed method M-FSVRGS performs gradient 
and parameter updates on a per-feature basis. It highlights the differences between 
FSVRG and M-FSVRGS in terms of handling missing data and introduces the use 
of an indicator function for excluding missing values during updates. Finally, we 
provide an example to illustrate how incomplete observations are handled in practice. 
This section demonstrates the per-feature approach and how it is implemented in the 
update process using a small and simplified dataset.

F-FSVRG. Building on the discussion of zero imputation (see Sect.  2.1), the 
F-FSVRG algorithm replaces missing data points with a parameter ϵ  instead of zero. 
This allows for a more precise handling of missing values in the learning process. 
The notations in Table 1  have been modified to reflect this flexible approach (see 
Table 3). The remaining notations can be derived analogously to those in Table 1 .

M-FSVRGS. The M-FSVRGS algorithm extends the F-FSVRG approach by per-
forming gradient and parameter updates on a per-feature basis. This means that only 
the non-missing values for a given feature are considered when computing the gra-
dients. Unlike FSVRG, where all initially missing data points are replaced by zero, 
M-FSVRGS only includes initially available values. This is achieved by using the 
following indicator function I

(
xT

i ej ̸= ϵ
)
, which equals 1 if the j-th feature of 

sample i is not missing and 0 otherwise:

	
I

(
xT

i ej ̸= ϵ
)

=
{

1, if xT
i ej ̸= ϵ

0, otherwise . � (2)

    
This function is used for both the global gradient update (Algorithm 4, Line 6) and 

the stochastic parameter updates (Line 13).

Table 3  Modified quantities (own table based on Konečný et al. (2016)
Notation F-FSVRG & M-FSVRGS

nj =
∣∣i ∈ N : xT

i ej ̸= ϵ
∣∣ Number of samples with jthfeature ̸= ϵ

nj
k

=
∣∣i ∈ Pk : xT

i ej ̸= ϵ
∣∣ Number of samples located at client kwith jthfeature ̸= ϵ

wj =
∣∣{Pk : nj

k
̸= ϵ

}∣∣ Number of clients storing at least 1 sample with jthfeature ̸= ϵ
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The following example, shown in Table  4, illustrates how incomplete obser-
vations are handled in practice. Assume that only one client is involved (i.e., 
K = 1 and nj

k = nj) for simplicity. Note that the data in Table  4 is randomly 
generated, dimensionless, with n = 2 samples and m = 4 features, for illus-
trative purposes. With M-FSVRGS (Algorithm 4, lines 5–7), the global gradi-
ent is updated on a per-feature basis, and the Fist Order Derivatives (FODs) 
∇ f

(∼
ωj

)
∀ j = 0, 1, . . . , m, are determined as components of the global gradient 

∇ f
(∼

ω
)

=
(

∇ f
(∼

ω0

)
, ∇ f

(∼
ω1

)
, . . . , ∇ f

(∼
ωm

))T

 following the per-feature 
approach. Looking at the example from Table 4, both samples i = 1 and i = 2 are 
fully included in the update of the second and fourth component of the gradient. In 
contrast, only the first sample i = 1 is included in the update of the first and third gra-
dient components, since the second sample originally has missing values for features 

Table 4  Illustrative example for the indicator function
Sample Feature/Indicator j = 1 j = 2 j = 3 j = 4
i = 1 xij 2.89 8.31 3.34 0.06

xT
i ej 2.89 8.31 3.34 0.06

I
(

xT
i ej ̸= ϵ

) 1 1 1 1

i = 2 xij ϵ 1.57 ϵ 4.06
xT

i ej ϵ 1.57 ϵ 4.06

I
(

xT
i ej ̸= ϵ

) 0 1 0 1
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x2, 1 and x2, 3, which are replaced by ϵ . Consequently, the first two components of 
the gradient can be calculated as follows:

	
∇ f

(∼
ω1

)
= 1

2
·

2∑
i=1

I
(
xT

i e1 ̸= ϵ
)

· ∇ f i

(∼
ω1

)
= 1

2
·

(
1 · ∇ f1

(∼
ω1

)
+ 0 · ∇ f2

(∼
ω1

))
,

	
∇ f

(∼
ω2

)
= 1

2
·

2∑
i=1

I
(
xT

i e2 ̸= ϵ
)

· ∇ f i

(∼
ω2

)
= 1

2
·

(
1 · ∇ f1

(∼
ω2

)
+ 1 · ∇ f2

(∼
ω2

))
.

The third and fourth gradient components are computed in a similar manner. More-
over, it is important to note that the contribution of client k to the jth component 
of the global gradient (i.e., the FOD with respect to the jth parameter) is no longer 
averaged over the number of samples nk assigned to this client (Algorithm 3, line 5). 
Instead, averaging over nj

k gradient contributions is applied, as the indicator function 
is set to one exactly nj

k times when passing through the samples i ∈ Pk of client 
k (Algorithm 4, line 6).

The per-feature approach is also embedded in the stochastic updates. The param-
eter for the jth feature is updated only if the randomly selected sample (Algorithm 4, 
line 10) has a non-missing value for that feature (Algorithm 4, line 13). In the exam-
ple (see Table 4), selecting the first sample iq = 1 updates all m = 4 parameters. 
However, if the second sample iq = 2 is chosen, only ωk

2, q  and ωk
4, q  are updated, 

as I
(
xT

2 ej ̸= ϵ
)

= 0 for j ∈ {1, 3}. Thus, ωk
j, q = ωk

j, q−1 holds for j ∈ {1, 3}.

4  Computational study

The goal of our computational analysis is to study the proposed federated algorithms 
in the context of various problem dimensions. On one hand, we aim to investigate the 
influence of the magnitude of the sparsity patterns, i.e., the share of missing data, on 
the performance of the algorithms. Furthermore, the performance will be evaluated 
concerning the imputation parameter ϵ . The comparison of the algorithms will be 
also based on different dataset structures such as sample size and feature structure 
to address the impact of different dataset structures on the performance of the algo-
rithms. Before the algorithms are compared with each other, the difference between 
FSVRG and the flexible FSVRG (F-FSVRG) needs to be clarified. The F-FSVRG 
algorithm refers to the variant of FSVRG parameterized by the imputation param-
eter ϵ . Thus, FSVRG with ϵ = 0 represents a special case of F-FSVRG. Conse-
quently, the following discussion will refer to F-FSVRG with ϵ = 0 in the context 
of FSVRG, and F-FSVRG will be compared with M-FSVRGS for different values 
of ϵ , where we refer to each specific value of ϵ  as an experimental setting. For each 
setting, the value of ϵ  is set prior to the experiment and remains fixed throughout 
each experimental setting. Based on the multidimensional analysis of the algorithms, 
we derive medical and managerial insights.
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4.1  Datasets

The computational study conducted hereafter is based on data from 3,670 patients 
collected in the period of the first and second wave of the pandemic (COVID-19 
diagnosis) as well as ICU data containing patient records of 26,676 surgeries car-
ried out between 2017 and 2021. For the COVID-19 diagnosis, the patient records 
are provided by the University Hospital of Augsburg (UHA), Germany, the Hospital 
Göppingen (HG), Germany, as well as the Lean European Open Survey on SARS-
COV-2 Infected Patients (LEOSS) registry. Besides the COVID-19 diagnosis denoted 
by y ∈ {0, 1}n, the dataset contains information on the age, sex as well as labora-
tory values of patients tested positive and negative for COVID-19. This additional 
information represents the features underlying the classification problem. In total, 
m = 15 features, which are selected by expert consensus and specified in Table 5, are 
considered for the COVID-19 diagnosis. For the ICU treatment problem, we exam-
ine the classification problem a surgeon faces when planning a few weeks before an 
elective surgery. The surgeon must decide whether ICU capacity needs to be reserved 
for a patient after the procedure and, consequently, on which day the patient can be 
scheduled, considering the available ICU capacity. The patient data is provided by 
the UHA and comprises 13 features, the definition of which is also listed in Table 5. 
The features are selected by expert consensus as for the COVID-19 diagnosis data. 
Every patient record of the ICU data is labeled based on whether a patient has been 
sent to the ICU after an elective surgery treatment. The features in Table 5 marked 
with a star represent categorical features, while the other features are numerical. Note 
that we focus on the COVID-19 diagnosis data in the following. The ICU data, which 
come from a single hospital with two locations, are primarily intended to evaluate the 
impact of dataset size and structure on our results.

Before the federated algorithms are studied based on the available datasets, this 
data first needs to be prepared in a preprocessing step. Then, the preprocessed data is 
used to compare the different FL algorithms with each other.

Table 5  Features used for COVID-19 diagnosis and the ICU treatment problem in alphabetical order
Index j Description (COVID-19 diagnosis) Description (ICU treatment)
1 Age Age
2 C-reactive Protein ASA-Score
3 D-Dimer Charlson Comorbidity Index
4 Direct Bilirubin Cutting-suture time
5 Erythroblasts Estimated anesthesia duration
6 Gamma Glutamyltransferase Estimated surgery duration
7 Hemoglobin Height
8 Platelet (Thrombocyte) Count Main diagnosis for a hospital stay*

9 Partial Thromboplastin Time Medical specialty*

10 Serum Alanin Aminotransferase Number of comorbidity diagnoses
11 Serum Creatinin Sex*
12 Serum Lactatdehydrogenase Type of anesthesia*

13 Serum Urea Weight
14 Sex* –
15 White blood cells –
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4.2  Data preprocessing

The preprocessing step consists of several sub-steps, the sequence of which may dif-
fer depending on the algorithm under consideration. The processing is illustrated in a 
flowchart (see Fig. 2) using the COVID-19 diagnosis use case as an example.

Data preparation starts by identifying outliers and incorrect values, which are 
labeled as missing values. Incorrect values are impossible or unrealistic values that 
occur due to measurement errors and transmission errors, among other sources of 
errors. For example, in the dataset at hand, such an incorrect value is given by the 
age xi, 2, i.e., the second feature, of a particular patient i, which is stated to be 120 
years. As this age appears to be unrealistic, it can be interpreted as an incorrect value, 
which is why it is labeled as a missing value in the course of this work. In addition, 
it is important to identify outliers, which are extreme values, as they can distort the 
results of the data analysis. Outliers can either represent rare extreme observations 
that do not fit the rest of the data, or incorrect values, and are identified according to 
the rules of thumb of John Tukey (Tukey 1977). According to these rules, a data point 
xi, j  represents an outlier if

	 xi, j <
∼
x0.25, j − 1.5 · QAj or xi, j >

∼
x0.75, j + 1.5 · QAj � (3)

holds. Here, 
∼
x0.25, j  and 

∼
x0.75, j  denote the first and the third quartile of the jth fea-

ture, respectively, and QAj = ∼
x0.75, j − ∼

x0.25, j  is referred to as the corresponding 
interquartile range. As with the incorrect values, the identified outliers are labeled as 
missing values (Kaptein and van den Heuvel 2022).

The next sub-step is to encode the categorical features in such a way that differences 
between individual classes can be examined. The dataset at hand includes one such 
categorical feature, that is, the patient sex xi, 1. Subsequently, the data imbalance, 
which refers to the problem of unequally distributed classes of the output variable or 
categorical features, needs to be addressed. For instance, regarding the COVID-19 
diagnosis problem at hand, class imbalance can be attributed to the output variable 
y, as there are much more patients tested positive (2627 patients) for COVID-19 
than negative (1,043 patients). This raises the problem that, with imbalanced data, 
ML algorithms predict accurately for samples belonging to the majority class but 

Fig. 2  Preprocessing
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perform poorly for samples of the minority class. Following the recommendations 
of Mohammed et al. (2020), who found that oversampling yields better results than 
undersampling, we apply oversampling to both the COVID-19 diagnosis data and 
the ICU data. Specifically, we use the Synthetic Minority Oversampling Technique 
(SMOTE), initially proposed by Chawla et al. (2002), a widely used oversampling 
method that utilizes interpolation to synthesize new samples, which are then assigned 
to the minority class. We choose SMOTE over random oversampling, which involves 
simply duplicating samples in the minority class, as synthesized samples contribute 
new information to the model, unlike random oversampling (Brownlee 2021). For 
the COVID-19 diagnosis (ICU admission) problem at hand, existing patient records 
are used to synthesize new samples until the minority class contains as many patient 
records as the majority class. The augmented dataset then contains a total of 5,254 
(47,794) samples, with 2617 (23,897) patients tested positive (admitted to the ICU) 
and 2617 (23,897) patients tested negative for COVID-19 (not admitted to the ICU).

Next, the need for scaling the data arises because features with comparatively 
large values can dominate the training process, giving these features even more 
weight when estimating the corresponding parameters. For this purpose, robust stan-
dardization, also known as robust data scaling, is applied according to (1). The reason 
for applying robust data scaling rather than regular standardization based on the mean 
and standard deviation is that robust scaling is recommended especially when the 
underlying dataset contains many outliers, which applies to the underlying dataset 
(Brownlee 2020).

As mentioned at the beginning of this section, patient data is provided by UHA, 
HG as well as LEOSS, hence there are K = 3 local clients to consider in total. The 
distribution of the oversampled data among the clients is both uniform and balanced, 
i.e., each client is assigned as many samples with a positive COVID-19 test result 
( yi = 1) as samples with a negative test result ( yi = 0). Then, the locally distributed 
datasets are each split into training and test data. Note that each client uses 75 % of 
their assigned samples to fit local models. The test data is distributed locally to the 
clients in the same way as the training data, and each client evaluates the performance 
based on local test data. To evaluate the overall performance of the algorithms, the 
average of the local accuracy values, which are derived from the local test datasets, 
is used as the performance metric.

Finally, as F-FSVRG and M-FSVRGS explicitly do account for sparsity patterns 
in the data, missing values in the training dataset are replaced by a parameter ϵ . To 
evaluate the performance of these two algorithms, each missing value xij  of a par-
ticular feature xj = (x1j , . . . , xjn)T  is imputed by using the mean, the first and the 
third quartile of the non-missing observations of that feature, and zero, as values for 
ϵ . It should be mentioned that when imputing epsilon using the mean or the first or 
third quartile, these statistics are always computed from the scaled, available values 
of that feature, ensuring that the imputed values fit within the range of the scaled data 
used to train the algorithms. The usage of zero as an imputation value can be seen as 
benchmark corresponding to the initial proposal of Konečný et al. (2016).
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4.3  Comparison of FSVRG, F-FSVRG and M-FSVRGS

As described before, zero, the mean, the first and the third quartile of the non-missing 
observations of the feature under consideration are used as flexible values for ϵ  
for both F-FSVRG and M-FSVRGS. Please note that the imputation parameter is 
not a tunable parameter, but flexibility refers to the fact that, with F-FSVRG and 
M-FSVRGS, we are able to vary the imputation parameter other than for FSVRG. 
Furthermore, the two algorithms are also compared in terms of the share of miss-
ing data to examine the robustness of the algorithms under different magnitudes of 
sparsity patterns. To implement this, for each of the aforementioned values of ϵ , 5%, 
10%, and 25% of the training data points are randomly removed for both F-FSVRG 
and M-FSVRGS. This procedure is carried out for both the COVID-19 data and the 
ICU data. Let the share of this missing data be denoted as τ ∈ {0.05, 0.10, 0.25}. 
It should be mentioned that a default regularization parameter λ = 1 is used for 
both F-FSVRG and M-FSVRGS. The learning rate η = 0.35 is chosen for both the 
COVID-19 diagnosis problem and the ICU treatment problem, because these choices 
led to the best results. The performance of F-FSVRG and M-FSVRGS is evaluated 
subject to the choice of the imputation parameter ϵ  as well as with respect to the 
magnitude of the sparsity patterns τ  (varying share of missing data points). There-
fore, accuracy based on test data is used as a performance measure for comparison 
and the corresponding results can be seen in Tables 6 and 7. These tables show the 
accuracies depending on ϵ  and τ  after 50 federated rounds for both F-FSVRG and 
M-FSVRGS. In the comparison between F-FSVRG and M-FSVRGS regarding vari-
ous settings, where each setting is characterized by the choice of ϵ  and τ , the better 
accuracy value for the given setting is highlighted in bold in Tables 6 and 7. If the 
accuracy values of both algorithms are equivalent, M-FSVRGS is marked as superior 
(bold), because the influence of missing values and biased outcomes is minimized 
while allowing for a flexible imputation achieving same accuracies. For the ICU data, 
with a considerable amount of testing data, we, in addition, tested the differences of 
accuracies for statistical significance with the McNemar test and a 10% significance 

Table 6  Final accuracy results after 50 federated rounds (COVID-19 diagnosis data)
Accuracy [%] F-FSVRG M-FSVRGS

τ =0% τ =5% τ =10% τ =25% τ =0% τ =5% τ =10% τ =25%
ϵ = mean 89.51 87.98 87.53 85.10 89.51 87.98 87.53 85.17
ϵ =0 88.14 87.83 85.17 88.21 87.83 85.25
ϵ =1st quar. 88.29 86.92 83.96 87.91 86.77 83.42
ϵ =3rd quar. 87.45 86.31 82.66 87.45 86.46 82.74

Table 7  Final accuracy results after 50 federated rounds (ICU data)
Accuracy [%] F-FSVRG M-FSVRGS

τ =0% τ =5% τ =10% τ =25% τ =0% τ =5% τ =10% τ =25%
ϵ = mean 83.24 82.92 82.51 80.64 83.24 82.93 82.51 80.95
ϵ =0 82.85 82.40 80.50 82.85 82.41 80.49
ϵ =5 82.77 82.16 78.90 82.79 82.12 79.13
ϵ =10 82.73 82.44 80.31 82.74 82.35 80.39
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level. Note that τ = 0% corresponds to the setting with full data, i.e., with no data 
points missing. Therefore, the accuracy with 0% missing data constitutes an upper 
bound on the accuracy associated with settings where τ > 0% for both F-FSVRG 
and M-FSVRGS. Consequently, the accuracy associated with settings where τ = 
0% does not depend on ϵ  as there are no values to be imputed.

For ϵ = 0, in which FSVRG can be compared to M-FSVRGS, M-FSVRGS 
shows higher accuracies in terms of the COVID-19 diagnosis data, in terms of the 
ICU dataset the accuracies are comparable. For other values of ϵ , i.e., mean, 25% 
quantile and 75% quantile, M-FSVRGS shows, in the majority of settings, superior 
performance. The inferential statistical analysis shows significant results for the set-
ting with a high amount of missing values, i.e. τ = 25% ( p-values: 0 for ϵ = mean 
and 0.06 for ϵ = 1st quar), which supports the findings of Fraser et al. (2009). The 
results indicate comparable performance and suggest that our findings are mostly 
independent of dataset size and structure. However, it should be noted that, for the 
COVID-19 diagnosis data, the limited size of the dataset did not allow us to statisti-
cally demonstrate significant superiority of M-FSVRGS. This limitation should be 
considered when interpreting the comparative performance on COVID-19 data.

4.4  Medical and managerial implications

By tackling the concurrent issues of fragmented and missing data through F-FSVRG 
and M-FSVRGS, we not only streamline the integration of AI methodologies in hos-
pitals but also drive improvements in core and management processes, as evidenced 
by our two use cases:

Especially at the onset of the COVID-19 pandemic, there was a dual challenge: 
a shortage of physical testing capacities (Calabrese and Demers 2022) and a lack of 
comprehensive data on COVID-19 patients in a single hospital, hindering the expan-
sion of testing capabilities using digital testing. Moreover, e.g., due to a lack of ini-
tial treatment experience, medical data was often inconsistently collected (Binkheder 
et al. 2021), leading to numerous incomplete datasets. Leveraging the existing but 
frequently incomplete data from various hospitals with M-FSVRGS could have 
facilitated early and robust training of accurate digital solutions like digital COVID-
19 diagnosis during the pandemic. With increased testing capacity and accurate 
predictions, patients can receive prompt treatment, while unnecessary isolation of 
suspected cases - requiring significant additional space and personnel - can be mini-
mized. Consequently, using M-FSVRGS considerably reduces the risk of making 
incorrect decisions such as regarding the allocation of resources. Likewise, in the pre-
operative classification of elective patients regarding postoperative ICU admission, 
collaboration among different hospitals can enhance the data foundation and address 
the challenge of missing and incomplete data. In this example, the wrong decision 
would cause the scarce resource, i.e., a bed in the ICU, not to be used for a patient 
who actually requires intensive care, thereby increasing the risk of consequential 
damages. Reliable forecasts with accuracies over 80% generated by M-FSVRGS can 
reduce last-minute surgery cancellations due to insufficient ICU capacity, thereby 
easing constraints on personnel and space and potentially enhancing medical out-
comes for patients.
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As we show the independency of our results of the given dataset structure and size, 
we moreover provide, especially with M-FSVRGS, decision makers in hospitals with 
a flexible and robust AI-based tool at the same time. On the one hand, the proposed 
way of dealing with missing data enables institutions to flexibly adapt the choice of 
the imputation parameter towards the particularities of their local data. M-FSVRGS 
offers medical decision makers an increased degree of flexibility regarding the spe-
cific choice of the imputation parameter. On the other hand, our proposed method 
provides a robust decision basis as the dependency of the results on the choice of the 
imputation value and therefore the risk for deriving wrong decisions resulting from 
the imputation technique can be substantially reduced. Furthermore, our approach 
fosters the exploitation of incomplete information, especially in settings with a high 
amount of missing data. In this regard, we can make use of the available features of 
incomplete data points while simultaneously reducing the impact of imputed, ini-
tially missing feature values on the predicted outcome.

5  Conclusion

This study presents innovative Federated Learning approaches, F-FSVRG and 
M-FSVRGS, designed to address fragmented and missing data robustly. The new 
approaches are modifications based on the Federated Stochastic Variance Reduced 
Gradient (FSVRG) algorithm initially proposed by Konečný et al. (2016). Compared 
to FSVRG, our proposed M-FSVRGS algorithm offers the advantage of not being 
limited to using a fixed value of zero as the imputation parameter (FSVRG). Instead, 
M-FSVRGS allows for imputing missing values with a parameter ϵ , which can dif-
fer from zero. Furthermore, our approach enables feature-specific imputation by uti-
lizing descriptive statistics such as the mean, as well as the first and third quartiles, 
for the respective numerical features. This means that not all missing values across 
features need to be replaced with the same imputation value. Additionally, the use of 
the indicator function allows us to reduce the impact of imputed values by excluding 
originally missing observations from gradient and parameter updates. We assess the 
performance of F-FSVRG and M-FSVRGS in decision-making in hospitals through 
a computational study employing real-world healthcare datasets. Especially with a 
flexible imputation parameter and a high proportion of missing values, M-FSVRG 
demonstrates significantly higher accuracies. This behavior is independent of data-
set size and structure. In conclusion, we illustrate how addressing the simultaneous 
challenges of fragmented and missing data not only facilitates the integration of AI 
approaches in hospitals but also fosters sustainable enhancements in processes and 
operations within the healthcare sector.

The findings of our study guide future research avenues. The impact of initially 
missing observations could not be fully eliminated. To further reduce this impact, 
the explicit consideration of sparsity patterns in the data could be combined with the 
concept of regularization for the purpose of controlling the impact of rarely occurring 
features. Accordingly, modified local loss functions could be defined such that the 
penalizing effect of the regularization term on the feature parameters is larger for fea-
tures with a higher number of missing data points. Furthermore, future research might 
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consider further dataset structures that substantially differ from the data structures 
associated with the use cases considered in this work, that is, COVID-19 diagnosis 
and ICU treatment. These differences might be, for example, differently scaled data 
which enforces different scaling methods and therefore results in different impacts 
of imputation values on the performance of algorithms. In terms of the imputation 
parameter, a further research avenue could involve investigating datasets that do not 
end up being scaled to value ranges close to zero (as is the case with robust scaling in 
this work), where imputing zeros might result in much worse outcomes compared to 
using non-zero imputation values. In addition, simulation studies and mathematical 
modelling techniques could be applied to quantify the effect of the application of our 
new approaches for specific use cases and decision-making processes in hospitals. 
Finally, it should be noted that, for the COVID-19 diagnosis dataset, the limited size 
of the dataset did not allow us to statistically demonstrate significant superiority of 
M-FSVRGS, as we could for the ICU dataset. This limitation should be considered 
when generalizing our findings.

Moreover, the proposed FL methodology could be extended to other sectors where 
privacy-preserving, decentralized learning is crucial. Potential applications include 
industrial engineering, for defect detection and energy demand prediction (Hu et al. 
2018; Saputra et al. 2019); autonomous vehicles, for real-time decision making and 
data fusion (Elbir et al. 2022; Pokhrel and Choi 2020); mobile devices and IoT sys-
tems, for behavior prediction and secure resource allocation (Aïvodji et al. 2019; Yu 
et al. 2020; Wang et al. 2019); as well as finance, for fraud detection and secure multi-
party analysis (Yang et al. 2019a, b). Highlighting these possibilities demonstrates 
the broader relevance of our approach and encourages future research in diverse 
application domains.

Appendix

Appendix 1: Machine learning concept

The idea behind ML is to transfer the ability of learning associated with human intelli-
gence to computational algorithms (Goodfellow et al. 2016), enabling them to extract 
patterns experimentally and automatically from data (Bini 2018; Naylor 2018). These 
algorithms rely on multidimensional input data that is usually large in scale and is 
processed based on an underlying model consisting of a set of model parameters in 
order to generate an output, e.g., prediction or classification results. The process of 
generating the model, i.e., determining the model parameters, is called the training 
process, and the data used for this is correspondingly referred to as training data (He 
et al. 2020a, b). Therefore, the model parameters are iteratively modified using a 
training algorithm such that the performance of the selected ML model is continu-
ously improved. This performance is measured, for example, by the accuracy of the 
prediction results or the generalizability (Liu et al. 2022).
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Throughout this work, we focus on  supervised learning problems, namely binary 
classification problems with the COVID-19 diagnosis and ICU treatment after elec-
tive surgery of patients as use cases. Therefore, the classification tasks consist in clas-
sifying patients into those with(out) COVID-19 and those (not) requiring intensive 
care treatment after elective surgery based on laboratory parameters and other patient 
characteristics. The patients i = 1, . . . , n are therefore the objects of observation 
and the corresponding laboratory parameters as well as other patient characteristics 
are referred to as features or inputs xi = (xi1, xi2, . . . , xim) with m denoting the 
number of features. An enumeration and description of the features j = 1, . . . , m 
underlying the classification problems are given in Sect. 4. Furthermore, each patient 
i is known to belong to one of the two classes, COVID-19-positive (ICU treatment 
after elective surgery) or COVID-19-negative (no ICU treatment after elective sur-
gery). This categorization is represented by the binary target variable yi, which is 
also referred to as the output variable:

	
yi =

{
1, if patient i is diagnosed as COVID - 19 - positive/ treated on the ICU
0, if patient i is diagnosed as COVID - 19 - negative/not treated on the ICU.

Hence, the available data set is given by the set of input-output pairs {xi, yi}n
i=1 

with (xi, yi) representing one sample associated with a particular patient i. Further-
more, the outputs y = (y1, . . . , yn)T  as well as the features X = (x1, . . . , xn)T  of 
all observations, i.e., all patients, can be summarized using vector and matrix nota-
tion, respectively (Hastie et al. 2009). A model commonly used for classification 
tasks, such as the COVID-19 diagnosis of patients, is the Logistic Regression (LR) 
model (Feng et al. 2014) which is based on the following hypothesis:

	
hω (xi) = P (yi = 1|xi) = 1

1 + e−ωT xi
,

with the ωT = (ω0, ω1, ω2, . . . , ωm) representing the vector of weights 
indicating the impact of the features on the output. Note that the bias parameter 
ω0 is introduced to account for any fixed offset in the data. In this regard, from 
a mathematical point of view, it is convenient to introduce an auxiliary feature 
xi0 = 1 ∀ i = 1, . . . , n, which corresponds with the bias (Bishop 2006; Hastie et 
al. 2009; Joshi 2020). The hypothesis specifies the probability that patient i belongs 
to the class of patients diagnosed as COVID-19 positive / treated on the ICU, i.e., 
yi = 1, given the information xi on this patient. Therefore, patient i is predicted to 
be COVID-19-positive / treated on the ICU ( ŷi = 1) if the corresponding probability 
hω (xi) is at least 50%, which is equivalent to ωT xi ≥ 0, otherwise the patient is 
predicted to be COVID-19-negative / not to be treated on the ICU ( ŷi = 0) (Géron 
2019). Relying on the specified LR model, the loss function f (ω) = 1

n

∑n
i=1 fi (ω), 

which is used to measure the accuracy of the predicted probabilities hω (xi), can be 
specified based on individual, patient-specific losses fi:
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fi (ω) = − [yilog (hω (xi)) + (1 − yi) log (1 − hω (xi))] +


 λ

2n

m∑
j=1

ω2
j


 .

Equation (2.3) denotes the regularized binary cross-entropy loss (Ho and Wookey 
2020) for patient i with λ

2n

∑m
j=1 ω2

j  representing the regularization term, which is 
used to prevent overfitting and hence to ensure the generalizability of the ML model. 
Accordingly, to determine the optimal parameters ω∗ = argmin

ω
f (ω), the result-

ing optimization problem is to minimize the loss function f (ω) (Algamal and Lee 
2015):

	
min

ω∈ Rd
f (ω) with f (ω) = 1

n

n∑
i=1

fi (ω) .

Note that d represents the number of parameters, including the bias ω0, so 
d = m + 1 holds (Konečný et al. 2016).

Appendix 2: Overview of federated learning algorithms

See Table 8.

Table 8  Centralized aggregation algorithms based on Liu et al. (2022)
Algorithm name References
Adaptive personalized Federated Learning (APFL) Deng et al. (2020)
Attentive Federated Aggregation (FedAttOpt) Jiang et al. (2020)
Federated Averaging (FA) McMahan et al. (2017)
Federated Learning with added proximal term (FedProx) Li et al. (2020b)
Federated Learning with Personalization Layers (FedPer) Arivazhagan et al. (2019)
Federated Matched Averaging (FedMA) Wang et al. (2020a, b)
Federated Multiple Gradient Descent Algorithm (FedMGDA+) Hu et al. (2022)
Federated Stochastic Block Coordinate Descent (FedBCD) Liu et al. (2019b)
Federated Stochastic Variance Reduced Gradient (FSVRG) Konečný et al. (2016)
Personalized Federated Learning using Moreau Envelope (pFedMe) Dinh et al. (2020)
Stochastic Agnostic Federated Learning (SAFL) Mohri et al. (2019)
Stochastic Controlled Averaging for Federated Learning (SCAFFOLD) Karimireddy et al. (2020)

The current state-of-the-art algorithm for implementing a FL system is FA 
(Nguyen et al. 2021) introduced by Google. FA relies on a centralized server that 
aggregates multiple local ML models from local clients by averaging, i.e., by taking 
a weighted sum of the respective local model parameters. The aggregated parameters 
then compose a global model, which is redistributed to the clients via the server, and 
the training process continues iteratively. However, while FA represents a straight-
forward technique for implementing a FL system (Liu et al. 2022), Li et al. (2020a) 
state that FA can lead to biased results under certain conditions, such as when dealing 
with heterogenous data. Accordingly, other concepts such as FedBCD have recently 
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been introduced to address limitations associated with FA. Specifically, the FedBCD 
approach focuses on the communication effort among the clients, i.e., the number 
of federated rounds, as a bottleneck of the collaborative training process (Li et al. 
2020a).

The purpose of FedBCD is to reduce the number of federated rounds, by per-
forming multiple local updates of local model parameters prior to communication 
between the clients and the centralized server, i.e., prior to the aggregation step (Liu 
et al. 2022). Another approach that also focuses on communication efficiency, similar 
to FedBCD, is provided by FSVRG.

Moreover, FSVRG also addresses the problem of heterogeneous data by reducing 
the variance associated with the estimation of gradients (Konečný et al. 2016). As 
already indicated, another challenge that arises with FL problems is the heterogeneity 
inherent in federated systems of multiple clients collaborating with each other, distin-
guishing between statistical heterogeneity and system heterogeneity. While statistical 
heterogeneity represents the situation of data being non-identically distributed across 
the clients, system heterogeneity refers to the substantially differing characteristics 
among the systems of the devices used by the clients. More precisely, system het-
erogeneity appears when the clients have to face different resource constraints with 
regard to their devices, such as different hardware, network connections, or battery 
levels. One approach to deal with heterogeneity is given by FedProx, which can be 
seen as both a generalization and a reparameterization of FA that enables the clients 
to contribute a variable amount of local work to the collaboration, i.e., running a dif-
ferent number of local iterations (Li et al. 2020b). Besides, there is another approach 
that addresses heterogeneity, SCAFFOLD, where statistical heterogeneity is tackled 
and in addition, similar to FedBCD, the communication effort is also reduced. For 
reducing the variance between clients, which is also referred to as client drift result-
ing from the non-identically distributed data across clients, control variables are used 
in SCAFFOLD to counteract the client drift (Karimireddy et al. 2020). For complete-
ness, it is worth mentioning that with APFL, FedPer, and pFedMe, further concepts 
are available that focus on tackling statistical heterogeneity (Liu et al. 2022).

In addition to reducing the communication effort and dealing with heterogeneity, 
the fairness among the collaborating clients is also an important aspect in FL, which 
is addressed via SAFL and FedMGDA+. In general, fairness can be understood as the 
possibility to equally consider the distribution of data among the collaborating clients 
without irrelevant factors being involved (Liu et al. 2022). Taking this understanding 
of fairness even further, the entitlement of a client to a collaboratively trained model 
can be determined based on the contribution to the collaborative training process in 
terms of data provided by the respective client. Using this FL system, as opposed to 
the common FL paradigm where each client receives the same final model regardless 
its contribution, each client is provided with a different version of the final global 
model, which depends on its individual contribution (Lyu et al. 2020b). Another 
interpretation of fairness is provided by Li et al. (2019), where fairness is defined as 
uniformity with respect to the performance, i.e., a FL system that achieves an even 
distribution of the performance across the clients. Similar to the interpretation of fair-
ness according to Li et al. (2019), Jiang et al. (2020) propose FedAttOpt, an approach 
that uses a so-called attention-augmented mechanism aiming to generate as much 
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benefit as possible for all collaborating clients. A more detailed discussion of these 
fairness concepts is beyond the scope of this work, so the reader is referred to Lyu et 
al. (2020b); Li et al. (2019); Jiang et al. (2020), respectively.

So far, it is assumed that the listed FL concepts can be generally applied to any ML 
model and are not exclusively designed for a particular type of model, such as neural 
networks (NNs). However, for the latter, including convolutional NNs (CNNs), an 
approach called FedMA exists that explicitly exploits the architecture of NNs to fit 
a collaboratively trained model in a layer-wise manner. As indicated, these models 
consist of so-called hidden layers, each composed of hidden elements. With FedMA, 
those hidden elements of different local networks that are similar to each other are 
matched and averaged (Wang et al. 2020a, b).

Appendix 3: Description of algorithm 3

At first, a pre-nested computation of the global gradient using a central server is 
necessary. Since it is assumed that the clients only use local data and do not make 
this data available for other clients, the clients first compute their local gradients 
∇ F1

(∼
ω

)
, . . . , ∇ FK

(∼
ω

)
, which are then sent to a centralized server for aggrega-

tion (Algorithm 3, line 5). The aggregated global gradient ∇ f
(∼

ω
)

 is then distrib-
uted to all local clients and used as part of local updates, where each local client k 
individually carries out SVRG-updates of the parameter vector (Algorithm 3, lines 
6–11).

Finally, the server is also used for aggregating the local results ω1
q, . . . , ωK

q  
obtained from the last stochastic update steps q = n1, . . . , nK  by weighting them 
according to the respective different local data sizes (Algorithm 3, line 13). Thereby, 
the diagonal matrix A is used to assign a higher weight to the scarce information of 
features available at only a few clients than to the information of a feature occurring 
at more clients, according to the degree of information scarcity captured by aj . In 
other words, the scarcer the availability of a particular feature, the more valuable the 
associated information is compared to features that are available to a less limited 
extent. Another aspect that can be attributed to the sparsity patterns in the data, is 
the use of another diagonal matrix, Sk, during the stochastic update step (Algorithm 
3, line 10). This serves the purpose of balancing the contribution of those features, 
which are unequally distributed among the clients, to the stochastic gradient compu-
tation. This is necessary as sampling a non-missing observation of a feature (Algo-
rithm 3, line 8), which mainly occurs at a specific client k, is much more likely for 
this client k than for those clients who lack non-missing observations of that feature. 
This may cause the FSVRG algorithm failing to converge and diverging instead. To 
avoid this, the local stochastic gradients used for the approximation of ∇ f

(∼
ω

)
 

must be scaled on a per-feature basis such that these approximations are of the same 
order of magnitude.
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