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The 7th KuVS Fachgesprach on Machine Learning in Networking (MaleNe, https://www.uni-
augsburg.de/de/malene2026/) was a successful event held over two half-days at the University of
Augsburg on March 19 and 20, 2026. As the 7th edition of the MalLeNe workshop series, it continued
the established tradition of KuVS workshops in this field. The event was organized by the workshop co-
chairs Michael Seufert (University of Augsburg, Germany), Andreas Blenk (Siemens AG, Germany) and
Bjorn Richerzhagen (Siemens AG, Germany). In total, 13 full papers were accepted.

On the first day of the workshop, the co-chairs welcomed 36 registered participants. The workshop
started with an industry keynote given by Dr. Andreas Mader (Nokia, Germany) on “Al for 6G and Al
for Standards — a transformation journey”. He discussed the role of Al as a key enabler for upcoming
6G networks, particularly in the context of evolving standardization processes. Furthermore, he
reflected on how development cycles in mobile communications and machine learning are converging,
highlighting the need to better align innovation speed with standardization efforts.

Afterwards, the first technical session on security and intrusion detection began. Xenia Wagner
(ipoque, Germany) introduced SPARTAN, a persona-driven dataset for improving loT-based APT
detection in smart homes. Marleen Sichermann (University of Wuerzburg, Germany) presented ML-
based intrusion detection methods tailored for IPFIX networks. Johannes Schleicher (University of
Augsburg, Germany) talked about active learning for open-set intrusion detection to identify
previously unseen attacks. Hannes Schwanzer (RheinMain University of Applied Sciences, Germany)
presented Bayesian packet header synthesis with expert-based authenticity evaluation.

After a coffee break, the second session started, focusing on learning-based routing and congestion
control. Ahmed Nader al-Dulaimy (University of Koblenz, Germany) presented a machine learning-
based approach for predicting optimal parent nodes in software-defined wireless sensor networks to
improve routing efficiency. Furthermore, Musab Ahmed (Hamburg University of Technology,
Germany) introduced a learning-based method for making local routing decisions in sparse
aeronautical communication networks to enhance connectivity under challenging conditions. Andreas
Boltres (Karlsruhe Institute of Technology, Germany) explored how neural networks can generate
latent embeddings to support telemetry-aware greedy routing, enabling more informed forwarding
decisions. Michael Konig (Karlsruhe Institute of Technology, Germany) presented a method for
generalizing coordinated congestion control across multiple flows and network topologies.

The second day began with a keynote titled “Industrial Al Today. Autonomous Industry Tomorrow.”
delivered by Dr. Andreas Blenk (Siemens AG, Germany). The talk highlighted current trends in industrial
Al, including automation, digitalization, and future research directions toward autonomous systems.

Following this, the third technical session on Al for network management took place. Zineddine
Bettouche (Deggendorf Institute of Technology, Germany) presented a spatial PDE-aware selective
state-space model with nested memory for mobile traffic grid forecasting. Ibrahima Ndiaye (Otto von
Guericke University Magdeburg, Germany) introduced a proactive load balancing approach for lloT
gateways using federated learning. Jonas Wessner (Ulm University, Germany) explored how large
language models can be leveraged to automate network access control.

After a coffee break, the fourth session focused on systems, platforms, and digital twins. Johannes
Spath (Technical University of Munich, Germany) presented a high-fidelity virtualized digital twin
system designed to emulate ISP core networks with high accuracy. Sebastian Hauschild (University of
Luebeck, Germany) introduced a portable loT platform for experimental cadaverine measurements.


https://www.uni-augsburg.de/de/malene2026/
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The workshop co-chairs concluded the day with a brief summary and expressed their gratitude to all
speakers and participants for the engaging and productive discussions. As the workshop once again
demonstrated its ability to foster active collaboration within the research community, a future edition
is already being considered.

We also sincerely thank all authors, reviewers, attendees, and local organizers for their valuable
contributions to the success of the workshop.
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Abstract—The proliferation of smart-home devices has in-
creased security challenges, with advanced persistent threats
being difficult to detect due to the complexity of user interactions
and device behaviors. This paper introduces SPARTAN (Smart-
home Persona-driven Attack Recognition and Trace Analysis
Network), a dataset designed to simulate realistic household
activities combined with APT attack scenarios. Using persona-
driven schedules and an automated system that orchestrates real-
istic smart-device interactions, we generate diverse benign traffic
and inject APT phases, such as reconnaissance and exfiltration,
into the network. SPARTAN offers realistic, structured, and
parametrizable datasets with synchronized labels for evaluating
machine learning-based APT detection methods.

Index Terms—Smart Home, APT detection, Dataset.

I. INTRODUCTION

Smart-home deployments are expanding rapidly [1], inte-
grating sensors, actuators, and data-intensive smart devices
into domestic networks. Smart devices offer convenience and
automation, but they also broaden the attack surface and
complicate security monitoring. As a result, smart devices
are increasingly targeted and compromised, contributing to
the continued growth of botnets such as Aisuru [2] and
Kimwolf [3]. At the same time, smart-home network traffic is
closely tied to human activity and user interaction patterns [4,
5], distinguishing it from traditional network environments.

Detecting attacks on smart devices is challenging because
diverse household factors—including varying user interac-
tions, number of residents, automation routines, and firmware
updates—introduce significant variability and noise into ob-
served behavior. Moreover, smart-home devices are typically
closed platforms with limited internal observability. As a
result, network-based anomaly detection approaches, such as
machine-learning—driven Network Intrusion Detection Sys-
tems (NIDS), are an attractive solution [6].

Because smart-home network traffic is shaped by diverse
and evolving user interaction patterns, early attack activities
such as probing, credential abuse, or lateral movement often
blend into legitimate behavior generated by normal device
usage or routine maintenance. Effective defenses therefore
needs to distinguish benign usage from attacks and ideally
identify threats before full device compromise occurs. Improv-
ing network-based detection methods requires high-quality
training data and datasets that reflect both realistic smart-home
usage and systematic attacker behavior. However, existing
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ipoque, a Rohde & Schwarz company, Leipzig, Germany
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smart-home and IoT security datasets often fail the complexity
of advanced persistent threats (APTs) by labeling individual
attack phases at a high level and lack realistic benign traffic
generated by multiple distinct users [7, 8, 9].

To address this gap, we propose SPARTAN (Smart-home
Persona-driven Attack Recognition and Trace Analysis Net-
work), a novel persona-driven dataset for smart-home security
that combines realistic household behavior with comprehen-
sive attack scenarios. We simulate activity schedules from
diverse household personas and orchestrate them using the Test
and Training Data Automation System (TTDAS). TTDAS is an
internal Rohde & Schwarz platform for executing automation
scripts over original smartphone apps on Android and iOS
devices. This provides the ground truth for benign network be-
havior. Attack patterns, modeled on all APT stages (reconnais-
sance, initial access, persistence, lateral movement, command-
and-control, collection/exfiltration), are then injected into the
network traffic at configurable times and intensities, ensuring
both realism and flexibility.

Our dataset is designed to be (1) realistic, incorporating
diverse user activity and devices; (2) structured, labels for both
benign and malicious traffic; and (3) parametrizable, enabling
the introduction of variability in household device mix, usage
patterns, and attack scenarios. By combining diverse personas
with complete attack lifecycles, we generate synchronized
labels for physical activities (e.g., household tasks and daily
routines) and corresponding network traffic, enabling fine-
grained evaluation of APT detection techniques.

II. RELATED WORK

There is a large variety of IoT-security datasets: Alex et
al. review 44 IoT security datasets [7] in their survey, De
Keersmaeker et al. list 74 datasets [8], and Kaur et al. review
14 datasets [9]. The three surveys show that across datasets,
coverage is dominated by botnets/malware, volumetric at-
tacks (DoS/DDoS), reconnaissance/scanning, brute force, and
MITM [8, 9]. At the same time, recurring gaps include rapid
device obsolescence, limited realism, poor coverage of IoT-
specific protocols, evolving attack trends, and uneven docu-
mentation and labeling/ground truth [7, 8, 9]. These problems
mirror general NIDS dataset limitations regarding labeling
quality, bias, and suitability for specific use cases [9, 10].
Representative datasets include Neto et al. CICIoT2023 [11]



< AOL
> £ @]
R\ \ . App 1 v
34—,&%4_.@ e {g}
Cloud Server ~ Internet Gateway Access Point / QO “ TTADAS
f AN o I App n :
N X @ _ T
—— Network D
IR - NS . 080
""""" Control
Attacker SPARTAN-Dataset Personas

Fig. 1. Overview of the technical workflow used for smart-home traffic generation, attack execution, and dataset collection.

Koroniotis et al. Bot-IoT [12] by , Alsaedi et al. TON_IoT [13]
, Ferrag et al. Edge-IloTset [14], Garcia et al. loT-23 [15],
Meidan et al. N-BaloT [16], and Mirsky et al. Kitsune [17].
These gaps motivate our persona-driven, parametrizable smart-
home dataset with activity-aligned labels and APT annotations.

III. OUR APPROACH
A. Smart-Home Testbed and Device Diversity

Figure 1 shows our smart-home testbed. All smart devices
are are controlled through a dedicated smartphone running the
respective control applications. The access point is connected
to the internet through a gateway, providing access to their
manufacturers cloud services. Device control and automation
are realized using TTDAS, which enables centralized and
repeatable execution of predefined interaction sequences. Ma-
licious traffic is injected by an attacker node located outside
the test LAN, while all network traffic is tapped between the
gateway and the access point using a ProfiShark 1G device.

Our smart-home environment comprises devices with di-
verse functional roles and communication characteristics, in-
cluding sensing devices (e.g., temperature monitors, glass-
break sensors, and water-level detectors), high-bandwidth
multimedia devices (e.g., security cameras, smart speakers,
and smart doorbells), and actuating control devices (e.g.,
heating thermostats and smart air-conditioning units). This
diversity yields a wide range of network behaviors from low-
rate telemetry and event-triggered messages to continuous
data-streaming traffic, generated by both single-purpose and
multi-functional smart devices.

B. Persona-Driven Benign Usage Patterns

A major difficulty in smart-home security is that home
activities have an impact on network traffic. We address this
challenge by modeling household behavior through personas.
Each persona corresponds to a distinct type of occupant and is
characterized by a daily routine and a set of associated smart-
device actions. Those are expressed as activity schedules that
map time-of-day to device interactions. To generate realistic
long-term behavior, we employ large language models (LLMs)
to synthesize multi-week schedules that incorporate variations
(e.g., weekend-vs-weekday shifts, occasional deviations) [18].
These schedules are executed automatically using TTDAS.
This approach enables repeatable simulation of diverse benign
usage patterns across all devices.

C. APT Attack Scenarios

We generate APT-style attacks that can be injected into
ongoing benign activity and span the full attack lifecycle,
following the attack stages defined by the MITRE ATT&CK
framework [19]. In addition to classical external attacker
behavior, our setup also supports attacks originating from com-
promised IoT devices (e.g., Mirai-derivative botnet behavior
observed in the wild). Our framework integrates attacks via:

o Phase-level modeling: APT progressions from all APT

stages to enable flow-level attack labels.

« Temporal variability: attacks can be injected at different

times/in proximity to benign activities to increase realism.

« Intensity variability: parameterized aggressiveness (e.g.,

scan rate, retry frequency, exfil volume) to model stealthy
threshold-evasion behavior.

D. Labeling the Dataset

We record network traces as PCAP and store annotations
in a time-aligned activity log, and we export a lightweight,
analysis-ready table of per-packet ML statistical derived fea-
tures with the corresponding labels. For multi-modal learning
we also capture device logs from the gateway and access
point. Following best practice [20], we also document dataset
collection, composition, and use.

Benign annotations. Persona schedules serve as ground
truth for benign behavior, enabling labeling of network inter-
vals and events with the underlying user and device activity.
We introduce controlled randomness (e.g., timing jitter and
optional actions) to increase realism while preserving repro-
ducibility via logged seeds.

Attack annotations. Attack execution produces time-
aligned labels indicating attack presence and the corresponding
attack phase. This supports evaluations such as phase-aware
classification and early-warning performance.

IV. CONCLUSION

We present SPARTAN, a generator for persona-driven
smart-home network traces and cyber-physical attacks. SPAR-
TAN supports (a) training and evaluation of anomaly detection
and sequence models for smart-home APT detection, (b)
robustness testing under benign variability and vendor-driven
background traffic, and (c) comparative feature sets (flows vs.
packets) and model classes. It could also be applied to privacy
attacks, e.g., tracking or activity recognition.
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I. INTRODUCTION

Network Intrusion Detection Systems (NIDSs) are essential
for defending computer networks against the rising complex-
ity and frequency of cyberattacks. Recently, much research
has focused on applying machine learning (ML) to improve
NIDSs [1]. Many approaches have been proposed in the
literature, yet are rarely deployed in real-world environments,
highlighting a gap between research and practical implemen-
tation. A major contributing factor is feature engineering: (i)
Many works neglect to evaluate the availability of features in
real-world deployments, and (ii) authors often omit detailed
feature descriptions and instead only mention the used dataset.
It is therefore often unclear whether studies rely on packet
or flow-level features. Although packet-level features provide
detailed information, their availability in high-speed networks
is limited by computational and resource demands. Another
problem is that studies frequently utilize all available features
in a dataset without assessing their realism or practicality
for deployment in real-world environments. Therefore, best
practices recommend NetFlow or the IP Flow Information
Export (IPFIX) protocol, which has become the de facto
standard for high-speed networks [2].

However, the term NetFlow is often overloaded in literature
and used without precise specification: in some cases it refers
to Cisco’s proprietary flow export protocol, of which multiple
versions exist, along with various third-party implementations,
while in other cases it denotes the broader combination of
packet capture and flow aggregation that leverages such export
protocols [3]. However, we argue that deploying a model in
a real-world system, particularly in large enterprise networks,
requires careful consideration of the underlying flow export
technology and its limitations as well as the characteristics of
the network infrastructure. In this context, we aim to clarify
the concepts behind NetFlow/IPFIX and to investigate how
practical flow export constraints affect the performance of ML-
based intrusion detection systems.

II. PROBLEM DESCRIPTION

The resulting problem is that many ML approaches from the
literature are based on assumptions that do not hold in practice,
or when operating under the limitations of operational, large-
scale deployments. This has been discussed in multiple related
works, such as [2], [4]-[6], and poses the question, how

experiments need to be designed to enable the development
of ML solutions that alleviate this issue.

First, to design experiments that transfer well to real-world
systems we must carefully select the datasets and models used
during the development of ML solutions. Public datasets are
often synthetic and thus imperfect, yet they remain essential
for NIDS research as they provide the only available labeled
data [2]. Many datasets are distributed as packet captures
(PCAPs), allowing conversion into various flow formats [7]-
[9]. To further ensure generalization to real-world conditions,
rigorous cross-dataset evaluation (e.g. training on one dataset
and testing on another) can be applied [10].

Second, the lack of standardized IPFIX and NetFlow im-
plementations across hardware hinders the development of
generalizable ML-based solutions. While industry standards
exist, vendor-specific “dialects” and inconsistent feature sup-
port produce heterogeneous datasets. For example, critical
telemetry like packet inter-arrival times or TCP flags may be
exported by high-end switches but omitted by edge routers.
This fragmentation forces ML models to either use a “lowest
common denominator” feature set and losing the granularity
needed to detect sophisticated attacks, or employ complex
normalization layers. Consequently, models often face signifi-
cant feature drift and performance degradation in multi-vendor
environments, undermining NIDS scalability and reliability.

Several studies have explored IPFIX-centric feature engi-
neering. The authors of [11] investigated how certain features
can be calculated from IPFIX records. In [1] Sarhan et al. used
nProbe to convert public datasets into NetFlow format. While
this constitutes an initial step, possible constraints of flow
export devices were not considered. These works show that,
while progress is being made, significant challenges remain.

III. MODERN DAY FLOW EXPORT TECHNOLOGIES

Flow monitoring enables scalable network traffic analysis by
summarizing communication behavior in the dataplane rather
than exporting individual packets. Thereby, traffic at an obser-
vation point (e.g. a switch or router) is aggregated into records
based on shared properties (key fields) and subsequently
exported. Early approaches lacked a common export standard
until Cisco’s NetFlow v5 achieved widespread use, followed
by the more flexible NetFlow v9 [12]. While other vendors
developed similar mechanisms, the Internet Engineering Task
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Force (IETF) eventually standardized IPFIX based on Net-
Flow v9 [13]. Although IPFIX extends v9’s capabilities and
shares its principles, they remain mutually incompatible [3].
Consequently, this discussion focuses primarily on IPFIX.

Application of IPFIX generally involves packet observation,
flow metering and export, and data collection. Multiple of
these stages are often consolidated into routers, switches, or
dedicated probes. During metering, packets are aggregated into
flows structured by Information Elements (IEs). While the In-
ternet Assigned Numbers Authority (IANA) standardizes com-
mon IEs, custom enterprise-specific elements can capture data
across Layers 2—7. For instance, Layer 7 IEs can utilize deep
packet inspection for application-level insights, and IEs like
ipPayloadPacketSection can even reference payload
segments. The specific IEs collected depend on the exporter’s
implementation and configuration. These are communicated
via templates defining the structure of subsequent data records.

The flow cache manages active flows by categorizing IEs
into key and non-key fields. Upon packet arrival, the system
identifies a match using key fields. If found, it updates non-key
fields (e.g., byte counters). Otherwise, it initializes a new entry.
While flows are inherently unidirectional, specialized cache
support enables bidirectional tracking [3]. Though, bidirec-
tional flows should not be assumed, as unidirectional reporting
may be required to prevent duplicate records in specific
environments, such as heterogeneous cloud architectures [14],
and symmetric routing is often not guaranteed.

Flow cache sizing depends on available memory, expected
flow volume, IE count, and expiration policies. While IPFIX
does not mandate exact intervals, it recommends several
expiration triggers [3]. Active timers periodically export long-
lived flows to ensure regular updates, while inactive timers
expire flows after a period of silence. Resource constraints or
cache saturation can trigger emergency exports as well. Some
implementations use protocol-specific triggers, e.g., TCP flags.
Crucially, active and inactive timer configurations directly
affect cache occupancy, CPU load, and total export volume.

Flow exporters range from fully software-based implemen-
tations, offering flexibility and affordability, to fully hardware-
based solutions like Application Specific Integrated Circuits
(ASICs), providing higher throughput at the cost of adaptabil-
ity. Specialized Network Processing Units (NPUs) and config-
urable ASICs represent a middle ground. Exporter throughput
is typically specified by vendors in Gbit/s. However, provided
figures often assume high cache hit rates and minimal IE

Proposed workflow for evaluating IPFIX-centric NIDS and real-world constraints.

counts. Actual performance decreases as the volume or com-
plexity of IEs increases. Consequently, both quantity and type
of IEs must be evaluated, especially for older or hardware-
based exporters that support restricted IE sets and may ex-
hibit varying measurement accuracy [3]. This has important
implications for feature engineering, since the availability and
reliability of IEs determine which features can be computed.

IV. RESEARCH APPROACH

From the previous sections, it becomes clear that feature se-
lection must be aligned with the capabilities of real-world flow
export systems. In particular, hardware-based devices support
only a limited number of IEs, and high traffic throughput
further constrains the ability of collecting additional IEs. To
investigate this issue, we present our research approach, with
the workflow illustrated in Fig. 1. We plan on converting PCAP
datasets into IPFIX format, after which extracted IEs are trans-
formed or encoded into ML features. During preprocessing,
the data is temporally split to prevent leakage, or cross-dataset
testing can be used instead.

We plan to investigate how IE collectability affects IDS
performance by training and comparing ML models using
different IE sets. This helps establishing guidelines on the most
important IEs, considering both detection utility and practical
feasibility. Different IEs may matter for detecting specific
attack types, and bidirectional flows could provide additional
context but increase collection overhead. Flow expiration
policies should also be considered, as they influence which
traffic patterns are captured and can impact IDS effectiveness.
This supports enterprises in choosing which IEs to enable and
picking devices accordingly.

Finally, we will examine the current device landscape to
understand which flow export features and IEs are realis-
tically available. This knowledge will inform guidelines on
the features and limitations scientists can expect in typical
deployment scenarios. Thus, our aim is to translate research
into practice and practical constraints back into research.
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Abstract—Machine Learning (ML) based Network Intrusion
Detection Systems (NIDS) often face challenges due to the scarcity
of labeled data. Active Learning (AL) can reduce the labeling
effort by focusing on uncertain instances. However, traditional
AL methods face limitations in open-set scenarios, where the
main challenge lies in identifying novel or previously unseen
attack types, rather than simply resolving uncertainty among
known classes. This paper highlights the possible improvement
of intrusion detection systems through the integration of novelty
detection techniques into open-set AL to minimize the manual
annotation effort. We propose an approach that initially trains
a system from scratch using only benign traffic to establish a
baseline. It then employs a zero-knowledge learning strategy
to incrementally update the NIDS with expert-verified labels
for both malicious and benign traffic, enabling adaptation to
concept drift as well as newly emerging attack types. Experiments
on the CIC-IDS2017 dataset show that novelty detection and
in particular AL effectively supports the identification of novel
attacks with minimal input from an oracle.

Index Terms—NIDS, Zero-Knowledge, AL, CIC-IDS2017.

I. INTRODUCTION

Modern networks form the backbone of critical infrastructure.
As these systems grow in complexity and importance, they
become increasingly attractive targets for cyberattacks [1].
With the rapid growth of network traffic and more complex
attacks, traditional rule-based Network Intrusion Detection
Systems (NIDS) struggle to keep up. Their reliance on prede-
fined signatures often limits their ability to detect complex or
novel threats. To address this, Machine Learning (ML)-based
NIDS have emerged, enabling the discovery of new patterns
and correlations from large volumes of labeled traffic [2].

As traffic evolves, models trained on outdated data lose effec-
tiveness, a phenomenon known as concept drift [3]. However,
in dynamic open-set environments, previously unseen traffic
can appear at any time. While closed-set NIDS, highlighted in
blue in Figure 1, accurately classify benign traffic and known
attacks, they often fail to detect unknown threats.

In this paper, we propose using Active Learning (AL) to
address the challenge of detecting unknown attacks while
adapting to concept drift, as illustrated in the green section of
Figure 1. Unlike traditional retraining, AL can quickly identify
informative samples through specialized ML models, which
can then be labeled by an oracle. Nevertheless, as noted by
Dietz et al. [4], the resulting administrative load can still be
overwhelming and thus prohibitive.
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Fig. 1. NIDS functionality and performance with and without AL for benign
traffic, known/unknown attacks, and admin load

II. BACKGROUND & RELATED WORK

As shown in Figure 1, the NIDS (blue) monitors network
traffic and classifies it using a dedicated module. Integrating
AL (green) allows the classifier to improve by selective expert
labeling. Its output can either alert network administrators to
suspicious activity or feed a Network Intrusion Prevention
Systems (NIPS) for active mitigation. In both cases, achieving
high recall and precision is essential to reliably detect attacks
while maintaining normal network operation [5].

Labeling all network traffic is infeasible due to its sheer
volume. Instead, leveraging knowledge from a small set of
labeled samples allows systems to identify uncertain or novel
traffic [6], [7]. Previous work shows that labeling only a small
subset can already yield substantial improvements in detection
performance [8]. However, effective AL requires more than
selecting the most anomalous samples. As emphasized by
Dietz et al. [4], an effective query strategy is crucial to capture
informative samples without overloading human operators.
Traditional closed-set AL assumes all data belong to a fixed
set of known classes [9], [10], limiting its ability to detect
novel attacks. In practice, networks frequently face previously
unseen traffic (open-set), which often contains the most in-
formative samples and should thus be prioritized by novelty
detection techniques [11], [12], [13].

Beyond novelty, querying diverse samples, including benign
traffic, is essential to counter concept drift as normal traffic
also evolves, while maintaining a balance to avoid missing
genuinely suspicious activities [7], [14].



III. BENEFITS OF AL-BASED NIDS
A. System Description

Creating high-quality annotated datasets for every network
is impractical. We therefore propose a zero-knowledge AL-
based NIDS framework that first learns a baseline from a
short period of benign traffic. It then iteratively improves its
detection capabilities through AL by identifying and labeling
uncertain samples. This process enables the detection of both
known and novel threats, including zero-day attacks, without
the need of an extensive dataset.

As shown in Figure 1, network traffic is parsed into one-
second time slots and processed through two parallel pipelines.
One performs real-time closed-set classification for immediate
detection (blue), while the other stores samples in an unlabeled
pool for offline open-set AL (green). A novelty detection
module selects the most informative or anomalous samples
for expert labeling. The newly labeled samples can then be
incorporated with the already labeled ones to retrain both
the classification and novelty detection models. This zero-
knowledge approach allows the system to continuously adapt
without impacting the real-time performance.

As Random Forest classifier are widely used [8] and have
demonstrated strong performance due to their robustness and
ability to handle high-dimensional data [9], we decided to em-
ploy them for the classification throughout our investigations.

B. Real-Time Feature Set.

To support near real-time analysis, we implement a slotting
mechanism inspired by [15] that computes flow features for
all active flows every second. We extend the flow-level metrics
of Gray et al. [15], accepting higher computational costs [16],
[17] to improve robustness in open-set scenarios, where di-
verse indicators are needed to detect novel attacks.

We simulate real-time network traffic using the widely adopted
CIC-IDS2017 [18] dataset, which includes diverse attack sce-
narios. We replay raw PCAPs to generate one-second long
snapshots of active flows [15], providing a realistic and repeat-
able real-time classification. The corrected labels from [19]
provide an accurate ground truth for model evaluation.

C. Evaluation

To highlight the limitations of closed-set NIDS, we train an ini-
tial model using Monday’s benign traffic and 10% of the traffic
from Tuesday and Wednesday. This includes attacks such
as Patator, Denial of Service (DoS), and Heartbleed, while
others like Distributed Denial of Service (DDoS), Infiltration,
Portscan, and Web remain unseen, representing unknown
threats to the NIDS. For evaluation, the remaining 90% of the
traffic from Tuesday to Friday is further split, with 40% used to
evaluate the closed-set system and support novelty detection.
To simulate the AL loop, the flagged samples are incorporated
into retraining. The updated AL-based NIDS performance is
then evaluated on the remaining 60%. Table I summarizes
the results, with known classes in regular font and initially
unknown classes in italics. The closed-set Random Forest
classification detects known attacks with over 99% precision

TABLE I
PERFORMANCE EVALUATION OF CLOSED-SET, NOVELTY, AND AL NIDS

Class NIDS NIDS+Novelty NIDS+AL
P[%] R[%] P[%] R[%] P[%] RI[%]
Benign 86.14 99.99 91.49 98.72 99.34 99.99
SSH-Patator 100 99.89 100 99.89 100 99.89
FTP-Patator 100 99.83 100 99.83 100 99.88
Heartbleed 100 99.78 100 100 100 100
DoS 99.90 99.87 99.91 99.88 99.95 99.94
DDoS 0.00 0.00 100 85.33 100 99.93
Infiltration 0.00 0.00 0.01 0.01 99.96 85.70
Botnet 0.00 0.00 100 3.87 98.69 60.04
Portscan 0.00 0.00 0.01 0.01 99.95 99.42
Web 0.00 0.00 100 1.80 100 3.09

and recall, but achieves only about 86% precision on benign
traffic. Its 0% recall for unknown attacks underscores the
inherent limitation of closed-set classification.

To address this, we implement an One-Class Support Vector
Machine (OC-SVM) for novelty detection. As a proof of
concept, we flag the top 20% most uncertain samples as
malicious. This threshold ensures detection of at least one
instance of each unknown attack type, while only about 12%
of traffic is actually malicious.

As the results show, flagging 20% inevitably misclassifies
some benign flows, reducing recall to just under 99% and
potentially blocking thousands of legitimate connections. Nev-
ertheless, the novelty enhanced system can detect previously
unseen attacks. DDoS, Botnet, and Web are identified with
nearly 100% precision, though recall for Botnet and Web
remains below 5%. Detection of Portscan and Infiltration
remains marginal, with near-zero precision and recall.

To adapt to concept drift, uncertain samples can also be
incorporated into an AL loop, where they are sent to an oracle
for labeling instead of being directly blocked. The resulting
labels are then added to the training set to retrain both the
classifier and the OC-SVM novelty module. As shown in
Table I, this approach achieves the best overall performance.
All attack types reach roughly 99% precision, and recall rises
to at least 60%, except for Web. For benign traffic, recall
approaches 100%, while precision peaks at 99%.

Labeling the top 20% of uncertain samples captures all attack
types but involves thousands of flows, making it impractical
for a single administrator. This underscores the need for a
more efficient novelty detection strategy.

IV. CONCLUSION

Labeling data is costly, and existing NIDS datasets are scarce
and can quickly become outdated. Therefore, this paper in-
vestigates whether AL can enhance NIDS performance in an
open-set scenario by implementing a zero-knowledge learning
strategy. Our initial findings demonstrate that AL-based NIDS
outperform static, pretrained models by continuously refining
their detection capabilities. However, applying AL in open-set
environments also requires effective novelty detection methods
to keep the manual labeling efforts of network administrators
as low as possible.
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Abstract—While state-of-the-art synthetic network traffic gen-
eration relies on resource-intensive, byte-level autoregressive
models, their computational overhead poses a barrier to scala-
bility. This paper explores first steps towards a more efficient
model by utilizing Bayesian networks (BN) for packet-level
header synthesis, leveraging structural dependencies and domain
heuristics rather than raw byte sequences. Besides protocol com-
pliance checks and training data suitability (TSTR), we evaluate
generation approaches through a novel expert discrimination
test. Preliminary results show that, while BN-generated flows
currently exhibit lower fidelity than byte-level models, they
achieve high TCP protocol compliance and experts’ error is 53%
when discriminating real traffic from generated one.

Index Terms—flow generation, packet header, bayesian net-
work, data synthesis, discrimination test

I. INTRODUCTION

While ML-based network traffic analysis and security is
gaining interest in an increasingly digitized world, it is
hampered by the lack of annotated real-world network traf-
fic. Research datasets are either constructed in laboratory
environments to examine specific aspects such as intrusion
detection [12], [13] or encrypted traffic classification [3], [6],
are limited to campus networks [14], [17], or are kept private
altogether [5], [7], [8]. Training directly on real-world target
networks — though known to be vital for ML models [15] —
is often infeasible due to privacy concerns. Therefore, recent
research has turned towards generating network traffic that
replicates the statistical properties of a target network’s traffic.

This work addresses traffic generation at the packet level,
which — in contrast to aggregated flow-level statistics — offers
significantly higher fidelity and greater flexibility, and enables
the generation of standard Packet Capturing (PCAP) files,
which can be analyzed using tools like Wireshark [16]. Recent
work frames such packet-level traffic generation as a language
modeling task, generating header bytes as words/tokens with
large-scale models such as transformers [8], [9], [18] and State
Space Models (SSM) [2], as in Chu et al. recent NetSSM
model, which achieves state-of-the-art results [1].

In this work, we address two open issues:

(1) Model Efficiency: Models like NetSSM feature >100
mio. parameters, and generate raw packet headers byte by
byte (up to 94 tokens per packet), which is resource-intensive.
Therefore, we argue that certain fields of a packet header can
be heuristically derived (e.g., increasing Sequence Numbers)

Martin Gergeleit! Alexander Prange
consistec GmbH
Saarbriicken, Germany

alexander.prange @consistec.de

or do not change across a single flow (e.g., ethernet addresses
/ 1Ps / ports). Other generator architectures that only utilize
derived fields from the packet headers, for example, Net-
Share [19] (GAN) or NetDiff [20] (Diffusion), but struggle
to model stateful protocol characteristics [1], [18]. Inspired
by Schoen et al. [11], who showed that Bayesian networks
(BNs) outperform GAN-based models for generating network
flows on an aggregated level, we ask the question how a much
simpler and efficient BN-based approach fares on packet-level
flow generation compared to much larger language models.
(2) Model Evaluation: While prior work has evaluated the
authenticity of generated traffic only indirectly (by bench-
marking classifiers trained on it, a strategy known as “Train
on Synthetic, Test on Real” (TSTR) [4]) or sparsely (by
checking some heuristic constraints such as TCP handshakes),
generated traffic’s plausibility to human experts has not been
evaluated directly to our knowledge. To this end, we present
an expert discrimination test, in which experts are asked
to label flows as either real or generated. Particularly, we
investigate how well expert-perceived authenticity aligns with
the above prior evaluation strategies (i.e., domain checks and
as TSTR). We share our code and expert annotations at
https:// github.com/lavis-nlp/2026-malene-packet- generation.

II. FLOW GENERATION USING BAYESIAN NETWORKS

We generate packet data using a BN, where a packet’s
header fields depend only on the preceding packet. Each net-
work node represents a packet header feature (namely, payload
length, inter-packet time, direction (client/server), and TCP
flags), while edges encode conditional dependencies between
them. Other nodes include header fields of the previous packet,
the packet index within the flow, a protocol label (such as
WEB_HTTP), and a binary indicator denoting the flow’s last
packet. All continuous features are discretized using quantile
binning (n = 10). The network structure is learned using Hill-
Climbing search with the K2 score, and maximum likelihood
estimation. To preserve causality, we restrict the structure such
that input features, namely the preceding packet and protocol
labels, cannot depend on features to be generated, namely
the next packet and the end-of-flow indicator. The generation
process can be either initialized by a separate BN trained only
on first packets or by extracting the required features from a
seed packet.



III. EXPERIMENTS

We compare the flows generated by our BN generation
model to the byte-level generation model NetSSM in three
tasks: a novel expert discrimination test, domain-specific
checks, and ML-based classifier training (TSTR).

Setup: Our experiments were performed using the CIC-
IDS-2017 [12] and Non-VPN traffic of the ISCX-VPN-
2016 [3] dataset. For each dataset, bi-directional flows were
identified using the standard 5-tuple [10] with a 120-sec time-
out. Since NetSSM targets TCP traffic, all non-TCP flows were
discarded. For each dataset, we held out 20% of the flows for
testing. As both our BN and NetSSM utilize a class label of the
flow, we annotated a majority of the flows using a combination
of deep packet inspection, expert domain knowledge, and
heuristic rules, assigning their specific protocol or application
(e.g., FTP). Since there is currently no official implementation
of NetSSM shared by the authors, we re-implemented the base
model according to the original specifications. However, we
added a special end-of-sequence (EOS) token to each flow
during training to explicitly determine flow completion during
inference. Training of the models on 671k flows took ~ 31
min (BN) and ~ 153 h (NetSSM), respectively.

Expert Discrimination Test: In this experiment the realism
of the generated flows is evaluated by experts through a
manual discriminative test. Three network experts (with 2, 8,
and 25 years of professional experience in the field) are indi-
vidually given 200 flows for each model (100 real/synthetic) as
PCAPs and asked to annotate each flow as either real, likely
real, likely generated, or generated. The annotators did not
have knowledge whether a flow is real or generated.

For evaluation consistency, real and synthetic flows were
reconstructed into PCAPs using a shared feature subset. Static
fields like IPs and ports were inherited from seed packets,
while inter-packet times were fixed to a constant value to
accommodate NetSSM’s lack of temporal data.

TABLE I
MEAN AND STANDARD DEVIATION OF THE DISCRIMINATION TEST. ON
AVERAGE, GENERATED FLOWS WHERE CLASSIFIED AS (likely) real IN 53%
(BN) AND 70% (NETSSM) OF CASES.

Ground truth Real Likely Real Likely Generated Generated
NetSSM

Real 13.00+12.53  51.00+£17.09  17.67+£15.7 18.33+£20.79
Generated 17.67£17.04  52.33+18.04 15.33+11.85 14.67+£11.02
Bayesian Network

Real 20.33£17.79  51.00£25.87  15.00+7.00 13.67+£13.61
Generated 4.67+4.16 48.67+21.55  26.00+12.29 20.67+7.37

The results in Table I indicate that for both models, the
experts would generally tend to classify a flow as (likely)
real, confirming that the generated flows look realistic (at high
standard deviation between experts). For NetSSM, the experts
rated truly generated flows as (likely) real more often (70%),
while the generated flows of the BN-based generator were
classified as (likely) real around 53%. For the BN, experts
occasionally observed implausible TCP behavior, such as data
being transmitted after FIN flags, while NetSSM showed more

isolated errors, e.g., a TCP packet without flags. Overall, the
NetSSM-generated flows were commented as ‘more realistic’.

Domain Checks Following previous works [1], we evaluate
whether the generated flows comply with TCP session rules.
For this, we generated samples for up to 3000 flows per
dataset. The generation took ~ 13 mins for BN (single core)
and ~ 28 h (129x more) for NetSSM (batch size of 1). We
report the accuracy for different heuristics in Table II.

TABLE I
EVALUATION SCORES FOR DOMAIN CHECKS OF THE REAL/GENERATED
FLOWS (UPPER) AND WHEN USED AS TRAINING DATA FOR FLOW
CLASSIFICATION (LOWER). ¢ = NUMBER OF CLASSES

Bayesian Network NetSSM Real
Domain Checks
TCP handshake observed 0.94 0.96 0.96
No data before handshake 1.00 1.00 1.00
No duplicate handshake 0.89 0.93 0.93
TCP termination observed 0.96 0.99 0.99
No data after termination 0.57 0.82 0.83
F1 Macro
CIC-IDS-2017 (¢ = 14) 0.29+0.03 0.72+0.05 0.80+0.02
ISCX-VPN-2016 (¢ = T7) 0.25+0.04 0.76+0.08 0.78£0.07

The results show that the generated flows from both models
mostly comply with the patterns of typical TCP flows. Similar
to the previous test, the generated flows of the BN sometimes
continue even after a TCP termination is observed. The scores
of NetSSM are close to the real data.

Traffic Classification Utility: A primary use case of the
synthetic data is for training of ML models on downstream
task. To evaluate whether the generated flows suffice as train-
ing data, we compare the performance of Random Forest flow
classifiers after supervised trained on the generated/real data.
For each flow, we extracted a feature vector of 22 common
statistical values [10] (e.g., number of packets send) and use
their seed packet’s protocol/appl. labels (see Setup) as targets.

The results (Table II) show a decline in classifier perfor-
mance for training on the generated flows, especially for BN-
generated flows, but only slightly for NetSSM’s flows.

IV. CONCLUSION

In this paper we presented a Bayesian network approach for
network packet header synthesis, and an expert discrimination
test to evaluate the authenticity of the generated flows by
experts. While the BN-generated flows are more reliably
identified than those from the byte-level generator, they are
also found as real in 53% of the times, indicating that structural
dependencies capture significant protocol semantics. Further,
domain checks show a high compliance with TCP session
behavior—something similar models struggle with. Despite a
current decline in downstream classifier performance, the BN
requires just 0.3% and 0.8% of the training and inference time
of NetSSM, respectively. These results highlight a promising
research direction; our future work will focus on narrowing the
fidelity gap and evaluating the utility of BN-generated traffic
for training ML-based network security tools.
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Abstract—Node mobility management in wireless sensor net-
works (WSNs) presents significant challenges due to dynamic
environments and strict resource constraints. This study intro-
duces a machine learning-enhanced framework for Software-
Defined WSNs (SDWSNs) that predicts optimal parent node tran-
sitions in dynamic tree topologies. The integration of XGBoost
classification with hierarchical IPv6 subnetting enables proac-
tive and efficient topology management. OMNeT++ simulations
demonstrate substantial improvements over existing approaches,
including 94.20% prediction accuracy, an 89.78% F1-score, a
1.76 percentage point increase in packet delivery ratio, a 73.6%
reduction in latency, a 7.4% extension in network lifetime, and
an 32.2% decrease in overhead compared to reactive baselines.

Index Terms—Machine Learning, SDN, WSN, XGBoost, Par-
ent Node Prediction

I. INTRODUCTION

Software-Defined Networking (SDN) decouples the control
plane from the data plane, thereby centralizing network in-
telligence and streamlining management [1]. In the context of
wireless sensor networks (WSNs), SDN supports efficient data
aggregation at the controller, which in turn enables practical
integration of machine learning for diverse applications, in-
cluding the Internet of Things (IoT), smart cities, and industrial
monitoring [2] [3].

However, deploying SDN in wireless environments neces-
sitates careful evaluation of the trade-offs between its benefits
and the operational overhead of topology maintenance. In
dynamic WSNs, frequent parent node changes due to mobil-
ity highlight the limitations of reactive strategies, including
delayed detection and energy-intensive route discovery. To ad-
dress these challenges, this study integrates machine learning-
based predictions with hierarchical IPv6 subnetting to enable
proactive parent node transitions before link failures occur.

The primary contributions of this paper are as follows: (1)
development of an XGBoost-based prediction model for parent
node transitions achieving 94.20% accuracy; (2) implementa-
tion of IPv6-based hierarchical subnetting to support scalable
and efficient topology management; and (3) comprehensive
evaluation demonstrating significant improvements in packet
delivery ratio (PDR), latency, energy efficiency, and overhead
reduction.

Prof. Dr. Hannes Frey
Institute for Computer Science
University of Koblenz
Koblenz, Germany
Email: frey @uni-koblenz.de

II. SYSTEM ARCHITECTURE
A. SDN-WISE Topology Discovery

This work adopts the SDN-WiSE topology discovery (TD)
protocol [4], which facilitates the exchange of TD packets con-
taining information on battery level and hop distance. Nodes
assess potential parent nodes using three criteria: (1) hop
count, (2) received signal strength indicator (RSSI), and (3)
residual battery energy. By maintaining updated neighbor lists,
the protocol establishes a robust foundation for the controller’s
network-wide perspective and informed predictions.

B. IPv6-Based Hierarchical Subnetting

Building on Sub-WSN [1], our approach implements sub-
netting directly at the IPv6 network layer. The hierarchical
segmentation of the network positions the sink as the primary
subnet parent, with cluster heads overseeing subordinate sub-
nets. Each node stores a flow table populated with IPv6-based
forwarding rules issued by the controller. Leveraging Dijkstra’s
algorithm applied to topology data, the controller allocates
addresses and subnet masks, while parent nodes supplement
flow tables with entries for their respective children.

C. Mobility Management

Periodic TD packets support ongoing neighbor tracking and
facilitate timely detection of disconnections. The controller
oversees an IPv6 address inventory, deliberately reserving
additional space to accommodate mobile nodes. Upon han-
dover, the prospective parent assigns a new address from its
available inventory. Notably, only the hierarchical segment
of the address changes, allowing the node ID to remain
unchanged and significantly reducing reconfiguration overhead
[5].

III. ML-BASED PARENT CHANGE PREDICTION
A. XGBoost Model

XGBoost is employed to perform binary classification (par-
ent change: true or false), leveraging its effectiveness with
tabular WSN data and its ability to model complex feature
interactions. The model optimizes the following objective
function [6]:

L(6) = 1Gi,yi) + > Q)
; k
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Fig. 1. Packet Delivery Ratio (PDR) for Predictive Sub-WSN, Reactive Sub-
WSN, SDN-WISE, and Traditional WSN across network sizes of 5-50 nodes.

where [ is the logistic loss, g; and y; are predicted and
true labels, and €(fx) is the regularization term defined as:
Q(f) =T + L A||w||* with complexity penalty v, leaf count
T, L2 parameter ), and leaf weights w.

B. Feature Engineering

The feature set includes signal and temporal characteristics:
RSSI .Statistics: Mean RSSI T = ﬁ > jen, Tij» standard
deviation o, range (max-min RSSI), and current parent RSSI,
where ; denotes neighboring nodes and ;; the RSSI between
nodes ¢ and j. Temporal Features: Parent change indicator
ct, recent change count 22:1 ci=*, time since last change 7/,

t
aqe . t . T’L
and stability ratio S} = ST
IV. EVALUATION
A. Simulation Setup

OMNeT++ simulations employed an IEEE 802.15.4 topol-
ogy, scaling from 5 to 50 nodes at a target density of 8
nodes per 100x100 m area. Nodes exhibit mass mobility,
with velocities sampled from a truncated normal distribution
s; ~ TruncNormal(1.0,0.5) m/s. The energy model initializes
each node with 21,600 J and specifies consumption rates for
transmission (60 mW), reception (10 mW), idle (2 mW), and
sleep (1 mW) states. Propagation effects are simulated using
log-normal shadowing with a path loss exponent of 2.5 [7].

B. ML Model Performance

The training process used 989,406 sequences collected from
99 nodes, partitioned chronologically into 60% for training,
20% for validation, and 20% for testing. The resulting model
achieved 94.20% accuracy, an 89.78% F1-score, 91.38% preci-
sion, 88.23% recall, 95.96% ROC-AUC, and 93.85% PR-AUC
on the test set.

C. Network Performance

The evaluation benchmarks the Predictive Sub-WSN against
Reactive Sub-WSN [5], SDN-WISE, and a traditional AODV-
based WSN. For each network size, 100 simulation runs were
conducted, each lasting 10 hours and using 30-second traffic
intervals.

vs. SDN-WISE (50 nodes): 30.2 pp PDR improvement
(97.73% vs 67.5%, as depicted in Figure 1), 92.2% latency
reduction (24.67ms vs 318ms, as shown in Figure 2), 35.6%
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Fig. 2. End-to-end latency for Predictive Sub-WSN, Reactive Sub-WSN,
SDN-WISE, and Traditional WSN (5-50 nodes).

TABLE I
NETWORK LIFETIME AT 50 NODES COMPARING PREDICTIVE SUB-WSN,
REACTIVE SUB-WSN, AND SDN-WISE TO TRADITIONAL WSN.

Approach 50 nodes | vs Traditional
Predictive Sub-WSN 72.12h +46.9%
Reactive Sub-WSN 67.14h +36.7%
SDN-WiSE 53.2h +8.4%
Traditional WSN 49.1h Baseline

network lifetime extension (72.12h vs 53.2h, see Table I), 66%
overhead reduction (2.87 vs 8.45).

vs. Reactive Sub-WSN (50 nodes): 1.76 pp PDR gain
97.73% vs 95.97%), 73.6% lower latency (24.67ms vs
93.57ms), 7.4% better lifetime (72.12h vs 67.14h), 32.2%
overhead decrease (2.87 vs 4.23).

D. Scalability Analysis

Predictive Sub-WSN exhibits robust scalability. As the
network grows from 5 to 50 nodes, the packet delivery
ratio (PDR) remains high at 97.73%, declining by just 0.82
percentage points—half the reduction seen with the reactive
approach. Latency rises slightly by 9.7% (from 21.88 ms to
24.67 ms). Notably, per-node energy consumption stays nearly
constant, and protocol overhead remains low with a control-
to-data ratio of 2.87.

This performance arises from several key factors: central-
ized machine learning enables global optimization; distributed
execution with make-before-break handovers ensures seamless
transitions; hierarchical addressing controls protocol overhead;
and proactive adaptation closes 88.5% of connectivity gaps, as
indicated by the 88.23% recall rate.

V. CONCLUSION

By combining machine learning with hierarchical SDN ar-
chitecture, Predictive Sub-WSN addresses core wireless sensor
network challenges through proactive topology management.
The XGBoost model attains 94.20% accuracy and an 89.78%
F1-score, delivering significant gains: 97.73% PDR, 24.67 ms
latency at 50 nodes, and 72.12 hours network lifetime—all
while sustaining scalability.

Future work should extend prediction horizons, model cas-
cading topology shifts, incorporate temporal and environ-
mental dynamics, and explore alternative machine learning
architectures for online and adaptive learning.
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Abstract—Geographic greedy routing provides the scalability
required for future L-band Digital Aeronautical Communications
System (LDACS) Air-to-Air (A2A) networks. Yet, its topology
blindness becomes a critical limitation in sparse airspaces. This
blindness induces a path-dependent process, recently character-
ized as the “memory effect,” where suboptimal local choices steer
packets toward dead ends multiple hops away. These failures are
not arbitrary: they follow learnable patterns embedded in the
local network structure. We propose a decentralized, density-
adaptive routing scheme that replaces standard geographic
progress toward the destination with learned neighbor ranking.
The model is trained using the Topological Advance (TA) metric
as a ground-truth label to indicate whether a chosen next-hop
reduces the shortest-path hop distance to the destination. By pre-
dicting TA from three-hop local features, nodes improve routing
reliability. Evaluations in realistic French airspace scenarios show
a success ratio exceeding 0.93 over topologically connected nodes
in sparse networks, a 33% improvement over traditional greedy
routing, while maintaining a near-optimal hop stretch of 1.03.

Index Terms—LDACS, Air-to-Air communication, geographic
greedy routing, betweenness centrality, machine learning.

I. INTRODUCTION

Modernizing air traffic management to handle projected
density growth requires L-band Digital Aeronautical Com-
munications System (LDACS), which is currently standard-
ized to replace legacy analog systems with Air-to-Ground
(A2G) and Air-to-Air (A2A) links [1-3]. For A2A multi-hop
communication, geographic greedy routing (Greedy-1), which
forwards to the direct neighbor closest to the destination,
is attractive for its scalability [4, 5]. Yet, it fails in sparse
airspaces (fewer than ten neighbors) even when topological
paths exist [5]. While traditionally attributed to a local mini-
mum, where no reachable neighbor is closer to the destination,
this failure is now understood as a path dependency termed
the “memory effect” [6]. As shown in Figure 1, a sequence
of locally greedy choices can constrain future options, making
the eventual local minimum a late symptom of a suboptimal
trajectory. Increasing the neighborhood radius (Greedy-k) does
not resolve this, as the protocol remains blind to underlying
topological constraints [6]. However, the structural nature
of this path dependency implies that local routing decisions
follow predictable patterns that can be learned.

Key challenges remain when applying machine learning
to the routing problem in sparse scenarios. Prior methods
often target dense scenarios to optimize delay [7-9] or assume
impractical global topology state [10, 11]. Others attempt trap
escape reactively after a packet is already stuck [12], a stage

S w—-—rk—--*ﬁ---)ig

. b4 N
Yo7 Topology-Aware 4\
........... Cholce l
Path 4 Symptom: Local .
Split ! Minhna gé?
Source i 1 ‘

v

ke CEENT SR
Fig. 1: Memory effect.

Destination

where recovery is difficult in sparse networks. A proactive,
topology-aware policy for sparse scenarios is currently miss-
ing. We bridge this gap with a decentralized, density-adaptive
neighbor ranker. Our approach utilizes three-hop local fea-
tures and is supervised by Topological Advance (TA) metric,
a measure of hop-distance progress toward the destination.
This enables forwarding decisions that proactively avoid path-
dependent traps. Our main contributions are:

o Application of the TA metric as a ground-truth label for
neighbor ranking based on shortest-path progress.

o A density-adaptive neighbor-ranking policy for proactive
next-hop selection without global topology state.

« A performance evaluation in realistic French airspace sce-
narios representing different LDACS deployment stages.

II. RANKING-BASED FRAMEWORK

The proposed scheme transforms local three-hop topology
into a ranking task to select neighbors offering the maximum
predicted TA toward the destination. If a topological path
exists, at least one immediate neighbor lies on a shortest path
toward the destination and thus yields TA. To avoid path-
dependent traps, each node constructs a local representation
using its three-hop neighborhood. Input features include ge-
ometric metrics (e.g., distance and angle to the destination)
calculated by each node for its neighbors and structural metrics
(e.g., degree and Betweenness Centrality (BC)) calculated
by nodes and shared with their neighbors. These structural
indicators identify “bridge nodes” that, while geographically
distant, are topologically critical for routing. We assume full
three-hop neighborhood visibility for BC calculations, which
could be obtained and maintained via periodic beacons. Prior
research shows this is feasible within LDACS beacon size
constraints [13].

Given that routing dynamics differ significantly across net-
work densities, the routing scheme employs a two-phase archi-
tecture. First, a lightweight classifier evaluates local structural
features to determine the current density condition, using a
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Fig. 2: Average success ratio with varying equipage fraction.

threshold of ten neighbors to distinguish between sparse and
dense environments. Based on this classification, the system
selects a specialized ranking model optimized for that density
condition. Next-hop selection is formulated as a ranking
problem rather than simple classification, treating the decision
as a preference task. This allows the model to generalize
across varying topologies by ordering neighbors based on their
predicted topological advance score. During training, the two
rankers are supervised using binary topological advance labels
derived from global shortest-path information, where a label of
1 is assigned to neighbors that decrease the shortest-path hop
distance to the destination and 0 otherwise. At runtime, the
node feeds its current three-hop features into the active ranker
to score all candidates. The neighbor with the highest score is
selected as the next-hop, promoting hop-by-hop topological
progress and bridging the gap between decentralized local
heuristics and global shortest-path routing.

III. RESULTS AND DISCUSSION

The proposed routing scheme, denoted as GeoML, em-
ploys Light Gradient Boosting Machine (LightGBM) [14]
for density classification and neighbor ranking. Evaluation
is performed on 2000 French airspace test snapshots not
used in training (trained on 150 snapshots). Monte Carlo
simulations feature 500 aircraft communicating with a ground
station. GeoML is benchmarked against Greedy-1 and Greedy
Perimeter Stateless Routing (GPSR) (Greedy-1 with perimeter
recovery). The equipage fraction (p) represents the percentage
of aircraft with LDACS capability, where p = 0.4 corresponds
to initial sparse deployment and p = 0.8 to network maturity.
The density classifier labels scenarios with p > 0.5 (average
degree > 10) as dense. Performance metrics, reported at
95% confidence intervals, are: the success ratio (for a given
protocol, the fraction of topologically connected sources that
reach the destination) and the hop stretch factor (the ratio of
the protocol’s path length to the global shortest-path length).

At p = 0.4, Greedy-1 and GPSR success ratios drop to
approximately 70% and 77%, respectively (Figure 2). This
degradation highlights the fundamental limitation of distance-
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Fig. 3: Average hop stretch with varying equipage fraction.

based heuristics in sparse A2A topologies, consistent with
the path dependency discussed in Section I. The p = 0.4
scenarios are particularly challenging: the network remains
connected, yet topological traps are frequent. In contrast,
GeoML maintains a success ratio above 93%. Unlike reactive
methods like GPSR, GeoML utilizes local three-hop neigh-
borhood structure to identify and avoid routing traps before
reaching local minima. The hop stretch factor results show
that while GPSR provides a 0.07 absolute increase in success
ratio over Greedy-1, it inflates hop stretch factor to around
1.06 due to perimeter detours (Figure 3). GeoML maintains
high reliability with a stretch of only 1.03. The lower stretch
observed for Greedy-1 in sparse scenarios reflects survivorship
bias, as it often fails on complex paths. As the network matures
(p > 0.8), success ratios converge. Furthermore, GeoML
slightly outperforms legacy baselines in the hop stretch factor,
demonstrating effective adaptation across density scenarios.

IV. CONCLUSION

In sparse A2A topologies, geographic greedy routing fails
due to path-dependent memory effects. The frequently encoun-
tered local minima (voids) are often late symptoms of earlier
suboptimal decisions rather than isolated local accidents. We
introduced a density-adaptive neighbor ranking policy that
replaces greedy geographic progress heuristics with topology-
aware selection using only local three-hop information. By
training with the TA metric as ground truth, nodes learn
to proactively avoid routing traps from local observations
without global topology knowledge. Evaluated on realistic
French airspace snapshots, our GeoML achieves a success
ratio exceeding 93% over connected sources with a hop stretch
factor of only 1.03. These results outperform both Greedy-1
and GPSR without incurring reactive detours. Grounded in
the path-dependency analysis in [6], these findings suggest
a practical route toward reliable LDACS A2A networking,
particularly in critical early deployment phases where sparse
connectivity challenges reliability. Future work will extend
the evaluation to additional airspaces to further assess model
generalization under different mobility patterns.
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Can Neural Networks Provide Latent Embeddings
for Telemetry-Aware Greedy Routing?
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Abstract—Telemetry-Aware routing promises to increase effi-
cacy and responsiveness to traffic surges in computer networks.
Recent research leverages Machine Learning to deal with the
complex dependency between network state and routing, but
sacrifices explainability of routing decisions due to the black-
box nature of the proposed neural routing modules. We propose
Placer, a novel algorithm using Message Passing Networks to
transform network states into latent node embeddings. These
embeddings facilitate quick greedy next-hop routing without
directly solving the all-pairs shortest paths problem, and let us
visualize how certain network events shape routing decisions.

Index Terms—routing, machine learning, ns-3, latent embed-
ding, graph neural network

I. INTRODUCTION

In computer networks, routing denotes the task of selecting
paths along which data packets are forwarded. A good routing
mechanism is essential for an efficient use of the given infras-
tructure. Routing optimization has been a long-standing sub-
ject of study because traffic often fluctuates with unpredictable
patterns [2, 27], influencing the optimal routing solution.
Recent work has suggested that routing decisions be based on
live telemetry data [26, 29] and to re-optimize routes within
milliseconds [11, 13] to improve routing responsiveness. Yet,
for existing methods, the complex, non-linear dependency
between high-dimensional network state and suitable routing
becomes challenging to navigate, especially as networks in-
crease in scale [30]. Leveraging Machine Learning (ML) for
network routing has been a subject of study for decades [7]
that has seen differing problem formulations, network types,
use cases and goals. Current research derives splitting ratios
for precomputed sets of shortest paths [28, 31] from traffic
aggregated over minutes to hours, and infers routes directly
for individual packets [22] and packet flows [33]. Related
work constructs node-level network embeddings that facilitate
greedy routing by minimizing the remaining distance to the
destination in the embedding space [19, 17, 4]. With a suitable
network embedding, these approaches promise competitive
routing without the computational cost of computing shortest
paths. While existing work uses ML to obtain node-level
representations from IP network information [20], none have
yet used ML to turn network state graphs containing telemetry
data into node embeddings for greedy routing.

This research work was carried out as part of the project “Apeiro Reference
Architecture”, in short ApeiroRA, under the funding ID 13IPC007, financed
by the European Union — NextGenerationEU and funded by the German
Federal Ministry for Economic Affairs and Energy.
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Fig. 1: a): Five-node network topology mini-5 used in our
experiments. b, ¢): PackeRL’s simulation backend turns net-
work topology, incoming traffic and routing actions into an
attributed state graph. d, e): Placer obtains latent node em-
beddings using its Message Passing Network, then greedily
converts these into next-hop selections.

We propose to connect both aspects, providing telemetry-
aware embeddings for IP routing in milliseconds. Our ap-
proach, Placer, uses Message Passing Networks (MPNs) [12]
to obtain latent Euclidean node embeddings from telemetry-
infused network state graphs. To obtain informative net-
work states within realistic network environments, we use
PackeRL [6], a training and evaluation framework for sub-
second telemetry-aware routing built on top of the packet-level
network simulator ns-3 [14] and its capabilities for in-band
network telemetry [16].

II. PROBLEM SETTING

We follow Boltres et al. [6] and view routing in
IP networks as a Markov Decision Process (S, A, T,r).
States S; = (Vi, B, Xy, 4, Xg, 1,Xut) € S are at-
tributed directed graphs that hold topology information
like link data rate or packet buffer size, as well as
telemetry data obtained via ns-3’s FlowMonitor [8]. The
action a; = {(u,2) = v |u,v,2 € Vis,v e Ny} € A selects
next-hop neighbors per routing node uw € V; for each
possible destination node z € V;. The transition function
T:8 x A— S evolves the current network state using the
latest routing actions. In PackeRL, this means installing the
actions and invoking ns-3’s simulator for a predetermined
duration. The global reward function r : & x A — R assesses
a routing action in the given network state. We use the global
goodput, measured as the sum of MB received per step across
all nodes of the topology. We train a policy 7 : S x A — [0, 1]
to maximize the expected discounted cumulative future reward
Jt = ]Eﬂ'(a\s) [Zzozo’}/k’f’(st+k,at+k)} [25], and thus the
long-term global goodput.



III. FROM NODE EMBEDDINGS TO GREEDY ROUTING

Placer consists of two phases: First, it uses a four-layer
MPN with a hidden dimension of 32 to obtain latent node
embeddings x; € R? of configurable output dimensionality
d from the current network state S;. Then, it decomposes
each embedding x; into its radius r; = ||x;|| and unit
direction u; = ’;—, and computes pairwise squared distances
AZ € [0,4)VIXIVI a5 A = p; + 5 — 2p;pj(uj uj), using
the law of cosines in polar form with softly constrained radii
pi = tanh(r;) € [0,1). For any given pair of routing node u
and destination node z, greedy routing in the embedding space
chooses the next-hop node v = argmin, .y, A(v',2) that
minimizes the remaining distance to z.

To train Placer, we use the Proximal Policy Optimization
(PPO) [24] implementation and hyperparameters of Boltres et
al. [6]. We implement Boltzmann exploration [15] by treating
the values of A? as negative logits for |V | next-hop sampling
distributions, one per pair of (u, z).

IV. EXPERIMENTS AND RESULTS

We use the episodic experiment setup of Boltres et al.
[6] and a five-node network topology shown in Figure la)
which we call mini-5. We simulate H = 400 steps of 5 ms
each per episode, injecting synthetic TCP and UDP flows
which, in total, exceed the network’s capacity. Flow sizes and
arrival times are generated akin to Boltres et al. [6], following
distributions found in real-world data centers [3]. For Placer
(ablated with d = ¢ € {1,2,32} and written as Placer;—;) and
the baseline algorithm M-Slim [6], we use 40 PPO iterations
of 16 episodes, each providing 4 unique traffic sequences
repeated 4 times. We report the interquartile mean over 8
random seeds [1], with performance averaged over 30 unseen
traffic sequences. Lastly, we use the routing scheme of Cisco’s
Enhanced Interior Gateway Routing Protocol (EIGRP) [23]
as a telemetry-oblivious baseline which, by default, computes
shortest paths from link data rate and delay values.

. Placer
EIGRP | M-Slim =T T d=2 T d==53
Goodput (MB, 1) 209.2 220.45 236.9 | 237.0 237.3
Avg. Delay (ms, |) 9.99 9.59 9.93 9.92 9.93
Dropped (%, |) 0.47 2.92 0.36 0.35 0.30
Fluctuation (%) 0.0 22.80 0.71 0.58 0.06

TABLE I: Mean routing performance over 30 evaluation
episodes on mini-5. Arrows denote whether lower (]) or
higher (1) values are better for the respective metric.

Table I shows the results of the aforementioned experiment
for the total goodput per episode, the average packet delay, and
the percentage of dropped data. Additionally, the “Fluctuation”
row denotes the percentage of changes in next-hop decisions
between consecutive time steps. Both M-Slim and Placer
notably increase the episodic goodput over the telemetry-
oblivious EIGRP baseline. M-Slim also notably reduces packet
latency, however at the expense of more packet drops. In
contrast, Placer shows the highest goodput rates and the lowest
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Fig. 2: a) An embedding of mini-5 produced by Placeri—s.
b) Goodput vs. fluctuation of Placer —o for 8 random seeds.

drop percentages overall, with packet latencies comparable
to EIGRP. While its performance correlates weakly with
increasing d, interestingly, Placer;—; appears to represent
mini-5 well enough for competitive routing performance.
Despite the promising goodput values for Placer, the Fluc-
tuation” row of Table I and the contents of Figure 2 hint at a
caveat: Placer converges to a practically telemetry-oblivious
embedding of mini-5, as indicated by the low fluctuation
values. Illustrating the embeddings for Placer;—o, as shown
in Figure 2a), is of limited use to human experts, as telemetry
data only leads to minimal and inconsequential embedding
changes. Moreover, Figure 2b) reveals that, for Placerg—o,
those random seeds that resulted in more dynamic node
embeddings also resulted in much lower goodput performance.
We conjecture that a possible reason for the quasi-static
embeddings is Placer’s centralized single-agent inference. It
imposes a symmetry on the routing actions, whereas telemetry
data may depict asymmetric utilization patterns of links and
packet buffers that call for asymmetric routing choices, i.e.,
different links traversed from w to z than from 2 to u.

V. CONCLUSION AND FUTURE WORK

We propose Placer, a routing algorithm that uses Message
Passing Networks (MPNs) to turn telemetry-infused network
states into latent node embeddings for greedy routing. A fully
developed algorithm of this kind could provide sub-second
routing responsiveness without relying on shortest-path com-
putations. Additionally, low-dimensional network embeddings
in particular could be visualized to help explain the routing
decisions made by neural networks. First experiments with
Placer show that some geometric structure can be extracted,
resulting in competitive routing for a five-node network
topology example. Yet, more work is needed to fully under-
stand the problem structure, as changes in telemetry data do
not yet result in consequential shifts of the node embeddings.
This may be a consequence of the current centralized inference
design, which may be incapable of providing the asymmetric
routing choices required to handle asymmetric network load.
Future work may obtain more meaningful node embeddings by
deploying Placer locally at each node and, perhaps, training
it using multi-agent variants of Proximal Policy Optimization
(PPO) [10, 32]. Finally, as many larger networks are more
efficiently embedded in hyperbolic spaces [18, 5], we suggest
that the Euclidean MPN used by Placer may be replaced with
a hyperbolic variant [21, 9].
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C3S: Towards Generalizing Coordinated Congestion
Control Across Flows and Topologies
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Abstract—We revisit C3, a centralized reinforcement learn-
ing-based approach to coordinated congestion control, and intro-
duce C3S, a modular, permutation-invariant neural architecture
that enables scalable guidance for an arbitrary number of flows.
Our results demonstrate effective scaling and fair bandwidth
sharing, while highlighting the importance of topology-aware
aggregation for generalization to complex network settings.

Index Terms—Congestion Control, Single Agent Reinforcement
Learning (SARL), TCP

I. INTRODUCTION

Traditional congestion control relies on distributed, end-to-
end algorithms with limited visibility into the global network
state, often leading to slow and suboptimal convergence.

In prior work, we proposed Coordinated Congestion Con-
trol (C3)[1], a hybrid approach that augments end-to-end con-
trol with a centralized reinforcement learning agent operating
on a domain-wide view. Unlike approaches that deploy one
agent per sender or per flow (e.g.,[2, 3, 4]), C3 uses a single
agent per domain to guide flows toward globally efficient
operating points.

Our evaluation showed that centralized guidance improves
convergence time, latency, and fairness compared to unmod-
ified TCP Cubic. However, scaling C3 to larger numbers
of flows and more complex topologies requires rethinking
its original fully connected neural architecture. To this end,
we introduce C3-SCALABLE (C3S), a scalable, modular, and
permutation-invariant extension of C3 designed for efficient
learning and control in large and heterogeneous network
settings.

II. BACKGROUND: C3 IN A NUTSHELL

C3’s existing setup employs a fully connected neural net-
work and PPO [5] as the learning algorithm for its single,
centralized agent.

The network’s input layer consists of two feature groups:
per-switch interface features (e.g., queue occupancy, link ca-
pacity) and per-flow features (e.g., RTT, loss rate). The sizes
of these groups scale linearly with the number of switch

C3 Control| C3 Controller
, s [C3 Agent ][ Metrics Collection ]
’ 4 nx
,’ : B ’ ":.e.g.. queue occupancy,
eg RTT, . bandwidth, ...
loss rate, ...."
Sender ~ T~ --o______---""T Receiver
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Fig. 1: C3 & C3S High-Level Architecture

interfaces and flows in the domain, respectively. The output
layer contains N neurons, each producing a ¢Wndqrge¢ value
for one flow. This value is then used to adjust the ¢ Wnd of the
corresponding flow within a sender’s end-to-end congestion
control algorithm. The input and output are connected through
two hidden layers, each consisting of 128 neurons with ReLU
activations [6].

Our evaluations [1] show that centralized guidance of end-
to-end congestion control is feasible and effective, improving
convergence speed, latency, and fairness, while remaining
robust under conditions that are typically challenging for
congestion control mechanisms (e.g., reverse-path congestion
and heterogeneous buffer sizes).

III. LIMITATIONS OF THE C3’S NEURAL ARCHITECTURE

While these results demonstrate the feasibility of centralized
guidance, the neural network architecture of the original proof-
of-concept has two fundamental limitations.

A. Limited Scalability

The dimensionality of the input and output layers grows
with the number of flows, significantly increasing training
and inference costs. Moreover, each flow is processed by
a separate set of parameters, which prevents weight sharing
across semantically identical entities. This design makes the
model sensitive to arbitrary input orderings, preventing weight
sharing across identical entities and leading to inefficient
learning.

However, flows and switch interfaces are interchangeable in
this context: their identities carry no semantic meaning, and
only their features are relevant. Consequently, their processing
should be permutation-invariant and based on shared modules.
This preserves symmetry among identical entities, reduces the
parameter count, and enables scalable learning.

B. Topology Dependence

The fully connected design also limits generalization to
more complex topologies. Because all flow and switch in-
terface features are jointly processed, a flow’s cWndigrget
can be influenced by irrelevant entities that do not share any
bottleneck or path segment. For example, two flows within
one pod of a fat-tree topology should not react to congestion
in another pod. However, the current architecture lacks a
mechanism to enforce such locality.

Therefore, the model must aggregate only features that
can directly influence a given flow and must do so in a
permutation-invariant manner.


https://orcid.org/0009-0000-8535-3670
https://orcid.org/0000-0003-0088-6289

Flow Feature
Encoder Tower

L
Per-flow Hidden per-flow
Features Layer features

Flow Feature
Pooler

Latent per-flow Flow
features Summary
1.n

Per-Flow Head

Combined Hidden

Inputs

Latent

% 7l 7
— ool % per-flow
Fx ; Pootng % Featuers
(Sl ; .«’X R64
R8  R64 R4 1 x R64 R64

Switch Interface Feature
Encoder Tower

Latent
Per-switch ..o per-switch

Switch Interface Feature
Pooler

Latent per-switch ~ Switch
interface features  Interface

RO4

Switch
Interface

Layer

CWndiarget
(per flow)

Scenario A

Sender 1 Recgjver 1

Switch 1 Switch 2

Sender 10 Receiver 10
Scenario B

Flow2

B a1
Sender 1 Switch 1 Switch 2 Receiver 1

Sender 2 Receiver 2

Fig. 3: Evaluation Scenario A & B

u
o

—_— low low 6

Sa2 Fow2 — riows

'_6 = Flow 3 s Flow 8
= Flow 4 = Flow 9

E 35 — F\ZWS — szwm

5 28

22

S14

g M

= T —

% 24 48 72 9 120
Time [s]

Fig. 4: Fair throughput sharing
among an increased number of
C3S-guided flows (Scenario A)

Interface
Layer interface

Features 1.n Summary Summary

Features R32 —

160 128 1
» D pooling R R R

n x R64 R32

Fig. 2: C3S’s new Neural Network Architecture

IV. C3-ScALABLE (C3S)

We introduce C3S, a new neural architecture that extends
C3 with improved scalability while retaining proven compo-
nents such as PPO and the existing reward formulation.

A. C3S New Neural Network Architecture

The C3S’s architecture (cf. Fig. 2) consists of three com-
ponents: two per-entity encoder towers, two permutation-
invariant poolers, and one per-flow decision head.

1) Per-Flow and Per-Switch Interface Encoder Towers:
C3S employs two encoder towers: one for per-flow features
and one for per-switch interface features. Each tower is imple-
mented as a multilayer perceptron (MLP) that maps raw inputs
into a latent embedding space, capturing relevant relationships
and interactions among the input features.

The per-flow tower maps 8-dimensional inputs to a 64-
dimensional embedding via two hidden layers (8-64-64).
The per-switch interface tower follows the same structure
with reduced width, mapping 2-dimensional inputs to a 32-
dimensional embedding (2-32-32).

2) Per-Flow and Per-Switch-Interface Poolers: To aggre-
gate features across flows and switch interfaces, we employ
two pooling components inspired by the Deep Sets paradigm
[7]. These apply permutation-invariant mean pooling to the
corresponding embeddings, yielding fixed-size summaries of
dimension 64 (flows) and 32 (switch interfaces). This enables
the model to handle variable numbers of entities while pre-
serving symmetry across identical instances.

3) Per-Flow Head: For each flow to be guided, three inputs
are fed into the per-flow head. It is a lightweight MLP with
a single hidden layer of width 128. Specifically, the per-flow
head receives the following inputs: (i) Latent per-flow features
of the flow to be guided, i.e., the embedding produced by
the per-flow encoder tower; (ii) The flow summary, i.e., the
output of the per-flow pooler, representing the global flow
context; and (iii) The switch interface summary, i.e., the output
of the per-switch-interface pooler, representing the global
switch interface context. The MLP outputs the corresponding
cWnd qrget value for that specific flow.

B. The Importance of Topology-Aware Aggregation

Initial results indicate that the new architecture scales to
an arbitrary number of flows. Fig. 4 depicts the throughput of
10 flows that start sequentially and transmit data from a sender
on the left side of the dumbbell topology (cf. Scenario A in
Fig. 3) to a receiver on the right, thereby competing for the
same bottleneck link with a capacity of 50 Mbit/s. The C3S-
guided flows rapidly converge to their fair share and efficiently
utilize the available bandwidth.

In Scenario B, two flows are simultaneously active. Flow 1
transmits between two hosts on the left side of the dumbbell,
while an unrelated flow 2 traverses the full dumbbell topology
from left to right. Since the two flows do not share a bottle-
neck, they should not compete for bandwidth. Nevertheless, we
observe unintended interactions between them due to global
pooling, which aggregates too broadly and mixes unrelated
information.

This observation underscores the importance of incorpo-
rating topological structure into the aggregation process—
a direction we are actively pursuing. In particular, feature
aggregation should be restricted to topologically and seman-
tically related entities, such as flows that share one or more
bottlenecks or switch interfaces that lie along a flow’s path.
This can be enabled by explicitly encoding routing and topol-
ogy information. In parallel, we are exploring architectures
that learn this contextualization directly, including attention-
based mechanisms and graph neural networks (GNNs). GNNs
are especially well-suited for this setting, as they naturally
constrain feature aggregation to topologically relevant neigh-
bors, thereby preserving locality and preventing interference
between unrelated flows.

V. CONCLUSION & OUTLOOK

We present a revised neural architecture for C3, termed
C3S, which addresses key scalability limitations of the orig-
inal fully connected design through modular, permutation-
invariant components. This enables scalable guidance for an
arbitrary number of flows. While our results confirm the effec-
tiveness of this approach, they also highlight the importance of
incorporating topological context into the aggregation process.
In particular, naive global pooling can induce interactions
between unrelated flows, motivating ongoing and future work
on topology-aware aggregation via path-based filtering as well
as graph- and attention-based models.
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Abstract—Traffic forecasting in cellular networks is a challeng-
ing spatiotemporal prediction problem due to strong temporal
dependencies, spatial heterogeneity across cells, and the need
for scalability to large network deployments. Traditional cell-
specific models incur prohibitive training and maintenance costs,
while global models often fail to capture heterogeneous spatial
dynamics. Recent spatiotemporal architectures based on attention
or graph neural networks improve accuracy but introduce high
computational overhead, limiting their applicability in large-scale
or real-time settings. We study spatiotemporal grid forecasting,
where each time step is a 2D lattice of traffic values, and predict
the next grid patch using previous patches. We propose NeST-S6,
a convolutional selective state-space model (SSM) with a spatial
PDE-aware core, implemented in a nested learning paradigm:
convolutional local spatial mixing feeds a spatial PDE-aware
SSM core, while a nested-learning long-term memory is updated
by a learned optimizer when one-step prediction errors indicate
unmodeled dynamics. On the mobile-traffic grid (Milan dataset)
at three resolutions (202, 502, 100%), NeST-S6 attains lower errors
than a strong Mamba-family baseline in both single-step and 6-
step autoregressive rollouts. Under drift stress tests, our model’s
nested memory lowers MAE by 48-65% over a no-memory
ablation. NeST-S6 also speeds full-grid reconstruction by 32x
and reduces MACs by 4.3x compared to competitive per-pixel
scanning models, while achieving 61% lower per-pixel RMSE.

Index Terms—mobile traffic forecasting; state-space models;
spatiotemporal prediction; partial differential equations (PDEs);
drift robustness; efficient inference.

I. INTRODUCTION

Accurate low-latency mobile traffic forecasting is key in dy-
namic resource management and capacity planning in closed-
loop 5G/6G automation. In many deployments, traffic is ob-
served as a spatiotemporal 2D grid (e.g., a tessellated city
map) sampled over time; the task is to predict the next grid
frame or a local patch from recent history. The core challenge
is to jointly model (i) per-location temporal dynamics and
(i) predominantly local spatial coupling, while remaining
efficient at realistic resolutions. Prior work spans several
approaches [1]-[7]; however, global attention and per-location
processing become costly, in addition to accuracy degradation
due to traffic non-stationarity and its distribution shift. SSMs
provide linear-time sequence modeling with hardware-friendly
recurrence [8], but applying them to grid-structured forecast-
ing raises two practical requirements: (a) efficient local spatial
mixing and (b) robustness to drift with stable free-running
rollouts.

We address these requirements with NeST-S6, a convolu-
tional PDE-aware SSM (building on the S6 family) for grid
patches. NeST-S6 combines local spatial mixing (depthwise
convolution plus windowed attention) with a spatial PDE-
aware SSM core, and augments it with a nested-learning slow
learner that maintains persistent spatial memory. This memory
is updated by a learned optimizer when one-step prediction
errors indicate unmodeled dynamics [9]. To reflect networking
practice, we report not only one-step accuracy but also multi-
step autoregressive rollouts and controlled drift stress tests
(Tables I-1I).

We present NeST-S6, a spatially local PDE-aware SSM
for grid-based traffic forecasting that enables efficient patch-
based prediction and delivers improved robustness in multi-
step autoregressive rollouts under drift.

II. PROBLEM, DATA, AND NEST-S6 METHOD

A. Problem setup and data

Let M; € RE*XW denote the traffic grid at time ¢. We
use a patch-wise formulation: each frame is tiled into non-
overlapping patches of size H, x W), with stride (s, s,,) =
(Hp, W)). For a fixed patch index, the input is a tensor of
the last T=6 patches (last hour), X, € RT>*#»*Ws and the
target is the next patch Y; € R¥»*Wr at the same location.
Predicting full patches preserves local structure and avoids
reconstructing coherent neighborhoods from pointwise super-
vision [10]. At inference, we predict all patches in parallel and
stitch them to reconstruct the grid. We evaluate on the Milan
mobile-traffic dataset [11], provided as 100% grids sampled
every 10 minutes. We report results at three granularities by
choosing H,xW, € {20%,502,100%} (Sec. III).

B. NeST-S6: Fast Prediction with Slow Adaptation

We adapt the SSM to spatiotemporal data by implementing
the linear recurrence as a convolutional recurrent network
with a spatial PDE-aware SSM core (S6). Per-pixel states
evolve with input-conditioned, spatially varying parameters
{A¢, Besi,1; Cetr,. } and optional low-rank A . NeST-S6 cou-
ples a Fast Learner for one-step patch prediction with a
Slow Learner for persistent spatial memory updates based on
a surprise signal [9]. The code and the model architecture
figures are made available in our public repository [12]. The
internal operations of the S-PDE SSM block are defined by
the following discretized recurrence.



Fast Learner: The input u; = concat(x;,X; — X;—1) i8
projected to a latent context z; via a convolutional stem. The
Current Context is a stack of proposed Convolutional SSM
blocks that performs local spatial mixing followed by temporal
modeling. The per-location recurrence is:

hy = exp(Aer © Ar) O by + (A ©x¢) © Begre, (1)

D
Yyt = Z hES) © Cgf),t + Dyskip © X, 2
s=1

where A¢, Befis, and Cegr; are predicted by 1x1 convolu-
tions. A, is stabilized via —exp(-) with optional low-rank
modulation. We call the core PDE-aware because it mirrors
a stable exponential discretization of a spatial dynamical
system with input-conditioned, spatially varying coefficients
(Aer,, Befr,t; Cetr,r, Ar), and we additionally regularize pre-
dictions with a Laplacian penalty to encourage physically
plausible spatial smoothness.

Slow Learner: The Deep Optimizer 2D maintains a
spatial memory M, € REXDPxHpxWy ypdated via the context
z; and a surprise signal S;:

Mt = )\Mt—l + (1 - >\) ¢0pt(zt7 St)a (3)
Z =z + 0(g:) © My, )

where \ is a learned decay and o(g;) is a gate injecting
memory into the Fast Learner. During free-running rollouts,
S; is unavailable and M, evolves only via decay.

Training objective: The model is trained using a
SmoothL1 loss and a 3x3 Laplacian penalty to enforce spatial
consistency.

III. EVALUATION
A. Protocol and metrics

Models are trained with one-step-ahead objective and eval-
uated on the chronological test split. We report MAE/RMSE
after reversing the global z-score. To assess deployment-
relevant stability, we assess the autoregressive rollout, which
feeds predictions back as inputs over a 6-step horizon.

B. Accuracy, rollout stability, and drift

Table I summarizes one-step accuracy and 6-step rollout
accumulation, across the granularities. Against VMRNN-D,
NeST-S6 improves one-step MAE/RMSE at all resolutions. In
rollouts, NeST-S6 exhibits less accumulation than VMRNN-D
at all resolutions except MAE at 502.

Drift stress tests (robustness): To probe non-stationarity
without fine-tuning, we apply inference-time input shifts: (i)
scale/offset ©' = ax + B with a=1.25, $=0.25; (ii) spatial
shift by k=5 cells (zero padding); (iii) dynamics volatility via
additive noise € ~ N(0,0?) with 0=0.25. We compare NeST-
S6 to a no-memory ablation that disables memory injection
and memory writes (equivalently, M; = 0). As evinced in
Table II, the nested memory consistently reduces MAE by
4.88-6.98 across shifts.

TABLE 1
SINGLE-STEP TEST PERFORMANCE AND 6-STEP ROLLOUT
ACCUMULATION ON MILAN. ACCUMULATION IS
AMAE/RMSE = MAE/RMSE;,_; — MAE/RMSE,; _;.

Model Metric 202 502 1002
MAE (h=1) 4442 4461 4476
RMSE (h=1) 11.353 11.485 11.919
VMRNN-D  ANAE (6-1) 4264 3804  3.613
ARMSE (6—1) 10.093 8946 8858
MAE (h=1) 3854 3822 3906
RMSE (h=1) 8401 8354 8422
NeST-S6 AMAE (6—1) 3404 5359 3.530
ARMSE (6—1) 82590 8827 8736
TABLE 11

DRIFT STRESS TEST (MAE) ON MILAN (ONE-STEP) SHOWING THE
NESTED MEMORY EFFECT

Drift Nested Memory No Nested Memory AMAE
None 3.800 10.712 +6.912
Scale/offset 5.303 10.182 +4.879
Spatial shift 3.810 10.788 +6.978
Dyn. volatility 5.992 12.418 +6.426

Efficiency: For full-grid (100%) reconstruction, NeST-S6
predicts patches and tiles them, whereas scalar predictors must
be executed per location. When compared to the competitive
scalar predictor HiSTM, NeST-S6 reduces MACs by 4.3x
and latency by 32x per-location scanning on an A100 GPU,
supporting scalable forecasting for multi-step decision making.
NeST-S6 also achieves lower per-pixel RMSE than the HiSTM
in 61% of the grid.

IV. CONCLUSION

We formulated mobile traffic grid forecasting as patch-wise
spatiotemporal prediction and introduced NeST-S6, a convolu-
tional state-space model with a PDE-inspired spatial SSM core
and a nested-learning memory mechanism. By decoupling fast
prediction from slow, error-driven memory updates, NeST-S6
enables low-latency inference while adapting to non-stationary
dynamics without frequent weight updates.

Across three spatial resolutions on the Milan dataset, NeST-
S6 consistently outperforms strong mamba-based baseline in
one-step accuracy, exhibits smoother error growth under au-
toregressive rollout, and shows strong robustness to controlled
distribution shifts. Patch-based tiling further enables efficient
full-grid forecasting, reducing inference cost by over 30x
while achieving lower per-pixel error across most of the grid.

Future work will extend NeST-S6 to longer-horizon and
continual forecasting, richer drift scenarios and real network
events, and multi-modal inputs and control-oriented objectives.
The future work also takes into account the explainability
analysis to unpack the behavior of the core, along with CUDA
kernels for a hardware-aware implementation that fits the
standard in SSM developments.

Overall, NeST-S6 provides a practical, drift-aware foun-
dation for scalable traffic forecasting in operational 5G/6G
systems.
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Abstract—We study proactive gateway load balancing in in-
dustrial sensor networks. Conventional schemes are reactive and
centralized. We instead predict per-gateway load via federated
learning (FL) and trigger local reassignment before overload.
Gateways train Long Short-Term Memory (LSTM) models on
local traffic and share only model updates; no raw data leaves
devices. The aggregated model enables decentralized, privacy-
preserving control with a lightweight coordinator using Multi-
Gateway Centralized Utility-Based Load Balancing (MCUBE).
In simulation, our approach improves utilization (+14.5%),
reduces load imbalance (-30.0%) and packet loss (—-63%) versus
a reactive baseline, with a modest rise in reassignments.

Index Terms—Load balancing; Industrial IoT; Federated
learning; LSTM

I. INTRODUCTION

The Industrial Internet of Things (IloT) connects sensors
through multiple gateways that forward traffic to backend
systems [1], [2]. When gateway loads become imbalanced,
congestion and loss increase [3], [4]. CUBE improves utiliza-
tion by reassigning LM—gateway links, but remains reactive
and centralized [4], [5], [6].

We propose Federated Learning (FL)-Multi-Gateway Cen-
tralized Utility-Based Load Balancing (MCUBE): gateways
train local LSTM predictors via FL and proactively trigger
reassignment locally, achieving decentralized control without
sharing raw data.

Reconfiguration is triggered when predicted utilization
crosses adaptive thresholds, acting before overload while
preserving data locality and privacy.

Contributions: Local LSTM predictors for load forecasting,
federated learning without sharing raw data, and proactive
threshold-based reassignment. Simulation shows +14.5% uti-
lization, 63% loss reduction, and better load balance.

We next summarize related work, describe the
model/protocol, and present results.

II. RELATED WORK

Prior work falls into three groups: reactive utility-based re-
assignment, centralized ML prediction/control, and federated
learning in IoT.

1) Utility-Based Reassignment (Reactive Centralization)

CUBE/MCUBE [4] reassigns managers after overload is
observed. This is simple but reactive and centralized, which
increases control overhead and delays response under bursty
traffic.

2) Centralized Machine Learning for Prediction and Con-

trol

Centralized ML methods [5], [7], [8] improve proactivity
via global predictors, but they require raw data collection and

Orchestrator
(optional)

'Reconfiguration decisions| Model Updates

Coordinating

Cloud Services
Server

Data Traffic

Data Traffic
T I I Training

! ! !
Local
Managers

Fig. 1: Decentralized gateways with local LSTMs, federated aggre-
gation, and proactive MCUBE reassignment with migration costs
and hysteresis.

centralized control, creating privacy, scalability, and autonomy
limitations in IIoT.

3) Federated Learning in loT

FL [9], [6], [10] preserves privacy by sharing model
updates instead of raw data. Existing IoT FL studies mainly
target sensing/analytics tasks, with limited focus on proactive
gateway-level control.

4) Gap and Our Contribution

FL-MCUBE closes the gap by combining proactive predic-
tion with decentralized reassignment: each gateway predicts
overload locally, collaborates through FL without exposing
raw data, and triggers migration-aware MCUBE decisions
autonomously.

III. SYSTEM MODEL AND FL-MCUBE PrROTOCOL

In brief, we consider an IIoT network with gateways G
and local managers (LMs) L. Each LM attaches to one
gateway and contributes to its channel utilization. Gate-
ways record their utilization history wug(¢) and operate under
bandwidth/compute constraints [3], [2]. Gateways train local
LSTM predictors on u(t) and collaboratively refine them via
FL (FedAvg [11]); only model updates are exchanged.

Given the past 7 utilization values

Xk = {uk(t—T),...,uk(t— 1)},

the LSTM outputs a next-step prediction

Ur(t) = frstm(Xe: wi),

where wy, are local weights refined via FL. Reassignment is
triggered when 4 (t+1) exceeds an adaptive threshold for h
consecutive slots; MCUBE executes locally with a migration
cost to avoid churn.

FL-MCUBE is intentionally lightweight: local LSTMs
avoid global traffic collection, FedAvg limits coordination



Algorithm 1 FL-MCUBE: Adaptive proactive load balancing
protocol

Require: Gateways G; Local Managers (LMs) £; thresholds
0k (t+1); lookback 7; hysteresis h; FL rounds R
Ensure: Balanced gateway load
1: for each gateway g € G do
2 Predict uy, (t+1) with fLsT™ (Xk; wk)
3: end for
4: for r=1to R do
5 Securely aggregate local wy; compute global w via
FedAvg; redistribute
end for
. for each gateway g, € G do
if 4y (t+1) > 0 (t+1) for h consecutive slots then
Identify candidate LMs; select subset S minimizing
> rcs Cmig(£) under utilization constraints
10: Trigger proactive LM reassignment via MCUBE
(executed locally)
11:  end if
12: end for

R

Table I: FL-MCUBE evaluation results (30-run average =+ std. dev.).
Util.: Utilization.

Setup Util. [%] Std. Dev. Loss [%] Switches
Baseline 55 0.300 7.5 2.0
FL-only 58 0.260 5.5 1.9
FL-MCUBE (ours) 63 0.210 2.8 3.8

overhead, and threshold-based triggering prevents continuous
optimization. Compared to fully centralized predictors, this
design trades global optimality for scalability and privacy,
appropriate for IIoT deployments with constrained gateways.
Hysteresis and migration costs explicitly control churn, mak-
ing proactive reassignment stable in practice.

IV. RESULTS

We compare a reactive centralized MCUBE baseline, an
FL-only setup (prediction but no reassignment), and the
proposed FL-MCUBE.

The baseline follows MCUBE [4]: centralized, threshold-
triggered, and purely reactive (no prediction).

Simulations use a custom Python 3.10/TensorFlow 2.15.0
environment; all hyperparameters are fixed across baselines.

Setup: six gateways (bursty, stable, rising, smooth, spo-
radic, periodic); local LSTMs with short lookback; adaptive
threshold with hysteresis; three FL rounds with FedAvg and
secure aggregation [12], [11]. Each experiment runs 300 steps
and is replicated 30 times with different seeds. We also
evaluate scalability with 20 gateways.

Key outcomes (30-run means) are in Table I; lower std. dev.
means better balance.

Prediction Accuracy: From aggregated stored runs (6 gate-
ways, 30 runs), LSTM yields Mean Absolute Error (MAE)
0.091 and Root Mean Squared Error (RMSE) 0.133; the
moving-average baseline (window 10) yields MAE 0.081 and
RMSE 0.122.

Scalability: In the 20-gateway case (Table II), FL-MCUBE
keeps the same improvement trend over baselines.

Table II: FL-MCUBE scalability: 20-gateway experiment (10-run
average).

Setup Util. [%] Loss [%] Switches
Baseline 52 9.2 2.1
FL-only 56 7.1 2.0
FL-MCUBE (ours) 60 3.5 42

FL-MCUBE Evaluations: Baseline vs FL-only vs FL-MCUBE

Channel Utilization

Load Balance (Std. Dev.)

Utilization (%)

Std. Dev. (fraction)

Baseline FLoonly FL-MCUBE Baseline FL-only FL-MCUBE

Packet Loss Gateway Switches

Loss (%)

Switches (count)

0 0
Baseline FL-only FL-MCUBE Baseline FL-only

FLMCUBE
Setup

Fig. 2: Comparative evaluation across three schemes over 30-
run means: reactive MCUBE baseline (red), FL-only (green), and
proactive FL-MCUBE (blue). Left: utilization (%) increases with
proactivity. Center: standard deviation of load decreases, indicating
improved balance. Right: packet loss (%) drops significantly with
prediction. Modest increase in switches reflects proactive reassign-
ment overhead, but load balance gains outweigh churn cost.

Communication Overhead: Each FL round transmits
~12 KB per gateway; for 3 rounds and 20 gateways this is
~720KB, trading bandwidth for privacy.

FL-MCUBE achieves the best balance/loss with a modestly
higher switch count due to proactive moves.

1) Analysis and Insights

All reported means are over 30 runs; FL-MCUBE vs.
baseline is significant (p < 0.05, t-test).

Three findings emerge: (1) FL-only already improves bal-
ance/loss over reactive baseline, showing prediction value;
(2) FL-MCUBE reaches highest utilization (63% vs. 55%
baseline) by acting before overload; (3) the higher switch
count (3.8 vs. 2.0) is offset by large loss reduction (2.8%
vs. 7.5%).

V. CONCLUSION

We presented FL-MCUBE, a decentralized predictive load-
balancing framework for IIoT gateways. By combining local
LSTM forecasting with federated learning, gateways trigger
proactive reassignment without sharing raw data.

Across experiments, FL-MCUBE improves utilization
(63% vs. 55%), reduces packet loss (2.8% vs. 7.5%), and
improves balance (std. dev. 0.210 vs. 0.300), with a moderate
increase in switches. The 20-gateway setting shows similar
trends.

The main contribution is integrating FL directly into the
control loop so gateways learn collaboratively and act au-
tonomously. Future work includes testbed validation, stronger
robustness under client dropout, and mobility-aware exten-
sions.
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Automated Network Access Control with LLMs
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Abstract—Access control policies provide an essential layer of
security for organizations’ systems and data by defining rules for
allowed and disallowed accesses, thereby preventing unauthorized
access to resources. Access policies are inherently dynamic, as
they must adapt to evolving organizational requirements such as
infrastructural, operational, or personnel changes. As networks
grow larger, the complexity of access policies and the frequency
of required updates increase, traditional manual approaches
to access control configuration no longer scale. In this paper,
we explore the potential of large language models (LLMs) for
automating network access control by automatically translating
help desk tickets into policy changes. We summarize the chal-
lenges of using LLMs for network access control automation
and present insights from preliminary experiments. Our early
experiments show that LLLMs are capable of understanding user
intent and applying configuration changes in isolated examples
when relevant background information is provided within the
model’s context. At the same time, we identify integration into
production systems and reliability as major challenges to be
addressed in future work.

Index Terms—access control, intent-based networking, au-
tonomous networking, LLM, natural language

I. INTRODUCTION

Network access policies are a central building block of se-
curity architectures, defining rules for allowed and disallowed
accesses to resources such as data, applications, and physi-
cal infrastructure. Requirements for accessibility of resources
are usually highly dynamic. For instance, applications may
be moved from testing to production environments, or user
permissions may change as they switch departments or teams.
In traditional workflows, users can request access control
changes through help desk tickets. However, as systems grow
in the number of users and resources, and as the landscape of
access control mechanisms becomes increasingly complex and
heterogeneous, manual implementation of continuous access
control changes no longer scales. With IT help desks becoming
a bottleneck in access control configuration, prolonged queu-
ing of user tickets can hinder company productivity and poten-
tially lead to slow reactions to system vulnerabilities. These
challenges highlight the need for more agile and automated
approaches to access control configuration.

The rise of Large Language Models (LLMs) provides a
new angle to this topic, as their strengths in natural language
understanding and reasoning can be helpful for automating
help desk ticket processing. LLMs can be used to automat-
ically understand user tickets, interpret them, and generate
policy updates, as illustrated in Figure 1. However, LLMs are
prone to hallucinations, which can be fatal if they result in
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Fig. 1. Overview of an LLM-based access control system. On the control
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incorrect policies [1]. Furthermore, user requests may be vague
or lack essential technical details, or even propose nonsensical
updates, making it difficult to synthesize precise network
access control policies directly from user requests. In this
paper, we identify key challenges in automating access control
configuration and share insights from preliminary experiments.
Our results highlight the potential of state-of-the-art LLMs
for understanding user requests and constructing structured
policies, while also identifying several challenges for their use
in real-world systems. Based on these insights, we suggest
future work to further explore LLM-based systems for access
control management to serve the dynamic requirements of
current and future secure IT infrastructure.

II. KEY CHALLENGES IN LLM-BASED ACCESS CONTROL

In this section, we discuss central challenges for automated
network access control policy synthesis from natural language.

A. Vague and Incomplete User Requests

Typically, users who report access control changes via help
desks do not come from a technical background. Thus, such
help desk tickets are inherently vague and lack technical
details. For instance, the message “I need access to gitlab”
cannot be directly translated into a low-level policy for two
reasons: First, entities mentioned in the text (e.g., “gitlab”)
are ambiguous without further context (e.g., could refer to
one of multiple existing gitlab servers). Second, users refer
to high-level entities without specifying or knowing technical
details, such as IP addresses and ports, that are necessary
for implementing the policies. Additionally, users might even
completely omit important information, which suggests that
an LLM-based access control system should be able to query
the user for additional information in such cases.



B. Heterogeneous Landscape of Access Control Mechanisms

In recent years, access control has become increasingly
complex and heterogeneous, with trends such as zero trust [2]
and micro-segmentation [3] pushing towards more layered
and fine-grained access control. Specifically, access control
policies should not only be enforced at a single point (such
as a perimeter firewall), but at as many security layers as
possible, including, for example, SDN switches, host firewalls,
and application-level logins. This complex landscape of access
control mechanisms poses challenges not only for manual
implementation of access control policies but also for LLM-
based approaches. For instance, it is known from previous
works that LLMs struggle with large contexts and nuanced
distinctions between software versions, both of which are
relevant for correctly managing large-scale and heterogeneous
infrastructure [4], [5].

C. User Intent Conflicts

An access control system that serves change requests from
end users, similar to how a help desk works, is a multi-
user system. Thus, requests from one user can interfere with
or be contradictory to requests from other users. This calls
for a conflict resolution approach, possibly through defining
precedence among requests or an authorization scheme.

III. LESSONS FROM EARLY EXPLORATION

We obtained a small set of real-world help-desk tickets
from a university computing center, containing user messages
related to access control policy changes. Using insights from
this dataset, we conducted preliminary experiments to explore
the potential as well as revealing challenges of using LLMs
for automating access control management. In the following,
we share lessons learned from our experiments, which may
support future research in this field.

A. Potential of LLMs for Understanding User Intent

As a case study, we presented state-of-the-art LLMs with
help desk tickets and manually selected necessary background
information that help desk staff needed to correctly process
such tickets, providing this information as part of the prompt.
This contextual information included (1) the identity of the
user and related information such as previous requests or their
relationship to other relevant parties, (2) relevant excerpts of
the access control configuration files, and (3) any additional
background information about the organization relevant to this
ticket. We then asked an LLM to construct an access policy
in a given JSON format and compared the result with the
expected policy outcome. We found that current LLMs can
often accurately understand user intent and can adjust access
control configuration accordingly. Furthermore, we find that
current models benefit from in-context examples [6]: When we
illustrate the task using the example of another ticket as part of
the prompt, the model behavior is closer to our expectations.
In production systems, tickets previously processed by humans
could be utilized to provide such examples to the LLM.

B. Challenges of Full Automation in Real-World Settings

There remains a gap between isolated use cases and com-
plex production environments. Real-world use cases with
large, unstructured code bases of configuration files and large
organizations pose challenges to the problem understanding
of LLMs [5]. We identify the automated selection of relevant
context information and navigation of configuration code
bases to identify relevant sections as core challenges. To
address these challenges, we are exploring viable approaches.
To select contextual information, embedding-based similarity
search [7], similar to that used in Retrieval Augmented Gen-
eration (RAG) [8], might be useful. For navigating the code
base, approaches based on LLM agents [9] seem promising,
allowing for iterative exploration of code bases [10], [11].
Agentic approaches might also be suitable for asking follow-
up questions to the user if their request is missing essential
information.

IV. RELIABILITY OF LLM DECISIONS

While we find that LLMs can often accurately understand
user intent, we also identify cases in which LLMs respond
to user tickets with incorrect solutions. Especially when the
user message is not written clearly or is missing important
information, we find that the LLM tends to output wrong
answers instead of suggesting to ask the user for clarification.
Such inaccuracies highlight that, while LLMs are a powerful
tool for network access control automation, they must be
integrated into production systems with caution. We suggest
that future work create datasets that allow measuring the
accuracy of specific LLM-based designs, which could help
estimate the utility and risk of such systems. Additionally,
certain security checks, such as rule-based checks and hu-
man reviews, should be performed before deploying LLM-
generated policy changes to avoid misconfiguration. At the
same time, human intervention should be kept minimal to not
degrade the efficiency of the system, highlighting the trade-off
between automation and human supervision.

V. CONCLUSION

In this paper, we presented the concept of LLM-based
network access control management. We highlighted the need
for automated access control solutions to handle dynamic
and increasingly complex IT infrastructure and how LLMs
emerge as a new tool for automating this task. We further
shared insights from preliminary experiments. On the one
hand, we found that state-of-the-art LLMs can often correctly
understand user intent and edit access control configurations
accordingly, while on the other hand, we identified challenges
in scaling to complex real-world use cases and ensuring
correctness of LLM outputs in production settings. Our work
provides evidence that LLM-based access control is a promis-
ing field of research and worth further investigation. Open
questions to be addressed are how to integrate LLMs into real-
world systems and how to prove or estimate the reliability of
LLM-based access control systems.
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Abstract—ISP core networks are critical for today’s Inter-
net, and fault management is a major concern. Digital Twins
(DTs) offer a safe environment for what-if analyses and can
help generating incident datasets, thereby supporting Machine
Learning (ML) applications. Existing approaches often use high
abstraction, limiting accuracy and performance, and frequently
focus on specific metrics. Furthermore, they often rely on
custom interfaces, impeding real-world application. We present
a virtualization-based DT framework capable of low abstraction,
high fidelity, and near-hardware performance. It spans multiple
network planes via standardized NETCONF/YANG interfaces
and exports telemetry through YANG models, IPFIX, and BMP.

Index Terms—Digital Twin, YANG, Testbed, Core Network

I. INTRODUCTION

Fault management is a central concern for operators of
computer networks, especially for critical infrastructure like
ISP core networks. Digital Twins (DTs) offer significant
potential to support multiple use cases in this domain. As
networks become increasingly complex, understanding the
effects of configuration changes is often infeasible. DTs enable
what-if analyses to test changes and validate mitigations.
Further, Machine Learning (ML)-based network management
approaches require large amounts of training data. While live
systems generate substantial amounts of data, insights from
real incidents are most valuable. Since introducing faults in
a production system is not feasible, DTs provide a practical
means for generating incident datasets.

Existing DT approaches typically operate at a high abstrac-
tion level, like with simulations or emulations, suffering from
inaccuracies and low performance. Many approaches focus
solely on specific aspects, e.g., latency modeling. In addition,
they frequently rely on custom interfaces and do not support
ISP-grade monitoring standards.

Our approach uses virtualization in a testbed and thus
provides low abstraction, high fidelity, and near-hardware per-
formance. It covers multiple planes via standardized interfaces
based on NETCONF/YANG and supports telemetry export
using standardized YANG models, IPFIX, and BMP.

II. BACKGROUND AND RELATED WORK
This section covers relevant background and related work.

A. Network Digital Twins

Various techniques have been proposed for replicating com-
puter networks, including simulation [1], [2], emulation [3],
[4], virtualization [5], as well as bare-metal deployments.

N
Testbed Controller e
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Sea
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Real Network DT Manager DT Networks

Fig. 1: Overview of the DT system.

Wu et al. [6] present a comprehensive survey on network
DTs, in which DTs are defined as replicas of physical network
elements. The authors identify key challenges for network DT's
and discuss a wide range of application domains. Almasan
et al. [7] introduce the concept of a network DT providing
accurate and performant network models. Their approach
leverages ML techniques such as Graph Neural Networks
(GNNs) combined with suitable abstractions to achieve scala-
bility and real-time performance. Our system focuses on ISP
core networks and uses standardized YANG models and real-
world data from monitoring protocols like IPFIX and BMP.

B. The YANG Modeling Language

YANG [8], [9] is a data modeling language standardized by
the IETF for use with NETCONF [10], a network manage-
ment protocol for configuring network devices. The IETF has
standardized a wide range of YANG models covering multiple
layers and components of the ISO/OSI stack, including inter-
faces, routing, and layer 243 topology [11], [12], [13], [14],
[15], [16], [17].

C. ISP Network Telemetry

We distinguish between configuration data and telemetry
in ISP networks. YANG models support configuration and
operational state data, whereas dedicated telemetry protocols
are limited to the latter. Several standardized telemetry pro-
tocols are used in ISP networks, e.g., IPFIX [18] for flow-
level data-plane telemetry, and BMP [19] for routing-related
control-plane telemetry.

III. APPROACH

In this section, we describe our high-fidelity virtualized DT
system, which is depicted in Figure 1. It consists of a real
network, a central management component, and multiple DT
networks deployed in a testbed. Network state is exported from
the real network using YANG-modeled data, IPFIX telemetry,



and BMP messages, and the architecture can be extended to
support additional sources. The DT networks are configured
via NETCONF and also export telemetry using YANG.

A. Real Network

This component is a production-grade network consisting of
multiple routers. There are no special constraints regarding the
routing software used, but it needs to support configuration and
telemetry export using the IETF-standardized YANG models.

B. DT Manager Components

At the core of the system is the DT Manager, a central
component that provides multiple functionalities and supports
extensibility, i.e., further features can be added on demand.

a) Testbed Controller: This component orchestrates the
virtualized router replicas, configures links, and manages load
generation. Depending on the use case, it can also be used
to keep the DT synchronized with the real network and to
execute actions at specific timestamps.

b) Topology Reductor: This part performs sampling
and/or aggregation of the original topology based on prede-
fined goals or the resources available for the DT. Typically,
this step also includes flow- and link-rate reduction.

¢) KPI Validator: This component evaluates the current
state of the real network and the DTs against given Key
Performance Indicators (KPIs) using the telemetry.

d) Dataset Collector: This module allows -creating
datasets for ML using the DT networks. Since DTs are replicas
of the production environment, multiple problem instances
can be generated safely without affecting live operations. To
produce diverse datasets for ML training, the parameter space
of problems is defined and samples are balanced across it.
Faults can be injected using the Testbed Controller’s timed
execution feature. After a fault is injected, the corresponding
raw data exported from the DT network can be correlated to
the fault, allowing multiple datapoints to be extracted from a
single long-running measurement.

C. DT Networks

The network DTs are deployed in a testbed using virtual-
ization. Routers are replicated by Linux machines based on
FRR [20], which implements a northbound API for YANG
export that supports NETCONF via a plugin [21]. Each router
runs on an individual Virtual Machine (VM).

IV. PARAMETER EVALUATION

In this section, we evaluate the number of parameters that
we expect to be collected for networks of a certain size. For
that, we restrict ourselves to three IETF-standardized models
(L2 topology [13], L3 topology [12], and interface manage-
ment [15]) and group their fields by data type (Identifier,
Bool, Numeric, and Other). We generate random graphs using
the Barabdsi-Albert preferential attachment model [22] with
m = 2, ie., for each new node, two edges are added. For
each graph, we estimate the number of YANG fields, assuming
that every optional field is present and every field with zero
or more elements has exactly one instance.
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Fig. 2: Number of YANG fields resulting from three IETF
models for an increasing number of nodes.

X

Fig. 3: Overload in a LAG caused by a link failure. The
remaining two links are not able to handle the full load.

Figure 2 shows a high number of parameters for three
models and small networks (49k fields/250 nodes), which
significantly grows for larger networks (1M fields/5k nodes).
This underlines the high fidelity of network modeling using
our YANG-based approach, however, it introduces complexity
for the ML models operating on this data.

V. EXAMPLE USE CASE: LAG OVERLOAD SCENARIO

In this section, we introduce an example scenario involving
a Link Aggregation Group (LAG), the relevant YANG models
for this scenario, potential symptom fixes, and use cases for
our proposed DT system. The scenario considers a LAG
comprising three 1 Gbit/s links, carrying a total of 2.5 Gbit/s
of traffic (see Figure 3). If one link fails, the remaining two
experience an overload situation, since their combined capacity
of 2 Gbit/s is exceeded.

In YANG, the LAG is represented using the fields lag
and member-link-tp from the L2 topology model [13].
The oper-status field from the interface management
model [15] indicates the failed link, while out-discards
signals the overload on the remaining links.

Potential symptom mitigation strategies include adapting
rate limiting on the remaining links if sufficient headroom
exists, or re-routing traffic over alternative paths. Using our
system, the failure can be automatically detected via the KPI
validator, two DT instances can be instantiated to test the
mitigations, and the best-performing solution can then be
applied to the real network. Additionally, our system can
generate datasets of similar scenarios to train ML models for
predictive management.

VI. CONCLUSIONS AND OUTLOOK

In this work, we presented an extensible system for creat-
ing high-fidelity virtualized DTs of ISP core networks. Our
approach is based on standardized data models and protocols
used in production networks. Thus, it provides a basis for fault
management in ISP core networks. By automating incident
dataset generation, it enables ML-based approaches for fault
recovery and thus contributes to efforts toward closed-loop
systems and self-driving networks.



ACKNOWLEDGMENTS

This work was funded by the Deutsche Forschungsge-
meinschaft (DFG, German Research Foundation), projects
HyperNIC (503359370) and SLICES-SUSTAINABILITY
(566292327), by the EU Horizon Europe programme, project
GreenDIGIT (101131207), by the German Federal Ministry
of Research, Technology and Space (BMFTR), project 6G-
life (16KIS2414), and by the Bavarian Ministry of Regional
Development and Energy, project 6G Future Lab Bavaria.
Results presented in this publication were obtained using the
SLICES-DE research infrastructure.

[1]

(8]

REFERENCES

A. Varga and R. Hornig, “An Overview of the OM-
NeT++ Simulation Environment,” ICST, May 2010.
DOI: 10.4108/ICST.SIMUTOOLS2008.3027.

G. F. Riley and T. R. Henderson, “The ns-3 Net-
work Simulator,” in Modeling and Tools for Network
Simulation, K. Wehrle, M. Giines, and J. Gross, Eds.
Berlin, Heidelberg: Springer Berlin Heidelberg, 2010,
pp- 15-34. po1: 10.1007/978-3-642-12331-3_2.

B. Lantz, B. Heller, and N. McKeown, “A Network
in a Laptop: Rapid Prototyping for Software-Defined
Networks,” in Proceedings of the 9th ACM SIGCOMM
Workshop on Hot Topics in Networks, ser. Hotnets-
IX, Monterey, California: Association for Computing
Machinery, 2010. DOI: 10.1145/1868447.1868466.

M. Peuster, H. Karl, and S. van Rossem, “MeDICINE:
Rapid Prototyping of Production-Ready Network Ser-
vices in Multi-PoP Environments,” in 2016 IEEE
Conference on Network Function Virtualization and
Software Defined Networks (NFV-SDN), Nov. 2016,
pp- 148-153. po1: 10.1109/NFV-SDN.2016.7919490.
F. Wiedner, M. Helm, S. Gallenmiiller, and G. Carle,
“HVNet: Hardware-Assisted Virtual Networking on a
Single Physical Host,” in IEEE INFOCOM WKSHPS:
Computer and Networking Experimental Research us-
ing Testbeds (CNERT 2022) (INFOCOM WKSHPS CN-
ERT 2022), Virtual Event, May 2022. po1: 10.1109/
INFOCOMWKSHPS54753.2022.9798351.

Y. Wu, K. Zhang, and Y. Zhang, “Digital Twin Net-
works: A Survey,” IEEE Internet of Things Journal,
vol. 8, no. 18, pp. 13789-13 804, 2021. por: 10.1109/
JIOT.2021.3079510.

P. Almasan et al.,, “Network Digital Twin: Context,
Enabling Technologies, and Opportunities,” IEEE Com-
munications Magazine, vol. 60, no. 11, pp. 22-27, 2022.
por: 10.1109/MCOM.001.2200012.

M. Bjorklund, YANG - A Data Modeling Language for
the Network Configuration Protocol (NETCONF), RFC
6020, Oct. 2010. po1: 10.17487/RFC6020. [Online].
Available: https://www.rfc-editor.org/info/rfc6020.

M. Bjorklund, The YANG 1.1 Data Modeling Language,
RFC 7950, Aug. 2016. por1: 10 . 17487 / RFC7950.
[Online]. Available: https://www.rfc- editor.org/info/
rfc7950.

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

R. Enns, M. Bjorklund, A. Bierman, and
J.  Schonwilder, Network Configuration Protocol
(NETCONF), RFC 6241, Jun. 2011. poI: 10.17487/
RFC6241. [Online]. Available: https : // www . rfc -
editor.org/info/rfc6241.

A. Clemm, J. Medved, R. Varga, N. Bahadur, H. Anan-
thakrishnan, and X. Liu, A YANG Data Model for
Network Topologies, RFC 8345, Mar. 2018. por1: 10.
17487/RFC8345. [Online]. Available: https://www.rfc-
editor.org/info/rfc8345.

A. Clemm, J. Medved, R. Varga, X. Liu, H. Ananthakr-
ishnan, and N. Bahadur, A YANG Data Model for Layer
3 Topologies, RFC 8346, Mar. 2018. DOI: 10.17487/
RFC8346. [Online]. Available: https://www.rfc-editor.
org/info/rfc8346.

J. Dong, X. Wei, Q. Wu, M. Boucadair, and A. Liu,
A YANG Data Model for Layer 2 Network Topologies,
RFC 8944, Nov. 2020. por: 10. 17487 / RFC8944.
[Online]. Available: https://www.rfc-editor.org/info/
rfc8944.

M. Bjorklund, A YANG Data Model for IP Management,
RFC 7277, Jun. 2014. po1: 10 . 17487 / RFC7277.
[Online]. Available: https://www.rfc-editor.org/info/
rfc7277.

M. Bjorklund, A YANG Data Model for Interface
Management, RFC 8343, Mar. 2018. DOI: 10.17487/
RFC8343. [Online]. Available: https://www.rfc-editor.
org/info/rfc8343.

S. Litkowski, D. M. Yeung, A. Lindem, Z. Zhang, and
L. Lhotka, YANG Data Model for the IS-IS Protocol,
RFC 9130, Oct. 2022. por: 10 . 17487 / RFC9130.
[Online]. Available: https://www.rfc- editor.org/info/
rfc9130.

L. Lhotka and A. Lindem, A YANG Data Model for
Routing Management, RFC 8022, Nov. 2016. DOT: 10.
17487/RFC8022. [Online]. Available: https://www.rfc-
editor.org/info/rfc8022.

P. Aitken, B. Claise, and B. Trammell, Specification of
the IP Flow Information Export (IPFIX) Protocol for
the Exchange of Flow Information, RFC 7011, Sep.
2013. pot: 10.17487/RFC7011. [Online]. Available:
https://www.rfc-editor.org/info/rfc7011.

J. Scudder, R. Fernando, and S. Stuart, BGP Monitoring
Protocol (BMP), RFC 7854, Jun. 2016. DOI: 10.17487/
RFC7854. [Online]. Available: https://www.rfc-editor.
org/info/rfc7854.

FRRouting, FRRouting, Online, visited on: 2026-01-15.
[Online]. Available: https:/frrouting.org/.

FRRouting, FRRouting Developer’s Guide — North-
bound API, Online, visited on: 2026-01-15, 2017. [On-
line]. Available: https://docs.frrouting.org/projects/dev-
guide/en/latest/northbound/northbound.html.

A.-L. Barabasi and R. Albert, “Emergence of scaling in
random networks,” Science, vol. 286, no. 5439, pp. 509—
512, 1999. poI: 10.1126/science.286.5439.509.



Portable 10T Platform for Experimental Cadaverine
Measurements

1% Sebastian Hauschild
Luebeck University of Applied Sciences
Center of Excellence CoSA
Luebeck, Germany
sebastian.hauschild @th-luebeck.de

Abstract—The use of cadaverine-selective cantilever sensors
on IoT platforms to predict the shelf life of meat represents
a novel approach in food processing. These sensors generate
large volumes of measurement data directly at the source, re-
quiring software-based analysis and machine learning. Assessing
meat freshness in industrial environments is challenging because
network stability and availability cannot always be guaranteed
indoors. This may interrupt data evaluation and hinder real-time
analysis as well as data uploads. To address these issues, this work
proposes a portable IoT measurement platform designed to re-
ceive experimental sensor data. The platform integrates multiple
wireless technologies and middleware components to enable local
data acquisition, processing, storage and visualization of sensor
data.

Index Terms—IoT-Platform, Machine Learning, Database, Dis-
tributed Systems, Cantilever

I. INTRODUCTION

The use of sensors on IoT platforms has become increas-
ingly important in food processing. The sensors generate large
amounts of measurement data at the source [1]. Analyzing
and interpreting this data requires software based analysis and
machine learning methods [2]. To execute the algorithms IoT
platforms are often connected to powerful cloud systems via
the internet [3]. One special application on IoT platforms in
food processing is the use of wireless cadaverine-selective
cantilever sensors based on cyclam derivatives to detect the
freshness of meat in industrial environments [4]. A complex
issue in this environment is the interruption of the evaluation
of measurement data, because the stability and availability
of network connections are not always guaranteed when the
sensors are used indoors [5], [6]. In particular the problem is
critical for processes that rely on real time data analysis and
for scenarios involving large scale data uploads from multiple
cadaverine sensor systems [7]. Our approach is to extend the
wireless cadaverine sensors with a federated Al evaluation.
We will design and present a draft of a semi-stationary system
that enables the wireless integration of sensors for detecting
meat freshness, thereby reducing their energy consumption and
processing time of computationally intensive Al algorithms. In
addition, a portable signal generator and oscilloscope will be
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implemented to support testing and validation procedures. The
contributions of this work are:
¢ Development of a portable IoT measurement platform for
meat freshness detection based on cadaverine-selective
cantilever sensors.
o Design and implementation of a distributed application
network for recording, distributing, storing and process-
ing sensor data for meat freshness detection.

II. MATERIALS AND SYSTEM DRAFT

In previous work, we have investigated the problem of
processing Al algorithms on systems with low computing
power compared to cloud processing. Local systems with
low processing power were found to be able to execute Al
algorithms reliably and quickly. Especially in the case of a
poor wireless connection between cloud and local system,
local evaluation can be useful [8]. Regarding to our previ-
ous investigations we develop a semi-stationary [oT platform
for cadaverine measurements. The raw sensor data of the
cantilever sensor were stored in a SQL database in the ear-
lier project phase. For experimental tests, the IoT platform
implements the existing database and additionally sets up a
data-processing pipeline to present, evaluate, and control the
cantilever-sensor measurements for Al-training purposes. The
training of the data is performed on the system-control block.
The draft of the data-processing pipeline is shown in Figure 1.

Dashboard [ Database
JLTHttp Yt
I I Measurement
< === | Data
—p{| Python > N
System Bash|| Script |COM L
Control Cantilever Measurement

Fig. 1. Block diagram of the data processing pipeline

The IoT systems hardware is supplied with a total of 120 W
via a POE switch GS305EPP. The power supplies (PS) for the
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Fig. 2. Block diagram of the developed IoT platform showing network infrastructure, services, and measurement devices.

Raspberry Pi 4, Raspberry Pi 5, Digilent Analog Discovery
2, and Jetson Orin NX are provided by PoE-to-jack splitters
(TLPOE10R, POS3000) connected to the GS305EPP PoE
switch. An additional power supply board (AD-LT8582) for
external sensors with an output power of + 5 V is powered
via USB by the Jetson Orin NX board as shown in Figure 2.

To provide external access to services and devices, Ethernet,
WLAN and an experimental 5G interface (Quectel-RM520N)
are connected to and managed by the Raspberry Pi 4.

Middleware services and databases such as Kafka, MQTT,
NodeRed, InfluxDB and SQL are deployed on the Raspberry
Pi 5 with a 1 TB NVMe using Docker to stream and store
the sensor data. The sensor values during measurements are
visualized via the InfluxDB platform together with a Grafana
dashboard.

The Jetson Orin NX is used to achive the sensor data and
to electronically control the sensors with help of the Digilent
Analog Discovery 2. For further Al and machine-learning
processing, parameters are saved in a structured H5 file on the
Jetson Orin NX to ensure reproducible and compact storage.
The file structure is related to the existing database schema
from previous project measurements. An OLED display with
keypad is connected to the Jetson Orin NX as the interface and
operating unit. The result is a system as shown in Figure 3.

III. CONCLUSION AND OUTLOOK

In this paper, we developed and presented a network ar-
chitecture of a portable IoT platform. The platform supports
local data acquisition and edge-based Al processing of sensor
data. The focus of the application is on cadaverine-selective
cantilever sensors for meat-freshness detection. The system
can integrate multiple wired and wireless sensor types for

Dashboard

Fig. 3. Portable IoT-Platform for experimental cadaverine measurements.

experimental testing and measurements. The sensor data can
be stored in a SQL and InfluxDB Database and visualized in
real time on a Grafana dashboard. In future work, the systems
networking performance and sensor-integration capabilities are
further evaluated. Additionally, the performance and process-
ability of the acquired data in the SQL database should be
assessed in comparison with vector-database technologies such
as Qdrant and time-series databases such as InfluxDB, in order
to enable more advanced data presentation, clustering, and
signal analysis.
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