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Abstract—Providing guarantees regarding the privacy of sen-
sitive information in a distributed system consisting of mobile
apps and services is a challenging task. Our IFlow approach
allows the model-driven development of such systems, as well
as the automatic generation of code and a formal model. In
this paper, we introduce modeling guidelines for the design of
intuitive, flexible and expressive information flow properties with
UML. Further, we show how these properties can be guaranteed
using a combination of automatic language-based information
flow control and model-based interactive verification.

Index Terms—privacy, information flow, model-driven software
development

I. INTRODUCTION

Systems spanning across numerous mobile apps and web
services are becoming increasingly more common. Keeping
sensitive information private in such systems is a difficult
challenge, as proved by frequent reports on information leaks
that keep appearing in popular mobile apps (see e.g. [1]).
Current security mechanisms such as the Android permission
system fail to sufficiently address this issue as they are not
nearly fine-grained or expressive enough [2]. An information
flow (IF)-aware development approach is a way of providing
strong privacy guarantees for systems that handle sensitive
user information such as payment or location data. IFlow is
a model-driven approach to develop distributed applications
consisting of mobile apps and web services. It aids the
developer in providing strong IF guarantees by combining
language-based information flow control (IFC) with model-
based formal verification of IF properties.

In order to formally show that a system is secure w.r.t. in-
formation flow, the desired security requirements have to be
formalized. In information flow theory, this is usually done by
defining a security policy and assigning security domains to
information locations or system actions [3]. However, such
a mapping is not immediately intuitive, since it assumes
an understanding of information flow and also requires the
user to inspect the entire system model and its security
annotations in order to grasp its security guarantees. Neither
can this approach be used to precisely express more complex
information flow properties needed for realistic applications.
Moreover, formalizing several requirements results in one or
several policies encompassing all those requirements which
are difficult to read and interpret on their own.

This work is part of the IFlow project and sponsored by the Priority
Programme 1496 “Reliably Secure Software Systems - RS3” of the Deutsche
Forschungsgemeinschaft (DFG).

Thus, we developed a graphical UML notation that is used
to express understandable IF properties including declassifi-
cation and trace properties. Combined with a single security
policy for the entire modeled application, artifacts for IF
code analysis and proof obligations for formal verification
are generated automatically. Simple and intuitive modeling
guidelines for this notation allow the modeler to express
relevant IF properties that can still be read and understood
by anyone familiar with UML without a background in IF
theory.

Section II introduces the IFlow approach, section III outlines
our modeling guidelines for IF properties, while section IV
describes how such properties can be checked and verified.
Section V gives an overview over related work, and section
VI concludes.

II. IFLOW APPROACH

Our approach enables the model-driven development of
distributed, information flow-secure systems consisting of An-
droid apps and Java web services [4]. As a first step, the
developer creates an abstract UML model of the system.
Components such as apps and services are modeled as UML
classes, while their interactions are modeled with sequence
diagrams. Further, components can also call “manual” methods
which implementation is not part of the model. Such methods
are meant to provide application specific algorithms (e.g.,
filtering database entries) or platform-specific functionality
(e.g., writing to the file system) for the final application. This
modeling process is supported by our own simple domain
specific language as well as UML profiles that provide IFlow-
specific UML stereotypes.

Using automatic model transformations, a code skeleton
is generated from the abstract system model that can be
both checked for information flow violations using static code
analysis as well as deployed on real Android devices and web
servers running the Play framework. Manual methods that lack
a functional implementation are implemented by hand and
checked individually.

A formal model based on an abstract state machine and
algebraic specifications is also generated automatically. This
model is then used to prove desired information flow properties
that could not be checked using static code analysis.

An example for a simple IF-secure application designed
with IFlow is “Travel Planner”1. This application allows a user

1A version of the Travel Planner application model can be found at
http://www.isse.de/iflow



to query a travel agency web service for suitable flight offers
via a travel planner app, and then book a flight directly with
an airline service using private credit card details stored in a
credit card manager app. The following section shows how
IF properties like “user’s credit card details are never leaked
to the travel agency” can be intuitively expressed in UML
and transformed into checks for a language-based information
flow control tool as well as proof obligations for an interactive
theorem prover.

III. DESIGNING INFORMATION FLOW PROPERTIES

A. Security policy

The most basic notion needed to instantiate an information
flow property is a security policy. Such policy defines several
security domains that data locations or actions can be mapped
to. The interference relation between those domains restricts
the allowed information flow within the application. We model
such domains as UML activity nodes and specify the interfer-
ence relation between domains with UML control flows that
are implicitly transitive. It is possible to model an intransitive
policy by introducing intransitive control flows and annotat-
ing them with the �intransitive� stereotype. Security
domains can then be applied to modeled attributes (such
as ccd and purchaseHistory in Fig. 2(a)), exchanged
messages or individual actions such as method invocations.
Fig. 1(a) illustrates a security policy which, e.g., forbids flows
from data locations labeled with the {User} security domain
to those labeled with {User,TravelAgency,Airline}, and only
allows flows from {User} to {User,Airline} via the intransitive
domain {User}→{User,Airline}. Since the security policy is
only needed for formal verification, the user of an IFlow
application is not required to look at it in order to understand
the guaranteed IF properties.

B. Transitive noninterference properties

A security policy and a mapping of security domains to
system actions or locations are already sufficient to describe
simple noninterference properties. However, in IFlow we strive
for intuitively understandable application models and go be-
yond security annotations by focusing on what may or may
not happen to sensitive information that is relevant to the user.

We therefore define modeling guidelines to specify under-
standable, individual noninterference properties using UML
activity diagrams. Such diagrams reference the information
locations (such as system components, component attributes or
platform specific sources and sinks) that pertain to the desired
property and allow the modeler to define the allowed/forbidden
information flow in a flexible, fine-granular way. In this sec-
tion, we focus on transitive noninterference properties which
state that secret information can never become more public by
interfering with public sinks.

Fig. 1(b) shows the information flow property “Travel
Agency never learns the user’s credit card data” as modeled
in IFlow. Information sources, i.e., locations that generate or
hold information, are modeled as UML send signal actions.
Information sinks, i.e., locations that receive information, are

modeled as UML accept event actions. We support such
locations to be system components or their attributes. A
control flow edge with the applied stereotype �noFlow�
between a source and a sink specifies that there should
be no information flow from the source to the sink. Thus,
CreditCardCenter.ccd in Fig. 1(b) is an information
source and refers to the ccd attribute of the component
CreditCardCenter holding the user’s credit card data,
while TravelAgency is modeled as an information sink
where this data may never flow to. By default, all information
flows between modeled components are allowed.

If the property forbids all information flows from a specific
source to all other sinks, those sinks can be summarized with a
placeholder annotated with the �otherSinks� stereotype
(or vice versa with the �otherSources� stereotype).
The placeholder represents every information location in the
system other than those explicitly identified in the property
as source or sink. In order to express exceptions to such
strong properties, it is possible to introduce explicitly allowed
flows within the same property by annotating a control flow
edge with the �allowedFlow� stereotype. As such, the
property shown in Fig. 1(c) forbids any flow from the ccd
attribute of the CreditCardCenter component to any
location within the system except to the TravelPlanner
component2.

C. Declassification properties

Declassification is often necessary when information should
be released, i.e., when transitive noninterference policies are
too restrictive and need to be relaxed. In some cases, secret
information must become more public via specific routines in
order to ensure correct functionality. E.g., a password check
routine must disclose information about the correct password
in order to return a result.

IFlow allows the modeling of declassification properties
by introducing exceptional, allowed flows from an informa-
tion source to a sink via a specific declassification method.
Fig. 1(d) shows such a declassification property that states
that the user’s credit card data may only flow to the Air-
line after being declassified via the declassification method
declassifyCCD(...). The direct information flow from
source to sink is forbidden as indicated by the control flow
between them with the �noFlow� stereotype. However,
indirect IF via declassifyCCD is allowed as specified by
control flows annotated with �allowedFlow� to and from
an activity annotated with the �via� stereotype. This node
can contain the name of a method which output parameter will
be declassified.

We are thus able to model the What-dimension of declassi-
fication as identified by Sabelfeld and Sands [5] by explicitly
specifying the source of information (but not yet its form) that
can be declassified. The Where-dimension of declassification
is modeled by using explicit declassification statements that

2This property subsumes the property shown in Fig. 1(b), and is violated
if the property in Fig. 1(d) holds.



(a) Intransitive security policy (b) Forbidden information flow

(c) Forbidden information flow with exceptions (d) Allowed information flow after user confirmation and
declassification

Fig. 1. Modeling information flow properties

are localized in UML diagrams specifying the behavior of the
system.

D. Trace properties

In some cases, an information flow should only be allowed
if a certain action has taken place on the trace of actions
leading to disclosure of this information. In IFlow we allow
the modeler to specify that an information flow is only allowed
after the user’s explicit confirmation. Fig. 1(d) includes a
UML guard confirmation (a guarding action) applied to
the allowed flow to declassifyCCD (a guarded action) to
indicate that the user must have confirmed the declassification
prior to releasing the information to the Airline, thus specify-
ing the When-dimension of declassification.

E. Platform-specific properties

On any modern smartphone, location sinks and sources
include sensors (GPS, camera etc.), file systems (internal
storage, SD card etc.) and more. Naturally, we provide a
way for the modeler to refer to such platform-specific lo-
cations in IF properties. The IFlow UML profile includes
two predefined, application-independent enumerations named
PredefinedSource and PredefinedSink as shown in
Fig.2(c) which list categories of sources and sinks pertaining
to phone sensors and data locations (e.g., LOCATION, FILE
etc.). Any of those locations can be used as source or sink
in an IF property. Additionally, manual methods that access
those locations must be annotated with the �uses� stereo-
type, listing the categories of locations it reads or writes as
stereotype tags. This mechanism is illustrated in Fig. 2(a) that
specifies the manual method exportPurchaseHistory of
the CreditCardCenter app which implementation may access
the device storage in order to export user’s purchase history.
For any IFlow application, default IF properties are generated

automatically which state that no information must leak to
or from platform-specific locations. Those properties can be
weakened by explicitly modeling allowed flows to or from
platform-specific locations; e.g., Fig. 2(b) explicitly allows the
user’s purchase history to be saved to the file system. However,
network access via modeled component communication is
automatically allowed and can only be revoked by explicitly
forbidding IF to or from NETWORK.

IV. VERIFYING AND CHECKING INFORMATION FLOW

PROPERTIES

A. Formal verification and semantics

To check whether an IFlow application is secure w.r.t. the
modeled properties we use both language- and model-based-
approaches to IFC. While transitive noninterference can be
checked automatically on the code level, we use formal
verification to guarantee intransitive and trace properties. To
this end, we automatically generate a formal model based on
algebraic specifications and an abstract state machine from the
application model. The state is an algebra that is modified by
the rules of the ASM. We use the interactive theorem prover
KIV [6], but the results of the verification do not depend on
the chosen tool. An in-depth discussion of the formal model,
formal framework and verification techniques used in IFlow
can be found in [7].

1) Guaranteeing noninterference properties: Noninterfer-
ence properties are given formal semantics by translating them
to interferences between security domains in a formal frame-
work based on intransitive noninterference. We use Rushby’s
access control instance of model-based intransitive noninter-
ference [3] which allows us to use the concept of locations. Lo-
cations are accessed by actions which coarsely correspond to
message handling methods in the code. The modeled security
policy (see Sect. III-A) is used as a basis for the assignment



(a) Simplified IFlow app

(b) Allowed information flow to a platform-specific sink
(c) Platform-specific sources and sinks

Fig. 2. Allowing access to predefined, platform-specific sources and sinks

of security domains to actions. We apply this approach to ver-
ify declassification properties specifying partial or controlled
information release. As such, we prove that user’s credit card
data is leaked to the airline component (cf. declassification
property in Fig. 1(d)) only via the declassifyCCD(...)
method if it is the only method annotated with the intransitive
security domain {User}→{User,TravelAgency} from modeled
security policy (cf. Fig. 1(a)). Transitive noninterference prop-
erties can also be verified using the same formal model and
framework in case the code check fails due to false positives.

2) Guaranteeing trace properties: To prove that certain
actions only occur in a specific order given any action trace
allowed by the modeled application, we automatically generate
counters that are incremented by ASM rules when certain
actions like user confirmation occur. Given a trace property
such as one depicted in Fig. 1(d), we generate a proof obliga-
tion which states that the counter associated with the guarded
action (e.g., declassification via declassifyCCD(...))
must be smaller than the counter associated with the guarding
action (e.g., confirmation via user prompt) for every
possible trace of actions. This obligation requires that every
guarded action may only occur after the guarding action.

B. Automatic code analysis

To guarantee transitive noninterference properties automat-
ically we use the information flow control tool for Java appli-
cations called JOANA [8]. However, since JOANA currently
doesn’t support the analysis of distributed applications that
run on different platforms, we have implemented a mechanism
that allows us to use the tool and still be able to deploy the
modeled application as a distributed system of mobile apps
and web services.

The abstract IFlow system model is transformed into the
code skeleton of a single Java-application which represents
IFlow components as Java classes and simulates component
communication via messages as direct calls to message han-

dling methods of the receiving component. The generated code
is implemented against the interface of an “IF framework”
provided by IFlow. We provide one platform-independent and
two platform-specific implementations of this framework. The
platform-independent version provides an IF simulation of the
platform-specific functionality used by the IFlow application,
which allows us to analyze the generated Java application with
JOANA. If the check succeeds, the developer can exchange
the platform-independent version with the platform-specific
versions of the framework. This allows for the deployment of
the application as Android apps and Play web services without
introducing any illegal information flows that the automatic
code analysis did not account for [4].

1) Guaranteeing transitive noninterference properties: We
derive and combine requirements about allowed and forbidden
information flows from the modeled transitive noninterference
properties and calculate an IF table which specifies for all
combinations of sources and sinks whether IF is allowed
between them (see Tab. I for a simplified table calculated from
properties depicted in Fig. 1(b), 1(c) and 2(b)). Properties that
conflict with the modeled security policy or each other are
reported to the modeler. By default, all flows between modeled
components and component attributes are allowed, whereas
flows to and from platform-specific sources and sinks are
forbidden. For each “forbidden” entry in the IF table we use
JOANA to check whether the generated code leaks information
from source to sink.

Sources↓ , Sinks→ TP TA FILE ...
ccd allowed forbidden forbidden ...
purchaseHistory forbidden forbidden allowed ...
... ... ... ... ...

TABLE I
GENERATED INFORMATION FLOW TABLE

In order to analyze a Java application with JOANA, one has
to annotate nodes in the program dependency graph (PDG) of



the application as sources and sinks of information. We use the
JOANA IFC Console tool which allows to create PDGs and
annotate Java class attributes and method parameters directly
by internally mapping them to relevant PDG nodes. Using the
calculated IF table, we map IFlow sources and sinks to Java
methods and attributes of the generated code as follows:

• A source or sink referencing an IFlow compo-
nent attribute (such as CreditCardCenter.ccd in
Fig. 1(b)) is mapped directly to the corresponding field
of the Java class representing this component.

• A sink referencing an IFlow component (such as
TravelAgency in Fig. 1(b)) is mapped to all fields and
the input parameters of all message handling methods of
the Java class representing this component.

• A source referencing an IFlow component is mapped
to all of its fields, as well as the input parameters of
the message handling methods called by the Java class
representing this component.

• A predefined sink (such as PredefinedSinks.FILE
in Fig. 2(b)) is mapped to the input parameters
of methods accessing this sink (such as
exportPurchaseHistory(...) in Fig. 2(a)).

• A predefined source is mapped to the return parameters
of methods accessing those sources.

• Sinks and sources annotated with the �otherSinks�
and �otherSources� stereotypes are automatically
expanded to relevant IFlow components and attributes,
and mapped to Java class fields and method parameters
as outlined above.

2) Guaranteeing platform specific properties: Platform-
specific, predefined sources and sinks may be accessed via
methods which bodies are implemented manually (such as
exportPurchaseHistory(...) in Fig. 2(a)). In order
to assure that the manual implementation indeed only accesses
the specified sources and sinks, it needs to be analyzed
separately. We check whether this manual implementation only
invokes such API methods that correspond to sources or sinks
explicitly allowed by the �uses� stereotype. To do this,
we utilize the results of the SuSi tool [9] which maps such
sources and sinks to Android API methods that can be used
to access them.

V. RELATED WORK

We are not aware of attempts similar to ours that tackle the
challenge of designing rigorous, yet intuitive guidelines for
modeling IF properties.

Jürjens [10] proposes a model-driven approach that focuses
on developing cryptographically secure applications, but also
allows for basic information flow annotations. IF properties
are not modeled explicitly, nor is code level security taken
into account.

Seehusen [11] presents a model-driven approach for devel-
oping systems that are secure wrt. information flow. However,
he does not focus on designing intuitive IF properties, no code
is generated, and consideration of IF properties on the code
level is left as future work.

Heldal [12] introduces a UML profile that allows to annotate
UML elements with Jif labels. However, such annotations
are not at all intuitive [13], the entire model needs to be
considered, and no automatic Jif code generation is supported.

VI. CONCLUSION AND OUTLOOK

IFlow is a model-driven approach for developing informa-
tion flow-secure distributed applications consisting of mobile
apps and services. In this paper, we have presented how
intuitive information flow properties including declassification
and trace properties can be modeled using UML and verified
using a combination of automatic code analysis and formal
verification.

We will continue the work on our modeling language for
information flow properties. Our plan is to support dynamic
properties which would allow users to specify their desired
level of privacy. Further, we will add the ability to model
the behavior of declassification methods in order to be able to
specify and verify more fine-grained declassification properties
that allow for partial information release.
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