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THE VERIFICATION SUPPORT ENVIRONMENT VSE 

Dr. Raur ano T. Pla$a, GPP mhH, 11024 Oherhaching, Germany 
P. Kejwal, Dornier GmhH, 7990 Frieorichshafen 1, Germany 
R. Drpxler, W. St.ephan, W. Reif, A. Wolpers, University of Karlsruhe, Germany 
D. Hut.t.er ano c:. Sengler, University of Saarhriicken, Germany 
F.. Canvpr, Universit.y of Ulm, Germany 

Ahst.ract The VSF: (Verificat.ion Support. F.nvironment) is a first approach t.o 
in.pgrat.p t.he m"t.hocls of formal sp"cificat.ion ancl v"rificat.ion int.o an exist.ing ano 
inclust.rially approv"d CASE t.ool. Safet.y / spcurit.y-critical software systems (or 
part.s of) can he clevelopeo wit.hin t.he VSE 1Jnoer t.he g1Jiclance of a formal oesign 
met.hoo, ha.~eo on the principles of mooularization and refinement. VSE support 
covers t.he whole d"velopm"nt. process, st.art.ing with fairly abstract security models 
clown t.o t.h" conrrpte syst.em implempnt.at.ion (which is formally correct w. r. t.. 
it.s specificat.ion, clue t.o the VSF. development method). For t.hat. purpose, t.he 
VSE syst.em int.egrat.es an appropriat.e formal specification language (VS/,;-SL) 
ancl univ"rsit.ary resp. inoust.rially approvecl components for specification ancl 
vprificat.ion int.o a singlp, rpacly t.o 1Jse soft.ware clpv"lopmpnt. environmpnt.. 
The VSF. project. is a nat.ional promot.ecl project., initiat.eo ano sponsoreo hy t.he 
I1SI (l1unoesamt. fiir Sicherheil. in oer Inforrnat.ionstechnik). 

Kpyworcls comput.er applications; formal verificat.ion; mooeling; reliahilit.y; sa-
fet.y; soft.ware engin""ring; specificat.ion languages 

INTRODUCTION 

Nowaoays, inclust.ry, commerre ano puhlic aoministra-
t.ion are inrr"a.singly oep"nclent. on t.hp smoot.h ancl 
corrpct. funct.ion ancl cont.inuous availahilit.y of t.pchni-
cal ancl informat.ion syst.ems ha.,,'o on softwar" compo-
nent.s. 

This rises I.he neecl for acle'1uat.e met.hocls ancl t.ools 
for t.h" clf'vplopment. ano evaluat.ion of t.hese syst.ems in 
orclpr t.o g1laran1.pe t.he rompliancp wit.h t.he safet.y ano 
securit.y re,]lIiremenl.s appropriat.f' to t.he rf'spect.ive risk 
in oiffprpnl operational environmenl . ~. 

The Verificat.ion S1IPPort. /';nvironment. VSF. is an at.-
t.ernpt."cl answer t.o t.his prohlem. It. is an lIni']ue ap-
proach, t.o comhine t.he henefit.s of a CASF. environmenl 
wit.h t.he met.hoOs ancl lools for formal specincation ancl 
verincat.ion. 

GOALS OF THF. VSF. 

The VSF. will hI' t.he prototype of an inclllst.rially lIsahle 
software syst.f'm. consisting of rpady t.o use specincat.ion 
ano verincat.ion t.ools, emheoopcl in a common clevplop-
ment. environment. It.s sllit.ahilit.y will he examineo rn 
rpalist.ic ancl rlosp to practice ca.~p st.lIclies. 

For the realizat.ion of t.he Verinction Support. F.nviron-
mpnt.. t.hp following ohjPct.ives are pursuecl: 

• Provision of a sppcinca1.ion componpnt. t.o iopnt.i-
ny lIspr rp,]lIirpment.s ancl cat.egorize t.hpm arror-
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oing their criticality 

• Support for the definition and analysis of safety 
/ securit.y mooels 

• f)ifferent. prohlem orient.ecl specification concf'pts 

• Concf'pt.s for dividing a problem into abstraction 
If'v"ls 

• Verificat.ion in parallel to t.he oevf'lopment, (on-
t.rollecl hy a verification managpment system 

• Iclent.incat.ion of t.he links hetwef'n rp'1l1irf'mpnts, 
safpt.y / secllrit.y moof'l ano program specification 

• A ut.omat.eo generat.ion of sourcp coOP out of thp 
program specincation 

WHY USING FORM A L MF.THOf)S ? 

Soft.ware F.ngineering nowaoays is concf'pt.lIally clescri-
hecl hy a wiof' range of oevelopm"nt. m"t.hods ano SllP-
port.ecl hy a variet.y of soft.ware-t.ools (CAS/'; t.ools). 
Most of t.he existing CAS/'; tools use purf' informal 
or sprni-formal methoos in the of'velopmpnt process. 
Thpir ha.~ic concppt. is t.o avoicl commit.t.ing errors hy 
a const.ruct.ivf' approach (analysis ano oesign methods, 
1.001 support., aut.omatic documf'ntat.ion, code genera-
t.ors, conngllration management. pt.e.). 

The spcono concept is to detf'ct a no rf'move all thosf' 
prrors. which cOlllcl not. hp avoicleo hy performing tests 



on the analysis, oesign ano program oescriptions. 

On one hano it. is commonly agreed that. this approach 
will improve t.he quality of a systpm to hp developed. 
On t.hp ot.her hano this is only a t.enoency that c.an-
not. bp formally mea",red . Although there are several 
concppt.s for a systemat.ic and complete testing, there 
is no way t.o a."ert the overall correctness of software 
by pu rl' test.ing alonp . All th is can not. be the sole ba,is 
for the cert.ificat.ion of a system. 

The solut.ion to t.his problem is the IIse of formal spe-
cificat.ion ano formal verificat.ion. Formal mpt.hoos IIse 
mat.hpmat.ical descriptions (st.at.ed in a formal specifi-
cat.ion language) t.o est.ablish mooels both of t.he sp-
cllrity anO safety requirements of the software system. 
Furthermore, t.hey use an appropriat.e logic calculus to 
prove I.he correctness of t.he mathemat.ical mooels a., 
well a., t.he compliance bpt.wppn formal monpls of t.he 
syst.pm anO t.hp coneretp syst.pm it.self. The advantage 
of t.his met.hoo is -among ot.hprs-, t.hat. t.hp a.,sert.ions 
obt.aineo from formal verificat.ion are valio in a mathe-
mat.ical sensp. 

Since coneret.e soft.ware syst.ems usually an' of great. 
complexit.y, forma.l syst.em elescript.ions must. be bro-
kpn Oown int.o smaller pieces by moellllarisation anel 
refinement principles, just. a., in conventional software 
enginpering. 

As a oisaovant.age of t.he p"re formal met.hoelology is 
consioereel t.hp loss of a more" practical" view of th ings 
t.hat. elesigners usually get from an informal orient.eo sy-

st.em elescript.ion. So t.he optimal oevelopment. strat.egy 
shoulel use a c.ombinat.ion of bot.h formal anO informal 
met.hoels. This int.egration principle is one of the main 
feat.ures unoerlying the VSE-philosophy. 

FORMAL DEVELOPMENT METHODS AND 
TOOLS IN THE VSE 

The VSE offers an int.egrateel software engineering en-
vironment. with informal ano formal methoos. This 
means , that il. elelivers both the conceptual frame and 
t.hp appropriat.e t.ools for formal specification and ve-
rificat.ion in evpry pha.'e of t.he life cyc.le of a softwarp 
system. 

Thp mpthoels anel tools are a., follows: 

Requirempnts Analysis 

The initial system requirements are describeo at first. 
informally in an inoustrial approvpo way by mpans of 
a requirempnts specification tool. Reqllirements can 
then be catpgorized according to their safety / security 
relpva.ncp ano stateo in t.erms of the VSE-specific for-
mal sppcification language VSE-SL (see below). This 
oefines the SU",,·ly model of the system. 

Formalization of System Specification 

Systpm components that are not safety or spcurity re-
lal.po are elpveloppo in a convpnt.ional way by mpans of 
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a oesign specification language, which supports a wioe 
range of development methods. 

For the security relevant system components, the VSE 
offers a formal oevelopment methoo. Formal oevelop-
ment involves the oesign of a strur./ured formal specifi-
cation , the refinement of the individual components of 
this spec.ification, and proofs of the correctness of these 
refinements. Strllctured specifications add horizontal 
st.ructure to the system design, while the refinement 
steps aoo vertical strllcture . 

The IIse of structllred specifications breah a system 
Oown into several pieces that can be oeveloped inde-
penoently. Fllrthermore, the methoo supports design 
hy stepwise refinement : interml'oiatl' layers of speci-
fications may ·be introduceel to brioge the gap bet-
ween t.he ratber abstract specification of a system (e.g . 
a booking syst.em) anel the st.ructllrl'S found in the 
implpmpntation environment (Iikl' arrays or databa,e 
pntries) in manageahle steps. 

The highest. level of t.he vertical strllct.llre is given by 
t.he secllTity mooel of the syst.em, the lowl'st level by the 
t.argl't. languag .. (for which Aela ha., been chosen within 
the VSE). Togl'ther, these principles enforce and en-
cOllTage a highly modular system elesign. Apart from 
it.s wl'1I known aovant.ages , this is a "must" for making 
verificat.ion possible at all. 

Since flexibilit.y is especially import.ant when using for-
mal met.hoels, t.he VSE is not restricteel to a singl .. me-
t.hoel of moeleling t.he worlel : syst.ems may be describeo 
as abstract data t.ypes (see Reif, 1991; Wirsing, 1990) 
a., stat.e ha,eo syst.ems (see Rushby, 1991), or as a sui-
t.ahle combinat.ion of both . The intpgration of further 
techniques is possible. 

Formal Verification 

While formal specificat.ion of a syst.em is usually con-
sielered as an advantagl' in itself, it eloes not ensure a 
correct implementation of thl' system. The correspon-
dence bl'tween a specification and its implementation 
can be shown by a formal verification. 

While verificat.ion of the entire program against t.he 
specification of the entire system is prohibitive (due to 
t.he complexity of the object.s involveo), a verification 
of the inoivioual vertical refinements with respect t.o 
t.h"ir import. (t.he specifications th"y are ba.,,,d IIpon) 
ano t.heir pxport (t.he specification which they imple-
mpnt) is possible . 

On the implement.ation side, the vertical structure of 
a syst"m 's specification is reflecteo in the programs 
which link two levels of abstraction . These programs 
a rp consioereo a., "abstract. programs" in the sense that 
they 00 not operate on data strllctures like arrays, but 
rat.h"r on strllctures elescribeo in intermeoiate specifi-
cations (like "booking systems", "employee lists" etc.) . 

In the VSE system development method, the correct-
ness of each refinement (consisting of import specifica-
tions, a collpction of programs ano an export spec.ifica-



tion) is formally vPrifif'd within a logical calclllus . Thf' 
proof ohligations arp CTpatp<j alltomatically , t.hp proofs 
arp donp pit.hPr alltomatically or intpract.ivply hy t.he 
VSF: provPr componpnts . Sincf' t.he vPrification is a$ 
mocllllar "-' thp systpm clpsign, thp vprification of a rp-
finpnlf'nt st.Pp is inclpppndpnt of t.he implpment.ation of 
it.s import. sppcification . ancl any two rpfinf'mpnt. st.pps 
can hp v('rifipd indeppndpn t. ly . As a rpstlit., dpvplop-
mpnt ancl vPrification can procppd in parallf'1. Ovprall. 
thf' f'nt.irp procpss is cont.rollpcl hy a vprifirat.ion man a-
gf'mpnt systpm . 

Thp implf'mpnt at.ion of t.h p final syst.pm is donf' hy au-
t.omatic gpn('ration of t.hp sOllrcp cocl". Thp sOllrcp clp-
script ion for t.hp gpnf'Tat.pcl coclp is hllilt. from t.hp ab-
.. Irarl program .. that. rl'ali7.l' thp links hl't.wl'I'n t.hp for-
mal ~l>stract.ion lI'vpls . 1)111' to t.h" VSF: dl'vl'lopml'nt. 
ancl vPrificat.ion mpt.hocl s. t.hp rl'slllt.ing coclp is formally 
corrpct w . r . t.. thp syst.pm sppcificat.ion . 

VSF. SYSn~M STHI JCTI IHF. 

Th" VSF: Syst.f'm consist.s of spv"ral Ipvpls or compo-
npnt.s , which run IIndpr a IIni(I'IP graphical lIspr intpr-
facp , as indicat.I'd in Fig. I . 

Thf' VSF: compollPnt.s arp maclp lip hy t.hrpp pxist.ing 
soft.warp tools, which will hp intpgrat.pd into a lIni-
'l"P syst.pm. OllP to thp int.pgra.t.ion, pach 1.001 will hp 

~ • c: • ::E 

'" o a; 
o 

Fig . I: VSE Syt.pm Struct.lIrp 

aclapt.pd ancl pnhanced t.o pst.ahlish thp ovprall VSF:-
fllnct.ionalit.y . Thp h,,-,is for formal sppcification is gi-
vpn hy t.hp VSF:-SL. a VSF: spprific formal sppcification 
I"ngllagp. 

In t.hp following spctions , thp main fp"tllrps of thp clif-
fPrPIlt. componpnts will hp clpscrihpcl . 

F:POS 

Thp CASE-Tool F:POS is thp VSF: plat.form for spPcifi-
cation, df'vplopmpnt. managpmf'nt. and int.pgrat.pd data 
managpmpnt in thp VSF: Syst.em. Among othprs , it. 
is lIsf'cl for informal ancl formal rp'lllirpmpnts analysis, 
formal sppcificat.ion ancl ahst.ract. programming. It. also 
ront ains an intpgrat.pd verification managpmpnt. 
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syst.f'm, which kppps t.rack of thf' ""ifiration .<tatus of 
t.hp clpvplopmf'nt items. 

F:POS (F:nginepring and ProjPct Managpment Oriented 
Sppcification Systpm) is a softwarp tool system desi-
gnpcl for rompllter sllpport of clevelopment and project 
managpmpnt. artivities (spp l,pmpp, 19R6). Its aim is to 
rplease pxperts, engaged in software / harclware projects, 
from t.pclious rOllt.inp work, enahling them to sppnd 
more t.ime on development activities. 

Some of the various ohjpc!.ives of the F:POS System are: 

• Homogpnpous comput.er support in all ph,,-,es of 
a project 

• Int,pgrat.pd romp"ter slIpport. for clevelopment, 
prnjprt. managf'mpnt and proclllCt. managpmpnt 

• SlIpport. for vnriolls clpvplopmpnt. mf't.hods 

• A lIt.omat.ic, lip to dat.p gf'nf'ration of documf'nta-
t.ion, arcording t.o documpnt.at.ion standards 

• A ut.omat.ir rodp generation and code feedback 
(t.racing) 

Thf' F:POS syst.pm is hllilt. up hy the following itf'ms: 

• Sppcificat.ion languagf's for rf''luirement enginee-
ring, systf'm spf'rification ancl project manage-
mf'nt 

• The F:POS project datah,,-,e for storage of all data 
dpscrihecl hy the specification languagf's 

• Sf'ver,,1 softwarp tool systems for t.hf' evaluation 
of t.hp EPOS projPct clatah,,-,e (error analysis, 
clpsign mf't.hod support., docllmpntat.ion system, 
cod I' generation syst.em, management support) 

Opvplopment of thp F:POS Syst.em including the in-
st.allat.ion, sf'Tvirp ancl maintenance, is carried out hy 
"pp ("psf'lIschaft. fnr Pro7,pssrf'chnPrprogrammierung 
mhH) , OhPrhaching npar Munich . Today, F:POS is 
IIspd world-wiclf' in thousancls of installations. It ha., 
hppn IIsPcl hy inclllstry , govf'rnmf'ntal "gencies, research 
institut.ps and univf'Tsitips sincf' 19RO. 

For I.hp intpgrat.ion int.o Ihp VSF:-Syst.em , F:POS is -
among ot.hprs- en hanred hy a " formal romponent" to 
pnahlp formal spprificat.ion in t.hf' VSF: spf'cification 
I"ngllagp (VSF:-SL) . 

F:mhpclclf'cl Formal Sppcification Languagf' VSF:-SL 

A 11 formal sppcifications arp st.atf'd in terms of a general 
pllrposp sppcifiration languagp , named VSF:-SL. VSE-
SI, is a strongly typf'cl langllagp hasf'd on first-order 
prpclicatp logic , f'nrichecl hy fpat.urps for modf'ling stat.e-
clpppnclpnt hphaviour . Rp'luirpmpnt.s of safpt.y-rritical 
syst.pms may hp pxprpssf'd in an appropriatf' manner , 

Sppcificat.ions in VSE arp organized around unit.s; a 
IInit. may contain a first-ordpr t.hpory, an ahstract data 
typP or an ahstract statf' machinf' . Units are thf' basic 
hlocks in VSF:-SL, from which largf' spf'Cifications arf' 
hllilt.. They are thp mpans of mocllllarizing a system hy 



thp principlps of hori7.ont.al st.ruct.uring, vprt.iclll rpfinp-
mpnt. , ancl gpnpric fplltllrPs. 

A unit may hp parampt.pri7.pcl hy typps, funetions ancl 
prpclicatps, ancl constraints may hp st.atpcl on thl' pa-
rametprs; this genpratps proof ohligations for each in-
stantiation of t.hp generic specification unit , but on the 
ot.hl'r sicll' , I'nhancps t.hp rpusahilit.y of spl'C.ifications. 

Thp hasis for VSI':-SL is first-ordl'r typpcl predicat.e lo-
gic; thp primitives of t.he logic - sorts, functions, pre-
clicates, variahles , and first order connectives - are ex-
plicitly provicled in the language. However, because 
of several extensions, VSI':-SL is rather a specification 
languagp t.han just mprely a logic One ext.ension ha., 
a purp synt.aet.ic. charact.er ancl mainly clf'als with na-
mf'S, t.hpir visihility, ancl ff'at.llrps for oVf'rloacling opp-
rat.ors . Ot.hpr pxt.f'nsions implicitly introdllcP axioms 
int.o t.hp. sppcification, likp prf'-cl f' finf'd clata tyPp.s, ancl 
again othf'rs afff'et. thp. class of modf'ls clescrihed by thp 
spPcificat.ion; for examplp const.ruct.ors descrihp. only 
gpnprat.f'cl moclpls. 

VSI':-SL providps fpatllrps for moclpling state ha.'f'd sy-
st.PntS ; t.hpsp arp t.hp primit.ivps .. ta/, ohj"t ancl opera-
tion.. St.at.p ohject.s corrps ponrl t.o varia hips in a pro-
cp.clllral programming language , P.g. Ada . Opprations 
callsP a st.at.p changp and t.hlls may affpct t.hp valups of 
st.at.p ohjPct.s ; thpy corrf'sponcl to procpdllrf's in convpn-
t.ional programming languagf's . 

A major a..,ppct. of VSI':-SL is its support, for struct.u-
rps, wit.h r"sppet. t.o hoth, hori7.ont.al clf'composit.ion ancl 
vf'rt.ical hif'rar"hy . Thf' spf'cification of a systf'm may 
hI' struct,url'cl hy composing spl'cificat.ion unit.s at t.he 
samf' lI'vl'1 of ahst.raction (hori7.0nt.al st.rllcturp) . Thp 
vl'rtical hil'rarchy is f'xpressl'd hy thp relat.ion bptwpen 
succpssivp If'vl'ls of ahstraction and rpfinf'mpnts. A re-
finpmpnt st.pp f'mploys a mapping , which links SIlCCPS-
sivp ahst.ract.ion Ipvpls, ancl an implpml'nt.ation statl'cl 
in t.prms of an ahs t.ract. programming languagl', which 
in t.llrn liSPS sppcificat.ions writ.t.I'n in VSI':-SL . 

This mpt.hoclology favors t.hl' t.op-clown clf'vf'lopml'nt of 
a sys t.pm , rpst!lt.ing in a hiprarchy of ahst.raet.ion lI'vpls , 
rpaching from t.hp rP'lllirpmpnt. sppcificat.ion t.o t.hl' Spl'-
cificaf.ion of t.hp pxpcllt.ahlp coclp ancl primit.i vp. clata t.y-
pPS. 

As ml'ntionpd ahove , thp VSI': support.s thp. modp.ling 
of syst.pms in a vaript.y of ways (ahst.ract clat.a t.yPp.s , 
st.at.p ha..,pcl systp.ms P.t.c ,). This raisps thp nl'Pcl for a 
mMching spt of t.ools t.o sllpport. thp corrpsponcling cor-
rp.cI,npss proofs . Wit.hin t.hp VSI': , t.hp K ART.SRtJHE IN-
TER A(~T1V E VERll'lER (KIV) sprvp.s t.h l' nppcls of pro-
ving rorrf'ct.Ilf'SS of progrttms wrt . thpir sppcifirat.ion . 

Archit.pct.lITp of fhp KIV syst.em . Thp KIV syst.em rp-
alizps a .. hdl for implpmpnt.ing cliffprpnt. vl'rificafion mp.-
t.hocls on a common logical ha..,is (spp HI'i sp l, 1(90). 
This clpsign comhinps t.hp AI'xihility rP'luirpcl for thl' va-
riolls sppcificat.ion mpt.hocls , a mpchanism t.o I'nSllrl' t.hl' 
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corrl'ct.nl'ss of the implemented verification methods, 
ancl the option for future enhancements. 

To achievl' thl'sl' goals, thl' KIV system followR the pa-
racligm of tar/iwl theorem proving (see Gorclon, 1989), 
which c.omhinps a powI'rflll logical ba..,iR with a pro-
gramming langllage designed for manipulating proofs. 
This allows to build a layered system which can be ad-
aptecl to several npeds. 

On t.he lowest If'vpl, the built-in logic can he tailorpd 
for a specific verification method, This also involves a 
"rpcluetion" of the t.ailored version to the built-in logic, 
ancl to be sllccessflll this task requires expertise with 
the built-in logic. On the next level , proof tactics are 
formed from the extended logic . This requires some 
experience wit.h logic as well. These two lower levels 
will not he directly accessible within VSI':. 

The third Ipvel comhines tactics and hpuristics to form 
proof st.rat.egies, and adds a user interface. The user 
int.prface hicles most technical cletails from the end user 
of t.hp. VSI': system , and consequently using proof stra-
tegies re'luires only marginal knowledge of the particu-
lar huilt.-in logic. However , it do,- .~ re'luire the ability 
t.o pPTform some formal rpa..,oning, hut. the use of the 
systpm in c.ourses at the university has shown that com-
puter sc.ience st.udents ma"ter the proof strategies fairly 
'1uick , 

Int.I'grat.ion into the VSI':. Following this way, most of 
thp well known vPTification methods havl' been real i-
7.I'cl wit.hin t.hp KIV syst.pm. A Iso, a numhp.r of program 
synt.hpsis methocls, wherp. programs are developed star-
t.ing from t.he specification, havp. heen integrated. The 
import.ant feat.llrp. for t.hp. VSI': is that the KIV systp.m 
sllpports the modularized specificat.ion of systems de-
scrihed I'ariil'r. There is a spec ial proof stratl'gy for 
modular vl'rificat.ion which performs thl' proofs neces-
sary t.o show t.hl' corrpct.npss of a rl'finl'ml'nt stl'p . 

For thl' VSI': , t.hp managl'ment. of proofs wit.hin the KIV 
syst.pm will he integrated into the VSE 's verification 
management. This inc.ludps thp possibility of multi-
IIspr opl'ration, kpl'ping track of changl's t.o programs 
(anPT all , sincl' mistakl's arl' only hllman, t.he first at.-
t.I'mpt. t.o verify a rl'finl'ml'nt. stl'P will uSllally fail), and 
tools t.o analyse, storl' and document proofs. 

I':n hancl'm.pnts . Proof st.rat.egil's are usually interac-
/i. j" in t.hp sl'nsl' t.hat thl' "kl'Y stl'ps" in thl' proof are 
in it.iatpcl hy the uspr, and thl' system performs the rou-
tinp. proof st.pps. Key st.I'pS arl' , for I'xample, the for-
mulat.ion of loop invariants or incluction hypothpses, or 
thp splpct.ion of the next rl'duct.ion step out of a choice 
offprpd hy thp systpm . The actual dl'grPe of automation 
t.hat. can hp reachl'cl current.ly lips hl't.wl'I'n 80 and 95% . 
A clpgrpf' of 9 .~% may sOllncl imprpssivf' , but it Rhoulcl 
hp noted t.hat a correctness proof for a refinement step 
may I'asily re'luire sI'vl'ral tl'n thousand proof steps . 

Thprp arp sevPTal way~ in which t.his clegree of aut.oma-
t.ion can bp incrl'a,,,,cl. Onl' of thl'se is to USI' a bl'tter 
t.hl'orem prover to dl'tl'rmine propl'rties of the import 



specificat.ion of a moclule . The int.egrat.ion of the theo-
rem prover rlescrihed helow is exppctprl t.o result. in 
furt.her improvement.s . Another major source of im-
provem pnt. will hp t.he pxpe ripncp gainprl wit.h thp VSF: 
ca-,e st.urlies , which will result. in enhancement.s of the 
existing proof st.rat.egies wit.hin t.hp K IV systpm . 

While formal vprification may he expensive, the remar-
kahle results we have alrearly achieved show that formal 
verification is possihle with torlay's (harrl- anrl soft-
warp) t.pchnology. 

Thp Thporem Provpr 

Proving th" correct.ness of programs w . r . t.. Ih"ir speci-
ficat.ion wit.hin KIV results in a hunrll" of (first orrl"r) 
prprlical.p logical formula., which hayp t.o hp rlprluce rl 
from t.hp s ppcifkat.ion . Thp morp t.h l'sp formula., can 
hp provpn aut.omat.ically t.he morp t.h p rl pgrpp of au-
t.omat.ion in t.hp K IV syst.em increa.,ps . Hpncp wit.hin 
VSF:, t.his t.a.,k is hanrllecl hy a sppciali7.pcl aut.omatprl 
t.h eorem prover. 

Th e hea rt. of this I.heorpm prov"r is thp INKA-syst.em 
(Riunrlo, 19R6) which is an inrluctive theorpm prover 
ha.,prl on resolut.ion anrl paramorlulat.ion. R"solut.ion is 
t.hp hpst. known cakulus t.o hanrllp full first.-orrler prp-
clica.t,p logic aUI.omat.ically. Th" calculus is guirl" rI hy 
elahorat." rI st.rat.egies ha.,erl (like I.he KIV system) on 
t.h" pararligm of t.act.ical I.hporem proving . 

Th" t.hporem proving componpnt. has t.o hp capahl" of 
spvpral 1.l'chniqu"s : 

Mat.hemat.ical inrluct.ion is requirprl for rea-,oning ahoul. 
ohjec.t.s cont.aining repet.ition, e .g . lists of numhers . In-
rluct.ion proofs are charact.e riserl hy t.h e a pplicat.ion of 
so callecl indudion rul"5, of which I.he simplest. anrl 
hes t. known "xample is an incluct.ion rulp on nat.ural 
numh" rs: To prove a formula 

'tT. : nat. P(x) 

we havp t.o prove hot.h formula." 

Pto) anrl 'ix : nat. P(x) --> P(x + 1) 

Within VSF: similar ancl ot.hPr rulps ar l' availahll' for 
pvery kind of rpcursivply rlpfinprl da t.a st.rllct.llrp , I'. g . 
lisl. ofnllmj,prs, int.pgprs, t.rpl's , pI.c . In facl., applying in-
rlllcl.ion rulps crpat.ps infinit.ply man y hranch ing point.s 
in sparch spacp. Hpnep, t.hp thporpm prover ha., t.o he 
guirl l'rI hy sophistieat.e rl heuristics select ing an appro-
prial.(' inrluction rul" 1.0 gl'l. ricl of thp eomhinat.orical 
pxplosion. ThPTI' arp ot.hl'r hpllrist.ics which cont.ain t hp 
knowlprlgp how t.o provl' t.ypically ha.,1' ea.'l's or inrlllc -
t.ion st.eps (Hul.t.pr (19R9)) . 

\Vit.hin VSF: somp rlat.a slrucl.urps - inl.f'g" r , spls or 
arrays - ancl functions - +, _ . I! , e tr. - opprating on 
thpsp rlat.a st.ruct.urps arp prpclpfinprl . This opl'ns up 
t.hp ahilit.y t.o incorporate highly spl'ciali7.l'rI rll'rluct.ion 
t.ools anrl st.rat.pgips for rlpaling wit.h t.hl'sl' rlat.a st.rue-
t.ures "nrl opprat.ions . A t.ypical pxamplp is a huilt.-
in spmi rlpcision procl'rlurl' for Prps hurgpr A rithmpt.ic 
(h"nrlling int.(>gprs wit.h +, - ). 
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THF: VSF: PRO.JF:CT 

It is the objective of the VSE-project to create an inte-
grat.ed software development tool (VSE-tool) to gene-
rat." security-relevant program systems , which can be 
provl'rI t.o he correct . 

Thl' VSF: is in developmpnt by a consortium of indu-
strial companip$ and institutes (Dornier, GPP, Univer-
sity of Karlsruhe, University of Saarbriicken and Uni-
versity of IJlm) under contract of the RSI (Rundesamt 
filr Sicherheit in cler Informationstechnik) . 

Thl' projl'ct. organization is shown hy Fig . 2. 

Thp inrlivirlllal components (KIV, theorem prov"r, for-
mal spee.ifkat.ion language) will b" integrated into the 
F:POS soft.warp cl" vl'lopment. "nvironment. . 

Inrlust.rial r"l"vanep anrlus"fuln"ss of the VSF:-t.ool will 
he prov" cl in t.h" course of t.he project by means of com-
prl'hensive ea-," sturlies bas"rI on industrial projects. 

These case studies shall cover all a.'pects of the de-
finit.ion of t.h" VSF:-I.ool requirements, mainly a wide 
spec.t.rum of the TT sec.mity criteria . Aclditionally, the 
ca.'e sturlie. shall reveal .trong anrl weak point. of the 
VSF:-tool anrl of all components. The features to be de-
termin" cl are , for example , the degree of automation, 
t.ermination , run time behavior and efficiency. Above 
all, t.he case sturlies shall show , to which extent the 
us"r is support"d by th" VSF:-tool. 

VSE PROJECT ORGANISATION 

Commissioner : Bundesaml tu er S lCtl{)rhf?l , In der Inlormallonslechnlk (BSI) 

. Ptofeclpartners I Location Responsibility) 

r nqdnchshafen J)fOloct management and case sludu~s 

· Fa GPP 
· Universi ty 

· UniverSi ty 

· Unive rSl1 y 

Muenchen 

Karlsru he 

U lm 

Sa::trbruE"Cken 

Inlegrahon 01 components Inlo EPOS 

Interactive venhcahon system (K IV ) 

speCI ficatIOn language 
'l1eorem provers 

. Duration : 3 1·2 years (f ebruary 91 Ju'Y 94) 

. H.rdwar.Ptatform : SUN SPARCslallOn UNI X 

Fig . 2: Project Organisation 

For t.he s .. lection from a great. number of indus trial case 
st.urlips which have already h""n conrluct.ed or are eur-
rpnt.ly in pr"ppration , mainly t.h" following criteria were 
t.aken a., a ha.,is : 

• SlIit.ahilit.y, "xtent, anrl (Complexit.y of the case 
st.urlips 

• Re lation to reality 

• Securit.y requirements 

• Assessment. of current methorls and components 

• O"velopmpnt. act.i v iti .. s r"quired 



RF:FF:RF:NCF:S 

Rillnno , S ., R. Hllmmpl, n. Hllt.tpr, C. Walthpr (19R6). 
Thp Karlsrllhf' Innllction Thf'orem Proving Sy,t.em. 
Prnr"ding" Rlh Confr"nr. on A ulmnatrd Drd.ution. 
Springpr LNCS . Vol 230. 

Heispl , Rpif, Stpphan (1990). Tart.ical Theorf'm Pro-
ving in Program Verification . Prncuding.5 10th Tntu-
na/ional ronfrrrna in Artificial Tntd/igrncr. Springer 
LNCS, Vol 449 . 

HIIUpr (19R9). Complpt.p Innllct.ion . In K.H . RIIi",ills 
ann H.-.I . Biirckert. (F:n.) , Drdurlion Sy .. trm .. In Arti-
firal Tn/r1hgrnrr , F:llis Horwoon. 19R9 Chap 7. 

Gornon. Milnpr, Wansworth (1979) . F:ninhnrgh LCF. 
r,rrluff No/r .. in romputrr Scirnrr , 7R. Springpr Vpr-
lilg . Bf' rlin . 

I.Ptnpp. P (19Rh) . n pvplopmp.JI ilnn Projprt. Mana-
gPnlpnt SlIpport. wit.h t.hp Soft.wa rp F:nginf'pring F:nvi-
rontnpnt. F:POS . In I. Sotnnl f' rvill " (F:n .) , rntl. ronI 
Sof/ware P:ng. f:nIJirnnmrnt.. . Lancastpr , Grpat Rri-
t.ain . 

R"if (1991) . Corrrrlne .... of Spulfications and Gwe-
ric Mod"lrs. Ph n t.h psis , lJnivprsiUH Karlsrllhp. In 
n " ,,' srh . 

RlIshhy, von Hpnkf' , Owrp (1991) . An IntroductIon 
to Formal SprClfication and Verifiration U .. ing f:HDM. 
SRI Int.Prtlil t. ionill , M f' nlo Park , California . 

Wirsing (1990). Algphra ic Spprifirat.ion. In.l . Viln 
r ,ppllwpn (F:n.) , Ffandb()()k of Thmrdiral Computer 
Srirnrr , Vol. R , Formal Monpls ann Spmantirs . F:lsp-
viPr Sripnrp PllhlishPrs R .V .. PP 67S -- 7RR. 

74 


