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Abstract 

 

Navigating the turbulent waters of data and algorithms, in order to participate in today's 

datafied society, requires a series of transversal skills. Educators, students and citizens need 

both technical abilities and a set of literacies, interwoven with a critical approach, to understand 

the socio-political and cultural mechanisms governing, shaping, and transforming our lives. 

Our chapter will reflect on the impact of datafication in society and address some questions 

about embracing the concept of ethics as a method for working with data towards addressing 

bias, ensuring that the demands of data justice are adopted in teaching and research. Our open 

and critical pedagogic approach calls for educators to explore data issues from a social justice 

perspective and through research-based learning activities. To exemplify our model, we 

showcase an academic development programme piloted in Uruguay which was  part of a bigger 

research project, Understanding data: politics and praxis. As part of the project, we have 

developed a critical pedagogic approach to support academics in teaching critical data 

literacies. This approach bridges research and real-world problems, using open data as open 

educational resources (OER) to support learners and educators to co-create knowledge in an 

interdisciplinary manner through research-based learning activities. Our curriculum provides 

academics with a data ethics framework and solid theoretical background, alongside analytical 

tools, and activities to develop lifelong learning. This approach enables participants to 

understand and challenge datafication and support informed and transformative democratic 

practices and dialogue, empowering citizens to address social justice concerns.  
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Introduction 

Navigating the turbulent waters of data and algorithms, in order to participate in today's 

datafied society, requires a series of transversal skills. Educators, students and citizens need 

both technical abilities and a set of literacies, interwoven with a critical approach, to understand 

the socio-political and cultural mechanisms governing, shaping, and transforming our lives. 

Data, now ‘bigger’ than ever, is produced at an unprecedented rate due to increased 

computational power that enables continuous automated processing, as well as production. 

This phenomenon of datafication has driven what is sometimes referred to as a ‘data revolution’ 

(Taylor, 2017), but it is not one which has seen the oppressed claim power. The expansion of 

computational power and data-intensive systems has promised a number of benefits: faster and 

better decisions that are facilitating improved outcomes in health, agriculture, urban planning 

(Naef et al. 2014; Kshetri, 2014). Less is said by proponents of this revolution about its impacts 

across long-standing social, political, economic and cultural issues and inequalities (D’Ignazio 

& Klein, 2020; Taylor, 2017). But there are a growing number of concerns about emerging 

negative effects: loss of privacy, discrimination, and growth in inequality (Spratt & Baker, 

2015; Taylor & Broeders, 2015). These are the sociocultural equivalents of seismic shifts, 

which require interdisciplinary focus in higher education research, teaching and learning. 

 

Fundamental to an understanding of datafication is knowing that whatever “data are 

generated, and how they are produced, handled and used, is the result of choices and decisions 

by people” (Kitchin, 2021, p. 5). Thus, data-driven systems are not neutral machines that 

operate in a vacuum; they are socio-technical systems. That is, they are the products of the 

combination of social relations and human values and biases with scientific knowledge and 

technology (Gebru, 2019; Mohamed, Png, & Isaac, 2020). Data-intensive technologies are 

hence political thus their impact on society implies hidden social structures and power 

dynamics. Approaching the world of data, therefore, demands a political stance. 

 

As more dimensions of social life play out in digital spaces, data feeds powerful 

machines to generate inferences and insights into different aspects of human life; data has 

therefore acquired a different dimension and is imbued with more power than previously. Data 

has been transformed into a manufactured material that intrinsically has value. Given this 

scenario, it can be inferred that data has a new sociality (Kitchin, 2021). This requires a 

reappraisal of previous ways of thinking about data. In what we might now call ‘traditional’ 

discussions of data, we often refer to the idea of data ‘collection’, which misleadingly suggests 

that data is pre-existing, like a text already written and simply waiting to be ‘read’ in the 

collection process. Therefore, by extension, it might be assumed that such collections (datasets) 

are simply a reflection of reality. But in order to have data, it must be produced; in order to 

make knowledge claims deriving from data, it must be analysed, interpreted, and 

communicated. 

 

It is becoming clearer that these processes and purposes of data generation, 

communication and use cannot be assumed to be transparent nor benign in their intent or 

effects. However, the idea of data as something ‘natural’, that was there waiting to be 

discovered, rather than constructed by human beings, persists – as does the related idea of the 

inevitability that data must be collected and exploited in order to improve, enhance, optimise, 

and most of all, profit. As Zuboff (2015) notes, the production and uses of ‘big data’ are often 

presented to us as “the inevitable consequence of a technological juggernaut with a life of its 

own entirely outside the social” (p. 75). This veneer of inevitability and elision of the role of 

human (and, indeed, corporate) actors plays a vital role in enabling the business model of 



‘surveillance capitalism’, which is unprecedented and thus unrecognisable for many people 

(Zuboff, 2015, 2019). Others, meanwhile, are increasingly aware that companies are putting 

personal data to mysterious or concerning uses, but consider that there is no ‘opt-out’ from 

such surveillance, that it has simply become a fact of life (Lupton & Southerton, 2021). 

 

Scholars including Eubanks, (2018), Kleinberg, Ludwig, Mullainathan and Sunstein 

(2018), and Benjamin (2019) urge us to become aware about how algorithms are structured by 

an intersection of inequities and biases inherited from the labels people have been given due to 

their heritage, race, gender or socioeconomic background. Such biases, inherent in the data as 

well as how it is used, then feed into the decision-making processes of automated systems 

which potentially impact employment, healthcare, housing, prison sentences and education. 

Now that an array of ways we interact with and make sense of the world are mediated through 

data-driven systems and data-intensive technologies, it becomes essential that educators are 

able to explore with students how to recognise these phenomena and their core mechanisms, 

and consider implications for our social life and, more poignantly, for the future of citizenship 

and democracy. We need to be aware that the data feeding these systems and technologies are 

not pre-existing and not simply reflecting reality objectively. 

 

In such a challenging socio-political context, we consider that higher education (HE) 

has a key role to play in raising awareness of this situation and its consequences, and 

empowering a new generation of professionals and citizens to actively participate and 

challenge digital discrimination (Raffaghelli & Stewart, 2020). Such a mission calls for a 

critical pedagogical approach that combines practical and technical data skills and information; 

and media literacies together with an understanding of ethics and social justice, if students are 

to challenge the socio-political and cultural mechanisms operating in this datafied and 

surveilled society (Atenas, Havemann, & Timmermann, 2020).  

 

In our view, the aim of taking a critical approach to data literacy is to support the process 

of imagining that the world of data can be addressed otherwise, and of acting ethically within 

it, taking into consideration questions of social justice and pluralistic values, and working 

towards mitigation of pervasive social injustices. Our advocacy for a critical approach to data 

literacy is based upon a conviction that while a more practical level of literacy may enable us, 

as Freire (1972a) argued, to ‘read the word’, we may yet fall short of ‘reading the world’, and 

therefore risk becoming objects of history, known and acted upon, rather than subjects who 

know and act. In today’s world of data and algorithms, part of being a critical, active, world-

reading and participating subject is to be aware of the streams of data, most of the time 

invisible, intangible and abstract, flowing unnoticed over our heads and under our feet and yet 

profoundly affecting our lives. Yet, we must not underestimate the significant teaching and 

learning challenges involved. With this in mind, we suggest that curriculum design should link 

the interrogation of data with the sociocultural context and the possibility of socio-political 

action, using an interdisciplinary approach to efforts to develop activities using evidence, 

problem, and research-based learning approaches grounded on co-creation of knowledge and 

participation (Markham et al., 2018; Mandinach & Gummer, 2016; Atenas, Havemann, & 

Timmermann, 2020; Kitchin, 2021). 

 

Our pedagogical approach is grounded in critical theory (Bohman, 2005; Bronner, 

2009; Foucault; 1980; Kellner, 2011; Young, 2011), critical pedagogy (Freire, 1972a, 1972b; 

Giroux, 2010; Hooks, 2014; Zembylas, 2013) and open education (Weller, de los Arcos, 

Farrow, Pitt, & McAndrew, 2015; Havemann, 2016; Cronin, 2017). In the sections which 

follow we are going to discuss some areas that our project Understanding Data: Praxis and 



Politics explores, in order to provide educators with some of the knowledge and tools that could 

enable them to understand the datafied world and, together with their students, design pathways 

to challenge the so-called ‘data revolution’, but at the same time harness that which can support 

initiatives that can contribute to the social good. 

 

From datafication to data justice  

Datafication is driving social issues and inequalities, thus, we advocate for pedagogic 

approaches founded on critical open and civic pedagogies with a lens of social justice and 

social participation (Reggi & Dawes, 2016; Kuhn, 2019; Charitonos, Albuerne Rodriguez, 

Witthaus, & Bossu, 2020; Cronin, 2020) with a view to building capacities in data for educators 

and students to understand the power structures that govern data and challenge them (D’Ignazio 

& Klein, 2020). Through such approaches, educators can bring greater awareness of the 

structural dimensions of power imbalances and their self-replication through different 

capacities to use data. While awareness can only get us so far, it is a necessary first step towards 

data justice (Kuhn, 2021). Criticality must therefore be the beating heart of education in data 

practices, rather than an addendum. 

 

The concept of data justice, according to Dencik and Sanchez-Monedero (2022) “draws 

from a range of long-standing traditions that have concerned themselves with the social justice 

implications of the nature of information and communication systems, ranging from debates 

on ethics and human rights to the orientation of activism and social movements” (p. 2). As for 

Dencik et al. (2016) “Data justice is a response to prominent and rather limited perspectives on 

the societal implications of data-driven technologies that have tended to focus on issues of 

efficiency and security on the one hand and concerns with privacy and data protection on the 

other” (p.874). Thus, It can be understood as the social justice and data ethics practices that are 

put in place for safeguarding people and communities from oppressive practices such as 

surveillance and algorithmic discrimination, challenging, the often invisible structures of 

oppression of data-driven technologies and systems (Dencik, Hintz, & Cable 2016; Johnson, 

2014; Kuhn, 2021; Taylor, 2017; Heeks, 2017; Dencik, Hintz, Redden, & Treré, 2019; Dencik 

& Sanchez-Monedero, 2022). It thereby aims at identifying controversial data practices and 

developing solutions to alleviate the injustices brought by the questioned forms of data use and 

collection. 

 

Current social realities may aggravate data injustices. The growing data literacy divide 

is creating power imbalances in society (Johnson, 2014; Atenas & Havemann, 2019), as those 

who cannot engage with data will likely remain or become further marginalised, ultimately 

only playing the role of data points, to be studied ‘from above’ (Atenas, Havemann, & 

Timmermann, 2020). This is related to the intersectional nature of the different social structures 

of oppression such as gender, class, ‘race’, and ethnicity, as well as differential access to quality 

and lifelong education, leaving groups of individuals misrepresented and culturally and legally 

misrecognised (Fraser, 2008). The failure to recognise some forms of injustice as such, 

particularly when they affect already disadvantaged groups, originates as much from class 

hierarchies as from status and political ones. Thus, discrimination and oppression are not only 

a consequence of the (mal)distribution of material wealth in society, but also failure to 

acknowledge the problems of the disadvantaged and sometimes even their very existence. 

 

Datafication is impacting people and communities in different areas of their lives and 

in very different ways, and therefore is challenging to pin down, to make visible, graspable, 



understandable and thus, addressable. There still tends to be a strong belief that data is benign, 

objective, and neutral; that views data as the evidence which points to universal truths (Kitchin, 

2021). In order to challenge the assumptions that describe data as neutral and simply 

‘collected’, we must engage with the nature of data and its sociality, that is, its social character. 

In so doing we aim to provide a rationale for a more critical than technical approach to data 

literacy that would include, amongst other things, elements of data activism as described by 

Milan and van der Velden (2016). Data activism, the authors suggest, “indicates the array of 

socio-technical practices that challenges the fundamental paradigm shift brought about by 

datafication.” (p. 1).  

 

Data activism is founded on the premise that data is political, and thus, the ‘life cycle’ 

of data is imbued with human choices, politics and praxes; it is embedded in a socio-technical 

context with its own politics and power dynamics. These praxes, politics and choices have 

effects not only on the data that is collected and processed but also on the decisions that are 

taken in the deployment of the different inferences that result from the data-driven systems that 

use these processed data, adding yet another layer of complexity (Kitchin 2021; Milan & van 

der Velden, 2016, 2018; Lehtiniemi & Ruckenstein, 2018).  

 

Data justice cannot be established by ex-ante processes alone and requires continuous 

activism to ensure that those in power do not abuse the system and that data collections do not 

automate the erasure or disadvantaging of oppressed or minoritised groups of people. The 

belief that engineers and computer scientists can ensure fairness or engineer discrimination-

aware data mining and machine learning through responsible design overlooks the complexity 

described above and has dangerous implications for society. One of them is that we end up 

with technical solutions that are overly simplistic and ill-equipped to accommodate the 

complexity of social life, and also reinforcing power imbalances between technologically 

privileged groups and communities using these technologies, exacerbating pre-existing forms 

of social injustice and discrimination. While techno-centric approaches may be well-

intentioned, technology developers must accept the need to work with a variety of social actors 

in order to make data practices just. 

 

While proposing that education is the space in which awareness, criticality and 

resistance to surveillance and datafication can be fostered, it must also be acknowledged that 

education is subject to the same forces which are altering society more widely. Education is 

being transformed by data and data practices, and in this context, datafication involves the 

collection and use of data in every stage, space, and activity of an educational setting, with the 

aim of measuring (and ‘improving’) performance (Jarke & Breiter, 2019; Lupton & 

Williamson, 2017; Raffaghelli et al., 2020; Selwyn, 2015). For Spence (2019) an increasing 

metricisation of student and staff activity is justified by an apparent need to quantify and 

enhance productivity (including learning), as for Kuhn (2019) " A big part of what HE is 

interested in is to be able to gain access to student’s data, data relevant to matters of engagement 

or at least what they call ‘engagement’" (p.6), thus it is transforming students, educators and 

learning activities into data-producers and data-points. Producing the right numbers has 

become core in new performative data-driven educational systems, at the risk of jeopardising 

complex and critical student-centred pedagogies (Roberts-Holmes, 2015), and potentially 

coercing digital participation in order to ensure data are gathered (Barassi, 2019). In short, 

critical data awareness and activism are no less needed within the education space itself, than 

in the supposedly more real world beyond. 

 



We see an overlap between the concept of data activism and critical pedagogy. Data 

activism can serve as a heuristic tool for the analysis of new ways of civic engagement through 

political participation thus it has the potential to contribute to fostering proactive citizenship. 

In Freire’s (1972a) understanding of education, the central aim is to practice what he calls 

conscientização, translated as critical consciousness, which entails the problematisation of the 

social reality, the need for resistance, and the process of radicalisation, as he argues that critical 

and emancipatory consciousness develops through critical praxes that demand the participation 

of the individual as cultural subjects of the world. 

Building a pedagogical perspective 

 
Solid democracies are characterised by citizens capable of developing constructive 

criticism and participating in public forums and discussions. Thus, the role of HE in building 

democracies must not only be to develop competencies for the labour market, but also to create 

a critical citizenry capable of evaluating information related to social problems. As for Giroux 

(2010), education must develop and improve people's ability to recognise and challenge power 

dynamics (Foucault, 1980), enabling them to become a committed citizenry that expands and 

deepens their participation in the promise of substantive democracies (Evans & Nation, 1993; 

Soder, Goodlad, & McMannon, 2002; Deakin Crick & Joldersma, 2007; Fischer, Rohde, & 

Wulf, 2009; Atenas, Havemann, & Timmermann, 2020).  

 

Educators can, and should, play an important role in the development of critical socio-

technical pedagogic approaches to understand and analyse the different dimensions of data that 

will contribute to improve students’ ability to negotiate and read data with a political 

perspective. Freire (1972b) suggests that educators prioritise strategies that encourage 

individuals to be able to organise themselves reflexively for action rather than remaining 

isolated and passive. Our approach consists of enabling spaces for critical analysis of social 

issues, working with an interdisciplinary and collaborative approach including organisations 

of the civil society, the government and other sectors that need to address challenges driven by 

data in an ethical and fair way, helping students gaining a better understanding of the social 

structures and practices in which uneven power dynamics have arisen. 

 

As Pangrazio and Selwyn (2019) argue, individuals do not only need to develop 

emancipatory perspectives on data literacy, but also to gain skills in the technical dimension to 

negotiate data and data-driven systems through critical reflection about the social meaning of 

datafication, by intercepting social problems and interrogating them, questioning 

commonsensical understandings of how data is collected and processed, who is included or 

excluded in the collection but more importantly, who is excluded and in the interest of whom 

(Kuhn, 2019), as for Van Es & Schäfer (2017), “students need to be educated to become critical 

data practitioners who are both capable of working with data and of critically questioning the 

big myths that frame the datafied society” (p.12). 

 

We draw on Milan’s and van den Velder’s (2016) idea of activism as a proactive 

interception of real problems that people are facing ‘out there’, in real life, to support students 

to become more aware of what does the reality of datafication implies and to find methods to 

resist some of the aspects of datafication and its implications. Hence, our critical pedagogical 

perspective resonates not only with the purposes of citizenship education, but also with the 

concepts of open pedagogy and open educational practices which aim to promote innovative 



pedagogical approaches, and empower students as co-producers of knowledge, often in 

conjunction with the use, repurposing or production of open educational resources (OER), 

which are understood by UNESCO (2009) as: 

teaching, learning and research materials in any medium – digital or otherwise – that 

reside in the public domain or have been released under an open license that permits no-cost 

access, use, adaptation and redistribution by others with no or limited restrictions.  

The use of open data as OER to link learning activities with lived realities can catalyse 

discussions of social justice, becoming what Havemann & Atenas (2018) describe as an Open 

Pedagogy of Citizenship to foster critical and active participation in society. 

 

Open data as OER 
To establish links between educational processes and society, it is necessary for 

students and teachers to relate to contemporary social problems. However, the HE sector is 

facing two problems: the current trend to educate in response to the needs of the job market 

overlooks and conceals the real and pressing issues that society is facing; and in addition, the 

overreliance on commercial textbooks that do not include real and up to date social problems. 

The combination makes students stay disconnected from their social reality; hence little 

criticality or civic participation can be fostered. 

 

Open data is often described as a vital ‘accessible’ source of public information, but 

less attention is paid to the question of the literacies required to make sense of what is accessed 

and build knowledge from it (Gurstein, 2011), and consequently it is not frequently cited as an 

(open) educational resource; however, it can become a learning material when used 

strategically in teaching contexts. Data, used as a pedagogical tool, offers multiple 

opportunities to develop transversal, civic, literacy and numerical skills. Building knowledge 

through the analysis of information in various sources and formats contributes to the 

development of critical thinking and it fosters the civic skills so necessary to participate in a 

democratic society. 

 

We consider this has become an urgent educational need in a context of surveillance 

capitalism, defined by Zuboff (2019) as “an expropriation of critical human rights that is best 

understood as a coup from above: an overthrow of the people’s sovereignty” (p. i). Much of 

the data which is extracted and processed for the purposes of surveillance capitalism is, of 

course, not open (much less the algorithms and analytics used in processing), which might call 

into question the relevance of studying open data. However, we make this case based on both 

critical and practical considerations. First of all, open data is generally produced and made 

available by governments and researchers, as there are now widespread mandates to release 

such datasets in the public interest. As such, this data provides students with a window into 

what researchers and governments are concerned with knowing about, and which becomes the 

basis for recommendations, policies and actions (Atenas, Havemann, & Priego, 2015; Atenas 

& Havemann, 2019).  

 

Securing such mandates has been rightly celebrated in the open data community but 

there have also been calls to consider the extent to which ‘the public’ are in a position to 

interpret this data, let alone take any relevant action. Furthermore, like any other form of data, 

openly released data must still be understood as the product of social, human actors whose 

agendas may not be transparent, even if the data they have produced is accessible. These issues 

highlight the need for improved skills and criticality in working with open data. Secondly, on 

the practical level, a key advantage of working with open data is its openness, which allows its 



reuse. Open datasets are critical to enabling research- and scenario- based-learning activities, 

as they support students to develop information, statistical, scientific, media, and political 

literacies. In addition, working with real-world data students can develop research skills and 

can apply analytical, collaborative and citizenship skills while investigating real-world 

problems. 

 

This idea of using open data in education is recognised in the sixth principle of the 

International Open Data Charter, on open data for inclusive development and innovation, 

which states that it is key to “[e]ngage with schools and post-secondary education institutions 

to support increased open data research and to incorporate data literacy into educational 

curricula” (ODC, 2015). Despite this recognition, it is unclear how much emphasis and effort 

countries are making to support the use of open data as OER in educational contexts. Another 

advantage of including open data as a pedagogical element in programmes of study is that it 

encourages students’ interaction with their socio-political reality in a critical and participatory 

way. In doing so, it generates pedagogical spaces for critical problem solving, be it working 

collaboratively with different programs of civil society or communicating the results of their 

research in written and multimedia format to establish a formative dialogue with the 

communities. 

 

The key skills which can be developed through the use of open data as OER can be seen 

in the rubric below. 

 
Skills/Level Basic Intermediate Proficient Advanced 

Critical 

thinking 
Students 

understand 

basic concepts 

of critical 

thinking 

Students can use 

data to verify 

information from 

the media 

Students can 

analyse 

phenomena from 

their region 

using data and 

write reports 

critically 

analysing 

solutions 

Students are able 

to develop and 

present complex 

evidence-based 

arguments in key 

academic 

formats 

Data analysis 

skills 
Students can 

analyse data 

using 

quantitative 

and qualitative 

methods 

Students gain 

experience in 

using popular 

software for data 

analysis such as 

SPSS or Nvivo 

Students use 

proficiently 

software for data 

analysis which 

are relevant for 

their own 

disciplines 

Students can 

present complex 

reports based 

upon data 

analysis in the 

form of research 

papers or posters 
Data curation 

skills 
Students can 

organise 

datasets in 

simple folders 

Students can 

identify different 

sources of 

datasets and 

organise them in 

databases 

Students can use 

electronic tools 

for data curation 

and share it with 

others 

Students can 

develop 

databases and 

automate the 

process to 

organise and 

merge datasets, 

and embed 

metadata into the 

files to facilitate 



access to the 

resources 

Data 

information 

management 

skills 

Students can 

identify 

datasets from 

different 

sources 

Students can 

select datasets 

from different 

portals in 

different formats 

Students can 

extract, filter 

and compare 

data from 

different data 

sources creating 

a single dataset 

Students can 

filter and format 

data in different 

formats analyse 

it creating 

complex datasets 

Data Mining 

skills 
Students can 

locate CSV 

files on the 

internet 

Students can 

extract datasets 

from PDFs 

Students can 

extract datasets 

from different 

sources 

Students can use 

complex 

methods for 

developing 

datasets 
Data 

visualisation 

skills 

Students can 

create graphics 

and charts 

Students can use 

online software 

to develop simple 

infographics 

Students can use 

graphic design 

software to 

develop 

infographics 

Students can use 

data visualisation 

techniques to 

present their 

findings using 

complex 

statistical 

modelling 
Research 

skills 
Students 

understand the 

scientific 

method and 

are familiar 

with the 

concepts of 

quantitative 

and qualitative 

methods 

Students can 

structure their 

research and 

apply different 

techniques to 

obtain results 

Students can 

replicate 

experiments and 

studies 

following 

research 

methods 

explained in the 

literature 

Students can 

compare data 

and information 

from different 

data sources and 

research papers 

and replicate 

experiments and 

studies to 

produce new 

research findings 
Statistical 

skills 
Students can 

perform basic 

statistical 

operation 

including 

averages, 

media and 

median 

Students can 

perform 

statistical 

operations using 

clusters, standard 

deviations, 

significance, chi 

square, 

correlation or 

regression 

analysis 

Students can use 

data modelling 

techniques for 

different 

statistical 

methods such as 

forecasting to 

predict future 

events 

Students can 

write queries in 

order to perform 

complex 

statistical 

analysis 

functions and 

create models 

and complex 

graphs and 

visualisations 
Atenas, Havemann & Priego, 2015 - Rubric of data skills 

 
Access to open data and information by citizens as a democratic guarantee is key to 

achieving the ideal of a just society. Data literacy, following Timmermann (2018) and Sarin 

(2021) becomes thereby a critical element for the realisation of three principles of a just society: 

i) the right to self-determination, which requires an informed decision, ii) the right to participate 

in science and cultural life, which in turn needs meaningful access to data and iii) contributive 

justice, to facilitate an environment that encourages the development of individual and 

community capacities, in a transversal manner. 



 

UNESCO (2015) has defined transversal skills as critical and innovative thinking skills, 

interpersonal skills, intrapersonal skills, and critical and global citizenship. To develop these 

competencies, it is necessary to link educational processes to social issues that affect society 

such as human rights, economy, transparency, migration, environment and sustainable 

development, and for that, the use of Open Data can be a tool that facilitates the interaction 

between teaching, research and society. Facilitating this interaction is critical for HE in their 

endeavour of developing critical citizenship and in doing so HEIs are connecting society, 

industry, innovation, and ethical research (Manca, Atenas, Ciociola, & Nascimbeni, 2017). 

 

Ethics as method 
In the context of developing critical data literacies in HE, we argue that ethics needs to 

be considered a core and transversal element, rather than an adjunct or administrative formality. 

Thus, we propose to understand ethics as a method, as a procedure, and as a set of overarching 

perspectives and principles that guide decisions concerning the study and analysis of data. We 

consider that research methods courses and data literacy programmes need to ground the 

teaching of ethics, in the context of data collection or retrieval, beyond informed consent. 

Therefore, we suggest that ethics should take centre stage in any critical studies of data, 

furthermore and as advocated by Markham (2006) and Markham, Tiidenberg, and Herman 

(2018), ethics itself must be considered a research method. In addition, and complementing 

these ideas, Marco and Larking (2000), Simon (2015) and Nielsen (2016) argue for a praxis of 

ethics as a way of knowing and acting, making ethics actionable knowledge. 

 

We consider that doing research with human data is a privilege, not a right, thus, 

collecting, reusing, analysing, preserving, publishing and reporting data needs to be done using 

ethics as a method in research projects. First, people need to be aware of the multiple issues 

that are raised by using data with today’s technologies and foreseeable developments which 

involves an ethical assessment of data practices at three stages (i) ex ante: how data is being 

used and could be used when new technologies become available s, (ii) intra: the impact of 

data at different levels of technology design and development, and (iii) ex post the impact of 

data once their use becomes widespread (Reijers, et al. 2018; Bonatti, et al. 2018; Decuypere, 

2021). Second, people need to become aware – gain conscientização – of the current social 

circumstances and vulnerable situations many people face. Third, they need to gain a wider 

idea of the manifold values defended in ethics and the multiple demands of social justice. This 

involves gaining acquaintance with various ethical principles, such as beneficence, justice, 

autonomy and nonmaleficence, and demands of data justice, to different approaches to ethics, 

such as ethics of care, to specific challenges, such as decolonization and intersectionality, to 

key rights embraced by human rights law. Fourth, people need to understand that they are co-

responsible for change and working towards a better world, as data activists claim. 

 

Adopting ethics as a method enacts an ethical approach to the research practice, 

converting abstract concepts into action shaping not only the research but the attitudes of the 

researchers affecting the whole research cycle, from the design of the research until the 

publication of the results, embedding ethical principles such as beneficence, justice, autonomy 

and nonmaleficence. In the light of these insights, we believe that curriculum and activity 

design need to begin asking: how do we DO ethics? The literature showcases several ethical 

issues related to conducting research in terms of data collection, and consent of data provision 

in terms of working with vulnerable populations, breaching privacy, putting people and 



collectives at risk and thus preventing people to become data points thus, objects (Johnson, 

2014; Yang, 2021). 

 

In summary, we consider that data literacy should be developed using a critical lens, 

placing the wellbeing of individuals and groups at the centre and before the research aims and 

data collection processes. Thus, data ethics cannot be a mere tick-box exercise, but instead 

becomes a praxis in its own right that includes elements of participatory and inclusive research 

design, involving those who will provide data and be affected by the results of the research.  

 

A case study - A critical approach to data in academic 

development  
 

The experience we present here has been coordinated by the Understanding Data: 

Praxis and Politics (also known as datapraxis) project team, along with the Department of 

Academic Technical Support (Education Sector Commission) and the Núcleo REA (Centre of 

Open and Accessible Resources) from the Universidad de la República (Udelar), Uruguay. The 

objective of the project was to create a didactic space for training university teachers, whose 

catalyst is a collection of open educational resources (OER) to promote a critical approach to 

data. The datapraxis project was a transnational collaboration between a central team and four 

strategic partner institutions across three continents: Tangaza University College Business 

School (Kenya), the Education Department at the Open University of Catalonia (Spain), the 

Centre for Open and Inclusive Education Universidad de la República (Uruguay), and the 

Business School at the University of Surrey (UK). 

 
The datapraxis experience with the Núcleo REA Uruguay, built upon their prior work 

and history of collaboration in academic development for Open Educational Practices and 

capacity building initiatives in open data in education. In 2016, they hosted a course: Open 

Data as Open Educational Resources - An Academic Development Training Model for Latin 

America aimed at providing strategies for multidisciplinary work focused on open data as tools 

for developing critical thinking using techniques from data journalism and civic monitoring 

(Atenas & Ciociola, 2016). In 2019, this was followed by The potential of Open Data in 

University Teaching, which was aimed at presenting teachers with the potential of open data 

produced by both national and international agencies, to create collaborative pedagogical 

activities, allowing their students to work in an interdisciplinary way and in conjunction with 

civil society and/or researchers (Atenas et al., 2019). 

 
The latest course, Data, society and politics: A critical approach to data (Podetti et al., 

2021), in association with the datapraxis team and held in 2021, was offered as a postgraduate 

certificate in academic practice, and delivered online, thus, open to academics from throughout 

the LATAM region, recruiting scholars from 14 countries. The course was held in two stages, 

first an introductory one called Open Data as Open Educational Resources, which had 200 

teachers registered and 100 that completed the course. Of these 100, a group of 78 progressed 

to the second stage or ‘main’ course. 

 
The main course (Data, society and politics) was designed using a critical pedagogy 

approach, taking as its starting point the social reality in which those who participated were 

immersed. During the course, sessions were facilitated by experts, but designed as spaces for 

debate rather than lectures, where the guests exchanged their experiences and knowledge. In 



addition, a series of workshops that approached various topics associated with data and its 

relationship with open educational resources, transparency and openness of governments, 

science, artificial intelligence, innovation, development, privacy, ethics and inclusion, as well 

as access to public information and data journalism were held, to provide participants with 

hands-on experience in using data in an educational context. 

 
The assessment of the course consisted in the elaboration of a final group work, aiming 

at developing critical collaborative work with data to take to the classroom. The exercise was 

designed with an open practice ethos in mind. We created a toolkit to support participants in 

their group work which was an OER itself, as was designed with a mixture of original content 

and openly licensed materials from various sources. The assignment was influenced by the data 

feminism principles (D’Ignazio & Klein, 2020), asking participants to reflect on the politics of 

data and the intersection of different social dimensions such as race, gender, ethnicity and 

itdrew upon resources adapted from NESTA; the Open Data Institute; TacticalTech and the 

Data Justice Lab amongst other organisations.  

 
The project was designed using a research-based learning model. Participants were 

asked to critically define a problem related to data and propose a possible solution, based on 

the content learned during the course. We encouraged the appropriation of open data to foster 

social change and empowerment of those involved in the solution, using an ethics as method 

approach throughout. The evaluation process included a review of the projects which were 

guided by the course team and presented in a final meeting to showcase the results with their 

peers and guest subject experts, receiving feedback from us and the audience. 

 
Feedback from the course participants was overwhelmingly positive. Amongst the 

things they mentioned is how much they valued the quality of the curricular design and open 

content, the curated resources and practical case studies, the selection of the activities to take 

to the classroom, the collective reflection activities and the bibliography. They highlighted the 

participation of the specialists in the different talks and workshops that were held during the 

first two weeks of the course, which guided them in learning about the social realities of 

different countries and to motivate and support the engagement with such a complex and 

difficult subject. The support and guidance  of the course team and invited subject experts.  was 

critical for the participants’ learning, they said. Below we share some comments of the course 

participants: 
 

For me the world of open data was totally unknown, so that already speaks 

for itself of the value that this course had for me. A few things that I knew 

about, like Creative Commons licences, were part of very frayed things, so 

systematising them also helped a lot. 

The methodology applied by the excellent teachers, facilitated the 

understanding of the topics that was reinforced with the talks by experts 

and the videos from speakers from other countries to illustrate the 

situations presented. 

The talks by experts, the flexible and dynamic modality of the coordinators' 

orientations, in a clear and direct language, favoured the understanding of 

the instructions to carry out group work. This experience of working with 

participants from different countries and cultures was very enriching 



I want to CONGRATULATE ALL THOSE INVOLVED in the realisation of 

this course! It has been one of the MOST MEANINGFUL courses I have 

ever taken! A WHOLE LEARNING EXPERIENCE! Congratulations! 

The organisation seemed great to me, dynamics were developed in which 

group work and interaction with classmates were achieved, the closeness of 

the teachers was felt, something in my previous experience never achieved 

in a 100% virtual modality course. 

 

Conclusion 

In this chapter, we argue that given the new sociality of data and the increasing unequal 

power it wields in society educators and students need to be equipped with more than technical 

data skills, namely with critical data literacies, which must include an ethical and social justice 

lens. We consider that the most commonly technical skills taught in data literacy programmes 

such as collecting, handling, processing, analysing, storing, and sharing data, and those quite 

specific, such data storytelling are still insufficient to work critically with data Instead, we 

argue that critical thinking, an understanding of data ethics, and a thorough comprehension of 

social justice are an essential complement to the technical skills that will enable educators and 

learners to see beyond the numbers and stories told by and with data. 

Our educational approach includes three key elements: a critical approach to pedagogy, 

the use of open data as OER and the embedding of ethics as a method of inquiry. This 

combination allows educators and students to connect teaching and learning to real social 

issues, and in doing so, the process of conscientização (Freire 1972a) is encouraged. There is 

still a long way to go so that a critical approach to data literacy is fully integrated in learning 

and teaching strategies and programmes in HE, but the journey has already begun. There is an 

awakening to the social reality we are facing, and we also perceive a new kind of solidarity 

coming from the margins to the centre. This solidarity, we argue, is worth harnessing so that in 

a joint effort, we can find approaches to empower educators and students to see more clearly 

how the logic and effects of datafication can be questioned, understood, and challenged. 
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