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Victor Jüttner, Erik Buchmann
Dept. of Computer Science, Leipzig University

ScaDS.AI Dresden/Leipzig, Germany
Email: {victor.juettner|erik.buchmann}@uni-leipzig.de

Miguel Vargas, Xenia Wagner, Julius Jolig, Christoph Jahn
ipoque, a Rohde & Schwarz company, Leipzig, Germany

Email: {miguel.vargas|xenia.wagner|julius.jolig| ↱

christoph.jahn}@rohde-schwarz.com

Abstract—The proliferation of smart-home devices has in-
creased security challenges, with advanced persistent threats
being difficult to detect due to the complexity of user interactions
and device behaviors. This paper introduces SPARTAN (Smart-
home Persona-driven Attack Recognition and Trace Analysis
Network), a dataset designed to simulate realistic household
activities combined with APT attack scenarios. Using persona-
driven schedules and an automated system that orchestrates real-
istic smart-device interactions, we generate diverse benign traffic
and inject APT phases, such as reconnaissance and exfiltration,
into the network. SPARTAN offers realistic, structured, and
parametrizable datasets with synchronized labels for evaluating
machine learning-based APT detection methods.

Index Terms—Smart Home, APT detection, Dataset.

I. INTRODUCTION

Smart-home deployments are expanding rapidly [1], inte-
grating sensors, actuators, and data-intensive smart devices
into domestic networks. Smart devices offer convenience and
automation, but they also broaden the attack surface and
complicate security monitoring. As a result, smart devices
are increasingly targeted and compromised, contributing to
the continued growth of botnets such as Aisuru [2] and
Kimwolf [3]. At the same time, smart-home network traffic is
closely tied to human activity and user interaction patterns [4,
5], distinguishing it from traditional network environments.

Detecting attacks on smart devices is challenging because
diverse household factors—including varying user interac-
tions, number of residents, automation routines, and firmware
updates—introduce significant variability and noise into ob-
served behavior. Moreover, smart-home devices are typically
closed platforms with limited internal observability. As a
result, network-based anomaly detection approaches, such as
machine-learning–driven Network Intrusion Detection Sys-
tems (NIDS), are an attractive solution [6].

Because smart-home network traffic is shaped by diverse
and evolving user interaction patterns, early attack activities
such as probing, credential abuse, or lateral movement often
blend into legitimate behavior generated by normal device
usage or routine maintenance. Effective defenses therefore
needs to distinguish benign usage from attacks and ideally
identify threats before full device compromise occurs. Improv-
ing network-based detection methods requires high-quality
training data and datasets that reflect both realistic smart-home
usage and systematic attacker behavior. However, existing

smart-home and IoT security datasets often fail the complexity
of advanced persistent threats (APTs) by labeling individual
attack phases at a high level and lack realistic benign traffic
generated by multiple distinct users [7, 8, 9].

To address this gap, we propose SPARTAN (Smart-home
Persona-driven Attack Recognition and Trace Analysis Net-
work), a novel persona-driven dataset for smart-home security
that combines realistic household behavior with comprehen-
sive attack scenarios. We simulate activity schedules from
diverse household personas and orchestrate them using the Test
and Training Data Automation System (TTDAS). TTDAS is an
internal Rohde & Schwarz platform for executing automation
scripts over original smartphone apps on Android and iOS
devices. This provides the ground truth for benign network be-
havior. Attack patterns, modeled on all APT stages (reconnais-
sance, initial access, persistence, lateral movement, command-
and-control, collection/exfiltration), are then injected into the
network traffic at configurable times and intensities, ensuring
both realism and flexibility.

Our dataset is designed to be (1) realistic, incorporating
diverse user activity and devices; (2) structured, labels for both
benign and malicious traffic; and (3) parametrizable, enabling
the introduction of variability in household device mix, usage
patterns, and attack scenarios. By combining diverse personas
with complete attack lifecycles, we generate synchronized
labels for physical activities (e.g., household tasks and daily
routines) and corresponding network traffic, enabling fine-
grained evaluation of APT detection techniques.

II. RELATED WORK

There is a large variety of IoT-security datasets: Alex et
al. review 44 IoT security datasets [7] in their survey, De
Keersmaeker et al. list 74 datasets [8], and Kaur et al. review
14 datasets [9]. The three surveys show that across datasets,
coverage is dominated by botnets/malware, volumetric at-
tacks (DoS/DDoS), reconnaissance/scanning, brute force, and
MITM [8, 9]. At the same time, recurring gaps include rapid
device obsolescence, limited realism, poor coverage of IoT-
specific protocols, evolving attack trends, and uneven docu-
mentation and labeling/ground truth [7, 8, 9]. These problems
mirror general NIDS dataset limitations regarding labeling
quality, bias, and suitability for specific use cases [9, 10].
Representative datasets include Neto et al. CICIoT2023 [11]
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Fig. 1. Overview of the technical workflow used for smart-home traffic generation, attack execution, and dataset collection.

Koroniotis et al. Bot-IoT [12] by , Alsaedi et al. TON IoT [13]
, Ferrag et al. Edge-IIoTset [14], Garcia et al. IoT-23 [15],
Meidan et al. N-BaIoT [16], and Mirsky et al. Kitsune [17].
These gaps motivate our persona-driven, parametrizable smart-
home dataset with activity-aligned labels and APT annotations.

III. OUR APPROACH

A. Smart-Home Testbed and Device Diversity

Figure 1 shows our smart-home testbed. All smart devices
are are controlled through a dedicated smartphone running the
respective control applications. The access point is connected
to the internet through a gateway, providing access to their
manufacturers cloud services. Device control and automation
are realized using TTDAS, which enables centralized and
repeatable execution of predefined interaction sequences. Ma-
licious traffic is injected by an attacker node located outside
the test LAN, while all network traffic is tapped between the
gateway and the access point using a ProfiShark 1G device.

Our smart-home environment comprises devices with di-
verse functional roles and communication characteristics, in-
cluding sensing devices (e.g., temperature monitors, glass-
break sensors, and water-level detectors), high-bandwidth
multimedia devices (e.g., security cameras, smart speakers,
and smart doorbells), and actuating control devices (e.g.,
heating thermostats and smart air-conditioning units). This
diversity yields a wide range of network behaviors from low-
rate telemetry and event-triggered messages to continuous
data-streaming traffic, generated by both single-purpose and
multi-functional smart devices.

B. Persona-Driven Benign Usage Patterns

A major difficulty in smart-home security is that home
activities have an impact on network traffic. We address this
challenge by modeling household behavior through personas.
Each persona corresponds to a distinct type of occupant and is
characterized by a daily routine and a set of associated smart-
device actions. Those are expressed as activity schedules that
map time-of-day to device interactions. To generate realistic
long-term behavior, we employ large language models (LLMs)
to synthesize multi-week schedules that incorporate variations
(e.g., weekend-vs-weekday shifts, occasional deviations) [18].
These schedules are executed automatically using TTDAS.
This approach enables repeatable simulation of diverse benign
usage patterns across all devices.

C. APT Attack Scenarios

We generate APT-style attacks that can be injected into
ongoing benign activity and span the full attack lifecycle,
following the attack stages defined by the MITRE ATT&CK
framework [19]. In addition to classical external attacker
behavior, our setup also supports attacks originating from com-
promised IoT devices (e.g., Mirai-derivative botnet behavior
observed in the wild). Our framework integrates attacks via:

• Phase-level modeling: APT progressions from all APT
stages to enable flow-level attack labels.

• Temporal variability: attacks can be injected at different
times/in proximity to benign activities to increase realism.

• Intensity variability: parameterized aggressiveness (e.g.,
scan rate, retry frequency, exfil volume) to model stealthy
threshold-evasion behavior.

D. Labeling the Dataset

We record network traces as PCAP and store annotations
in a time-aligned activity log, and we export a lightweight,
analysis-ready table of per-packet ML statistical derived fea-
tures with the corresponding labels. For multi-modal learning
we also capture device logs from the gateway and access
point. Following best practice [20], we also document dataset
collection, composition, and use.

Benign annotations. Persona schedules serve as ground
truth for benign behavior, enabling labeling of network inter-
vals and events with the underlying user and device activity.
We introduce controlled randomness (e.g., timing jitter and
optional actions) to increase realism while preserving repro-
ducibility via logged seeds.

Attack annotations. Attack execution produces time-
aligned labels indicating attack presence and the corresponding
attack phase. This supports evaluations such as phase-aware
classification and early-warning performance.

IV. CONCLUSION

We present SPARTAN, a generator for persona-driven
smart-home network traces and cyber-physical attacks. SPAR-
TAN supports (a) training and evaluation of anomaly detection
and sequence models for smart-home APT detection, (b)
robustness testing under benign variability and vendor-driven
background traffic, and (c) comparative feature sets (flows vs.
packets) and model classes. It could also be applied to privacy
attacks, e.g., tracking or activity recognition.
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“Datasheets for datasets,” Commun. ACM, vol. 64,
no. 12, p. 86–92, 2021. [Online]. Available: https:
//doi.org/10.1145/3458723

https://www.statista.com/outlook/cmo/smart-home/worldwide?currency=USD
https://www.statista.com/outlook/cmo/smart-home/worldwide?currency=USD
https://krebsonsecurity.com/2025/10/aisuru-botnet-shifts-from-ddos-to-residential-proxies/
https://krebsonsecurity.com/2025/10/aisuru-botnet-shifts-from-ddos-to-residential-proxies/
https://thehackernews.com/2025/12/kimwolf-botnet-hijacks-18-million.html
https://thehackernews.com/2025/12/kimwolf-botnet-hijacks-18-million.html
https://doi.org/10.1109/IoTDI49375.2020.00027
https://doi.org/10.1109/IoTDI49375.2020.00027
https://doi.org/10.1145/3395351.3399421
https://doi.org/10.1145/3395351.3399421
https://doi.org/10.1109/JIOT.2019.2926365
https://doi.org/10.1016/j.cose.2023.103283
https://doi.org/10.1016/j.cose.2023.103283
https://doi.org/10.1109/COMST.2023.3288942
https://doi.org/10.1109/COMST.2023.3288942
https://doi.org/10.1016/j.iot.2023.100780
https://doi.org/10.1016/j.cose.2025.104510
https://doi.org/10.3390/s23135941
https://doi.org/10.1016/j.future.2019.05.041
https://doi.org/10.1109/ACCESS.2020.3022862
https://doi.org/10.1109/ACCESS.2020.3022862
https://doi.org/10.1109/ACCESS.2022.3165809
https://doi.org/10.5281/zenodo.4743746
https://doi.org/10.5281/zenodo.4743746
https://doi.org/10.1109/MPRV.2018.03367731
https://doi.org/10.14722/ndss.2018.23204
https://doi.org/10.1515/icom-2024-0072
https://doi.org/10.1515/icom-2024-0072
https://www.mitre.org/sites/default/files/2021-11/prs-19-01075-28-mitre-attack-design-and-philosophy.pdf
https://www.mitre.org/sites/default/files/2021-11/prs-19-01075-28-mitre-attack-design-and-philosophy.pdf
https://www.mitre.org/sites/default/files/2021-11/prs-19-01075-28-mitre-attack-design-and-philosophy.pdf
https://doi.org/10.1145/3458723
https://doi.org/10.1145/3458723

	SPARTAN: a persona-driven smart-home IoT security dataset for APT detection
	Victor Jüttner, Erik Buchmann, Miguel Vargas, Xenia Wagner, Julius Jolig, Christoph Jahn
	Nutzungsbedingungen / Terms of use:
	CC BY 4.0  

	7TH KUVS FACHGESPRÄCH ON MACHINE LEARNING IN NETWORKING PROCEEDINGS
	(MaLeNe)
	MARCH 19-20 2026


	Introduction
	Related Work
	Our Approach
	Smart-Home Testbed and Device Diversity
	Persona-Driven Benign Usage Patterns
	APT Attack Scenarios
	Labeling the Dataset

	Conclusion
	Introduction
	Background & Related Work
	Benefits of AL-based NIDS
	System Description
	Real-Time Feature Set.
	Evaluation

	Conclusion
	References
	Introduction
	Background: C3 in a Nutshell
	Limitations of the C3's Neural Architecture
	Limited Scalability
	Topology Dependence

	C3-Scalable (C3S)
	C3S New Neural Network Architecture
	Per-Flow and Per-Switch Interface Encoder Towers
	Per-Flow and Per-Switch-Interface Poolers
	Per-Flow Head

	The Importance of Topology-Aware Aggregation

	Conclusion & Outlook
	I Introduction
	II Related Work
	II-1 Utility-Based Reassignment (Reactive Centralization)
	II-2 Centralized Machine Learning for Prediction and Control
	II-3 Federated Learning in IoT
	II-4 Gap and Our Contribution


	III System Model and FL-MCUBE Protocol
	IV Results
	IV-1 Analysis and Insights

	V Conclusion
	References
	Introduction
	Key Challenges in LLM-Based Access Control
	Vague and Incomplete User Requests
	Heterogeneous Landscape of Access Control Mechanisms
	User Intent Conflicts

	Lessons from Early Exploration
	Potential of LLMs for Understanding User Intent
	Challenges of Full Automation in Real-World Settings

	Reliability of LLM Decisions
	Conclusion
	References

