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Abstract—While state-of-the-art synthetic network traffic gen-
eration relies on resource-intensive, byte-level autoregressive
models, their computational overhead poses a barrier to scala-
bility. This paper explores first steps towards a more efficient
model by utilizing Bayesian networks (BN) for packet-level
header synthesis, leveraging structural dependencies and domain
heuristics rather than raw byte sequences. Besides protocol com-
pliance checks and training data suitability (TSTR), we evaluate
generation approaches through a novel expert discrimination
test. Preliminary results show that, while BN-generated flows
currently exhibit lower fidelity than byte-level models, they
achieve high TCP protocol compliance and experts’ error is 53%
when discriminating real traffic from generated one.

Index Terms—flow generation, packet header, bayesian net-
work, data synthesis, discrimination test

I. INTRODUCTION

While ML-based network traffic analysis and security is
gaining interest in an increasingly digitized world, it is
hampered by the lack of annotated real-world network traf-
fic. Research datasets are either constructed in laboratory
environments to examine specific aspects such as intrusion
detection [12], [13] or encrypted traffic classification [3], [6],
are limited to campus networks [14], [17], or are kept private
altogether [5], [7], [8]. Training directly on real-world target
networks — though known to be vital for ML models [15] —
is often infeasible due to privacy concerns. Therefore, recent
research has turned towards generating network traffic that
replicates the statistical properties of a target network’s traffic.

This work addresses traffic generation at the packet level,
which — in contrast to aggregated flow-level statistics — offers
significantly higher fidelity and greater flexibility, and enables
the generation of standard Packet Capturing (PCAP) files,
which can be analyzed using tools like Wireshark [16]. Recent
work frames such packet-level traffic generation as a language
modeling task, generating header bytes as words/tokens with
large-scale models such as transformers [8], [9], [18] and State
Space Models (SSM) [2], as in Chu et al. recent NetSSM
model, which achieves state-of-the-art results [1].

In this work, we address two open issues:

(1) Model Efficiency: Models like NetSSM feature >100
mio. parameters, and generate raw packet headers byte by
byte (up to 94 tokens per packet), which is resource-intensive.
Therefore, we argue that certain fields of a packet header can
be heuristically derived (e.g., increasing Sequence Numbers)
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or do not change across a single flow (e.g., ethernet addresses
/ 1Ps / ports). Other generator architectures that only utilize
derived fields from the packet headers, for example, Net-
Share [19] (GAN) or NetDiff [20] (Diffusion), but struggle
to model stateful protocol characteristics [1], [18]. Inspired
by Schoen et al. [11], who showed that Bayesian networks
(BNs) outperform GAN-based models for generating network
flows on an aggregated level, we ask the question how a much
simpler and efficient BN-based approach fares on packet-level
flow generation compared to much larger language models.
(2) Model Evaluation: While prior work has evaluated the
authenticity of generated traffic only indirectly (by bench-
marking classifiers trained on it, a strategy known as “Train
on Synthetic, Test on Real” (TSTR) [4]) or sparsely (by
checking some heuristic constraints such as TCP handshakes),
generated traffic’s plausibility to human experts has not been
evaluated directly to our knowledge. To this end, we present
an expert discrimination test, in which experts are asked
to label flows as either real or generated. Particularly, we
investigate how well expert-perceived authenticity aligns with
the above prior evaluation strategies (i.e., domain checks and
as TSTR). We share our code and expert annotations at
https:// github.com/lavis-nlp/2026-malene-packet- generation.

II. FLOW GENERATION USING BAYESIAN NETWORKS

We generate packet data using a BN, where a packet’s
header fields depend only on the preceding packet. Each net-
work node represents a packet header feature (namely, payload
length, inter-packet time, direction (client/server), and TCP
flags), while edges encode conditional dependencies between
them. Other nodes include header fields of the previous packet,
the packet index within the flow, a protocol label (such as
WEB_HTTP), and a binary indicator denoting the flow’s last
packet. All continuous features are discretized using quantile
binning (n = 10). The network structure is learned using Hill-
Climbing search with the K2 score, and maximum likelihood
estimation. To preserve causality, we restrict the structure such
that input features, namely the preceding packet and protocol
labels, cannot depend on features to be generated, namely
the next packet and the end-of-flow indicator. The generation
process can be either initialized by a separate BN trained only
on first packets or by extracting the required features from a
seed packet.



III. EXPERIMENTS

We compare the flows generated by our BN generation
model to the byte-level generation model NetSSM in three
tasks: a novel expert discrimination test, domain-specific
checks, and ML-based classifier training (TSTR).

Setup: Our experiments were performed using the CIC-
IDS-2017 [12] and Non-VPN traffic of the ISCX-VPN-
2016 [3] dataset. For each dataset, bi-directional flows were
identified using the standard 5-tuple [10] with a 120-sec time-
out. Since NetSSM targets TCP traffic, all non-TCP flows were
discarded. For each dataset, we held out 20% of the flows for
testing. As both our BN and NetSSM utilize a class label of the
flow, we annotated a majority of the flows using a combination
of deep packet inspection, expert domain knowledge, and
heuristic rules, assigning their specific protocol or application
(e.g., FTP). Since there is currently no official implementation
of NetSSM shared by the authors, we re-implemented the base
model according to the original specifications. However, we
added a special end-of-sequence (EOS) token to each flow
during training to explicitly determine flow completion during
inference. Training of the models on 671k flows took ~ 31
min (BN) and ~ 153 h (NetSSM), respectively.

Expert Discrimination Test: In this experiment the realism
of the generated flows is evaluated by experts through a
manual discriminative test. Three network experts (with 2, 8,
and 25 years of professional experience in the field) are indi-
vidually given 200 flows for each model (100 real/synthetic) as
PCAPs and asked to annotate each flow as either real, likely
real, likely generated, or generated. The annotators did not
have knowledge whether a flow is real or generated.

For evaluation consistency, real and synthetic flows were
reconstructed into PCAPs using a shared feature subset. Static
fields like IPs and ports were inherited from seed packets,
while inter-packet times were fixed to a constant value to
accommodate NetSSM’s lack of temporal data.

TABLE I
MEAN AND STANDARD DEVIATION OF THE DISCRIMINATION TEST. ON
AVERAGE, GENERATED FLOWS WHERE CLASSIFIED AS (likely) real IN 53%
(BN) AND 70% (NETSSM) OF CASES.

Ground truth Real Likely Real Likely Generated Generated
NetSSM

Real 13.00+12.53  51.00+£17.09  17.67+£15.7 18.33+£20.79
Generated 17.67£17.04  52.33+18.04 15.33+11.85 14.67+£11.02
Bayesian Network

Real 20.33£17.79  51.00£25.87  15.00+7.00 13.67+£13.61
Generated 4.67+4.16 48.67+21.55  26.00+12.29 20.67+7.37

The results in Table I indicate that for both models, the
experts would generally tend to classify a flow as (likely)
real, confirming that the generated flows look realistic (at high
standard deviation between experts). For NetSSM, the experts
rated truly generated flows as (likely) real more often (70%),
while the generated flows of the BN-based generator were
classified as (likely) real around 53%. For the BN, experts
occasionally observed implausible TCP behavior, such as data
being transmitted after FIN flags, while NetSSM showed more

isolated errors, e.g., a TCP packet without flags. Overall, the
NetSSM-generated flows were commented as ‘more realistic’.

Domain Checks Following previous works [1], we evaluate
whether the generated flows comply with TCP session rules.
For this, we generated samples for up to 3000 flows per
dataset. The generation took ~ 13 mins for BN (single core)
and ~ 28 h (129x more) for NetSSM (batch size of 1). We
report the accuracy for different heuristics in Table II.

TABLE I
EVALUATION SCORES FOR DOMAIN CHECKS OF THE REAL/GENERATED
FLOWS (UPPER) AND WHEN USED AS TRAINING DATA FOR FLOW
CLASSIFICATION (LOWER). ¢ = NUMBER OF CLASSES

Bayesian Network NetSSM Real
Domain Checks
TCP handshake observed 0.94 0.96 0.96
No data before handshake 1.00 1.00 1.00
No duplicate handshake 0.89 0.93 0.93
TCP termination observed 0.96 0.99 0.99
No data after termination 0.57 0.82 0.83
F1 Macro
CIC-IDS-2017 (¢ = 14) 0.29+0.03 0.72+0.05 0.80+0.02
ISCX-VPN-2016 (¢ = T7) 0.25+0.04 0.76+0.08 0.78£0.07

The results show that the generated flows from both models
mostly comply with the patterns of typical TCP flows. Similar
to the previous test, the generated flows of the BN sometimes
continue even after a TCP termination is observed. The scores
of NetSSM are close to the real data.

Traffic Classification Utility: A primary use case of the
synthetic data is for training of ML models on downstream
task. To evaluate whether the generated flows suffice as train-
ing data, we compare the performance of Random Forest flow
classifiers after supervised trained on the generated/real data.
For each flow, we extracted a feature vector of 22 common
statistical values [10] (e.g., number of packets send) and use
their seed packet’s protocol/appl. labels (see Setup) as targets.

The results (Table II) show a decline in classifier perfor-
mance for training on the generated flows, especially for BN-
generated flows, but only slightly for NetSSM’s flows.

IV. CONCLUSION

In this paper we presented a Bayesian network approach for
network packet header synthesis, and an expert discrimination
test to evaluate the authenticity of the generated flows by
experts. While the BN-generated flows are more reliably
identified than those from the byte-level generator, they are
also found as real in 53% of the times, indicating that structural
dependencies capture significant protocol semantics. Further,
domain checks show a high compliance with TCP session
behavior—something similar models struggle with. Despite a
current decline in downstream classifier performance, the BN
requires just 0.3% and 0.8% of the training and inference time
of NetSSM, respectively. These results highlight a promising
research direction; our future work will focus on narrowing the
fidelity gap and evaluating the utility of BN-generated traffic
for training ML-based network security tools.
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