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Over the last two decades the use of software in technical applications has dra-
matically increased. Almost all real-world systems are now embedded systems
consisting of hardware and software components. Just think of modern auto-
mobiles; every new car comes equipped with computers that have many tasks
in almost all parts of the car: fuel injection rates of the engine, airbags, anti-
blocking systems (ABS) for brakes or the anti-theft device are some examples.

With the use of software the complexity of such systems and therefore the
risks associated with failures have increased too. Failure of the ABS can result
in bad injuries or even fatalities. But cars are only the tip of the iceberg. There
are far more critical embedded systems in our environment like air planes, high
speed railways or nuclear power plants. Such systems must not fail.

To assure safety thorough analysis is required. This can be done by the in-
tegration of techniques of modern software specification with engineering tech-
niques - the topic of this volume and the DFG focus area program 1064. In this
part we will cover one such technique in particular: verification.

Verification allows to rigorously prove that a certain property holds for a
formal system model. Application of verification on critical embedded systems
is the strongest analysis techniques available to ensure safety. However the task
of formally analyzing a complex embedded system requires some effort and spe-
cialized techniques. This task can be split in three parts:

1. Building a formal model of the system
2. Identifying the important safety properties
3. Verification of the properties for the given system

The first step towards applying any verification technique is to build a for-
mal model of the system. There exists a wide variety of possible modeling lan-
guages. Generic languages are based on algebraic (e.g. CASL [1], CSP [2]), model-
oriented (e.g. VDM [3], Z [4], B [5]) or state-based (e.g. Statecharts [6], SDL [7],
TLA [8], ASM [9], hybrid automata [10]) approaches, and there is an abundance
of problem-specific languages too. Which one is the best, depends on the charac-
teristics of the problem at hand. Are the data structures more important or are
dynamic sequences of actions and reactions the central part of the system? Is a
continuous time model necessary or can all aspects be modeled in discrete time?
Such questions help in choosing the most appropriate modeling language. Typ-
ically, a specification language provides adequate support and intuitive models
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only for a few of these aspects. But often industrial systems have many facets,
so several models are required. Therefore one of the important research tasks in
supporting formal system specification and verification is to provide approaches
that correlate or integrate different views of systems. One, but not the only at-
tempt at integration is to define a formal semantics for the different models of
UML [11]. The invited paper [12] by D. Bjorner, A. Haxthausen, C.W. George,
C.K. Madsen, S. Holmslykke and M. Pénicka discusses this and gives other ap-
proaches for the domain of railway systems: The RAISE specification language
(RSL) and its integration with UML class diagrams, Petri Nets, Live Sequence
Charts and State charts is considered.

Integrating specification formalisms is also the topic of the contribution [13]
of M. Kardos and F.-J. Rammag of the ISILEIT group. Their approach is tar-
geted towards software for distributed production control systems. SDL is used
to model component structure and signal flow, while UML state machines de-
scribe the individual components. An integrated semantics of both specification
languages is defined in terms of AsmL models. These also serve as the basis for
model checking to verify system properties.

The second step is to determine and formalize the safety properties the sys-
tem is expected to fulfill. Determining safety properties is not an easy task and
safety analysis techniques like FTA [14], FMEA [15], Hazop [16] from engineering
can help to find them. Combining safety analysis techniques from engineering
with a systematic process of formal specification and verification is the aim of the
ForMoSA project (F. Ortmeier, G. Schellhorn, A.Thums and W. Reif). Their
approach [17] starts with failure-sensitive specification to detect hazards. Fault
tree analysis (FTA) is then used to analyze the hazards. In combination with a
formal model, FTA can be given a formal semantics that can be used to verify
the completeness of FTA as well as to validate the formal model. FTA is used
for qualitative as well as quantitative analysis of the model, and combined with
safety optimization. The approach is evaluated using the industrial case study
“height control in the Elbtunnel”.

Describing safety relevant properties of specifications with the graphical for-
malism of live sequent charts is discussed in the paper of the USE group (M.
Brill, W. Damm, J. Klose and B. Westphal). The contribution [18] shows how
to integrate these into the development process of the widely used V-model, and
how to provide effective verification support. The results are exemplified using
the reference case study “Funkfahrbetrieb”.

After accomplishing the first two steps, the third step is clear. Prove the
properties of step two for the model obtained at step one. Two possibilities exist
to prove a property: interactive verification with tools like Isabelle [19], PVS [20],
ACL2 [21], KIV [22] and model checking, using tools such as SMV [23], Spin
[24], Uppaal [25] or the verification environment of statemate [26]. Interactive
verification is more powerful, but depends heavily on interaction with a human
expert. The big advantage of model checking is that proofs are fully automatic.
However the technique is limited to finite-state systems.
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Development of efficient verification systems is a complex problem in itself.
One solution is to use existing tools, and to use a translation of the domain-
specific specification language to the language of the verification tool. This ap-
proach was used in the SFC-Check project by N. Bauer, R. Huuck, S. Lohmann,
B. Lukoschus, O. Stursberg and S. Engell. Their contributrion [27] is concerned
with the development of model checking support for programmable logic con-
trollers (PLCs), which are in widespread industrial use. They present a sys-
tematic approach to develop PLC programs from specifications using sequential
function charts (SFCs). At the core of their approach are translations of SFC
models to automata as used in the model checking tools Cadence SMV and
Uppaal that allow to prove safety properties of PLC programs formally.

Sometimes using existing tools is too inefficient. Therefore the group J. Ruf,
R. J. Weiss, T. Kropf and W. Rosenstiel developed an efficient real-time model
checker, called RAVEN, themselves. RAVEN’s architecture, specification lan-
guage and logic CCTL are described in the final contribution [28]. They use
simulation techniques to reveal critical states which are then used in model
checking. This enables them to analyse larger designs at the cost of reduced
coverage. The reference case study of a holonic production system is used to
demonstrate the approach.

Summarizing part “verification” of this volume we think that the papers
of this part are an important contribution towards a better understanding of
the task involved in formal specification and verification of embedded systems.
Within the focus area program formalizations for several application domains
have been developed. New techniques to state safety properties intuitively and
to do safety analysis on a formal basis have been provided, as well as proof
support has been implemented. This results in intuitive modeling techniques,
better understandable formal analysis methods and easier proofs.
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