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1 Introduction

Smartcards as tamper-proof, secure devices have a high potential in e-commerce
applications. The technology is available to have different, highly critical appli-
cations on one open multi-applicative card. However, they are not yet used in
real life because of the high risks involved, and the legitimate security concerns:
it is very difficult to design secure systems [2]. We show how formal methods
can help to improve the situation.

We propose a methodology using specific techniques to develop secure smart-
card applications: the application and the communication protocols are modelled
with UML and algebraic specifications. The security against an attacker is proved
after transformation of the UML parts into algebraic specifications using the KIV
verification system® [14][3]. The correctness of the smartcard program — writ-
ten in JavaCard — is formally verified with KIV against the same specification,
thereby closing the gap between abstract protocol verification and JavaCard
programming.

The paper is organized as follows: Sect. 2 introduces a small, but surpris-
ingly interesting example. Section 3 presents the method in a nutshell. Section
4 describes the modelling technique, Sect. 5 the translation into algebraic spec-
ifications, and Sect. 6 deals with the smartcard programs. Section 7 presents
related work, and Sect. 8 wraps up.

2 A Small Example

As a simple example for a smartcard application we describe an open copy card
application for a library or university. We need three components:

— a smartcard that holds ‘value points’;

— a ‘filling station’, i.e. a machine that accepts money and loads value points
onto the card;

— a ‘pay station’, i.e. a card reader connected to a copier that subtracts value
points before printing a copy.

! http://www.informatik.uni-augsburg.de/swt/fmg/
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Fig. 1. Example scenario

Of course it is possible to use this application in other scenarios where ‘value
points’ are an adequate business model, and of course we usually have several
filling stations, several pay stations and many smartcards.

What is the advantage over existing copy cards? A user of the service can use
any open, multi-applicative Java smartcard (that may contain already several
different applications), and just download an additional cardlet (a program) for
this service. Thus it is not necessary to carry a dozen different cards around, but
ideally only one. On the other hand, the application provider saves money for
throw-away magnetic stripe cards and reduces problematic waste.

Usage of the card is simple and illustrated in Fig. 1: the card holder inserts
the card into the filling station, sees the number of value points left on the card,
selects the number of points to load, and inserts the necessary money into the
machine. Then the new points are loaded (added) onto the cardlet. To copy
with the card, it is simply inserted into the card reader of the copier. The reader
displays the remaining number of points, and the copier asks the cardlet to pay
(subtract) one or more points before printing a copy.

What can go wrong in this scenario?

1. The filling station should not ‘swallow’ money, i.e. the value points loaded
onto the card should equal the money inserted into the machine. On the
other hand, the station should not load too many points (=1 in Fig. 1).

2. Adding and subtracting points should work correctly even for limited re-
sources (smartcard programming languages often have no integers but only
bytes and shorts).



321

3. The number of points paid by a cardlet should always be less or equal to the
number of loaded points (>2).

4. The printed copies should equal the value of the paid points (=3).

5. From the point of view of the application provider: the overall number of
copies printed should not be worth more than the sum of money inserted
into all filling stations (=1 + >2 + =3).

We concentrate on those issues related to the smartcard. This means that item
5 can be reformulated as

The sum of all points issued at all filling stations should be larger or
equal to the sum of all collected points at all pay stations.

This is the main security property for this application. We ensure this property
and items 2 and 3 by applying formal methods. Item 2 is a matter of correct
programming, but item 3 and the security property require some cryptography.
The protocols for the communication between the filling and pay station (we will
use the generic term terminal in the sequel) and the cardlet must be designed
in a manner that ensures these goals.

Why is this not trivial? Because the card holder is often considered as hostile
in smartcard scenarios. A person trying to cheat (an attacker) could try to

1. load ‘forged’ points onto a proper cardlet with a home PC and a card reader;

2. pay with ‘forged’ points using another, differently programmed smartcard;

3. trick the terminal or the cardlet into revealing secret keys etc. using forged
cards, or technical equipment such as a second chip or additional circuitry
implanted in the card.

It depends mainly on the abilities of the cardlet and the terminal what attacks
can be averted. In this example we assume that the cardlet can encrypt and de-
crypt with a symmetric key, but cannot do asymmetric cryptography or generate
random numbers (challenges, nonces).

A terminal and a cardlet work in master/slave mode. The terminal sends a
command to the cardlet, the cardlet receives and processes the data, and returns
an answer. The cardlet never initiates a communication or sends data on its own.
So let us consider the following communication protocols for the example:

the load protocol: The filling station sends a nonce (a random number) to the
cardlet. The cardlet encrypts the nonce with a secret key and returns the
result. The terminal decrypts the answer (it must know the same secret key)
and checks if it is indeed the nonce. This authenticates the cardlet, i.e. the
terminal believes the cardlet to be genuine. (Only a genuine cardlet should
know the secret key, and a replay attack is not possible because the nonce
has never been used before.) In this example all cardlets and terminals use
the same secret key, so key distribution is not a problem.
Then the terminal sends the number of points to load as a simple integer
together with a secret (an arbitrary, but fixed value known to the terminal
and the cardlet). The cardlet checks the secret and increases the number of
points. All cardlets and terminals share the same secret.
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The secret is used to authenticate the terminal. However, this is a very
weak form of authentication due to the limited abilities of the cardlet. If an
attacker can eavesdrop on the communication the secret is revealed. So this
protocol is not secure against an attack with technical equipment.
But at least it should be secure against forged cardlets. We justify the above
claim informally. If the first step (sending a nonce) is omitted an attacker can
insert a card with a cardlet that simply stores the data it receives, thereby
revealing the secret. It is necessary to return the encrypted nonce (otherwise
the forged cardlet can return the nonce and receive the secret in the next
step), and encrypting the secret does not help (the forged cardlet stores the
encrypted secret which can later be sent to the genuine cardlet).

the pay protocol: The terminal sends the number of points to pay together
with a nonce. The cardlet checks that enough points are available, adjusts
the amount, and returns the encrypted nonce. The terminal checks the nonce
and accepts the payment. Without this check an attacker could use a forged
cardlet that simply answers ok. The authenticity of the terminal is not ver-
ified. The card owner is responsible for ensuring that he uses his card only
in genuine terminals.

It turns out that the two protocols are quite different although they just add
and subtract a value, and they are (perhaps) more complicated than expected.
It must be emphasized that they are designed with an attacker in mind that has
some specific capabilities (using forged cardlets), but not others (eavesdropping
on or manipulating the communication). Such attackers require other protocols,
but for our example they are sufficient.

3 The Method in a Nutshell

Our focus is on the smartcard in the complete scenario, i.e. the programs on the
card and the communication with the terminals. We propose to take the following
steps using particular techniques for developing secure smartcard applications:

1. Modelling and formalization
(a) Model the relevant parts of the scenario with UML class diagrams aug-
mented by algebraic specifications. This includes the cardlet, the termi-
nals, and their data.
b) Formulate the security properties as class invariants and/or constraints.
¢) Define the capabilities of an attacker as an algebraic specification.
d) Design the communication protocols with UML activity diagrams.
r
)

2. Proving security
(e) The UML model is transformed into an algebraic specification (together
with the attacker capabilities); the security properties become proof obli-
gations.
(f) Prove the security properties.
3. Refinement and verification
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(g) Refine the abstract data types used in the formal model of the scenario
to real JavaCard data types (byte arrays etc.).

(h) Implement the card program.

(i) Proof obligations are generated from the protocol axioms and the refine-
ment for the correct behaviour of the program.

(j) Prove the correctness of the refinement and the implementation.

4. Allowing multiple applications

A mandatory security policy for the smartcard allows to employ open multi-

applicative cards. The application provider must be sure that nobody — not

even the card holder — can manipulate or read the card program because

it typically contains secret keys. This problem is solved in [15], and not

considered here.

It can be seen that smartcard applications (even though small in terms of soft-
ware size) combine several different types of problems, and require therefore a
combination of different formal methods: smartcards and terminals are inher-
ently object oriented, and the complete software system is highly distributed.
There is an enormous gap between an abstract model of data types and their
implementation on the card (documents vs. byte arrays) due to the limited re-
sources of the card. Reasoning about an attacker and security requires a logical,
qualitative definition of cryptographic functions. A successful formal treatment
of these problems requires the combination of those techniques that are most
effective for every problem into a homogeneous solution that leaves no gaps be-
tween different views on the system. In this sense the steps (c), (d), (g), (i), and
4. are very specific for smartcard applications. The next three sections describe
the first three steps of our approach in more detail.

4 Specification of the Example

The objects of a smartcard scenario are modeled in a UML class diagram [17]
with algebraic annotations, the protocols are written down as UML activity
diagrams?.

4.1 Modelling Objects and Data

In the example we concentrate on the smartcard part of the application. There-
fore we only deal with the terminals, the cardlet and the communication between
them. The class diagram for the example can be seen in Fig. 2. It is divided into
three parts. First, we have the classes describing the data (region with light gray
background in Fig. 2). Secondly, the classes describing the software components
(white background) and thirdly, an infrastructure of classes needed to formalize
the attacker and the security properties (dark gray background). To simplify
the specification and because it does not affect the main characteristics of the

2 Diagrams for all protocols and the complete specification are available on our website.
(See section publications on http://www.informatik.uni-augsburg.de/swt/fmg/)



324

Fig. 2. The class diagram for the example application

scenario we use only one terminal (filling and pay station in one terminal instead
of two).

The class cardlet describes the card program. It has three attributes, value,
to store the number of value points currently loaded, secret, to store the secret
used to authenticate the terminal and secretkey, to store the key for the sym-
metric encryption. The class terminal describes what attributes are necessary
to store the internal state of the terminal. The document class describes what
data can be exchanged between the terminal and the cardlet. The document
class represents an abstract model of the possible documents. The other classes
in the light gray region of the class diagram represent the basic entities of which
documents can be made up. The class actor determines what participants are
considered in the scenario. The class environment contains all active elements
of the scenario, in this case the terminal, the cardlet and the attacker. The class
attacker describes the knowledge of the attacker. Reasoning about the protocols
is done by analyzing traces — in our case finite lists — of events (see e.g. [12]). Each
event corresponds to one data exchange. The class event describes these data
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exchanges. An event consists of the environment in which the communication
took place, the sender of the data, the sent document and the receiver.

As can be seen in Fig. 2, we do not use pure UML class diagrams. Instead
we enrich the class diagrams so that we are able to express certain constructs of
structured algebraic specifications, e.g. a free datatype declaration as in CASL
[6]. If the data type has only one constructor (a record type) it is written down
as a normal class with its fields turned into attributes of the class. For example
the class cardlet is a record with the fields value, secret and secretkey. If
several different constructors are needed, we put the algebraic specification of
the data type in a note and link the note to the class. This was done for the
class document.

Other important structuring operations are the import of specifications from
a library and the usage of generic data types. To import a specification from a
library we add a class to the class diagram that is named like the library speci-
fication and given the stereotype <library>. To actualize a generic specification
we put a class in the class diagram with the stereotype <actualized>. Additional
information (mapping of symbols and the actual specification) is put into the
class description.

These additions to the class diagram allow to view the class diagram as a
graphical representation of a structured algebraic specification.

4.2 Security Properties and the Attacker

The security properties are typically added as constraints to the classes in the
class diagram. Sometimes a security property can be expressed in an easier way
if certain additional attributes (that are not necessary for an implementation),
are added to a class. Because of the simple structure of the example it is possible
to formulate the security property as a constraint of the class terminal. The
property is:

local-sec: collected < issued

collected counts the number of points that were paid by cards, issued counts
how much points have been loaded onto cards. The attributes collected and
issued have been introduced to express the security property in a very simple
and intuitive manner.

The axioms describing the attacker consist of two parts and these parts are
located in different specifications. The first part deals with the knowledge of
the attacker. It describes how the attacker can decompose documents into their
parts and build up new documents from the ones he already possesses. The de-
composition of documents is done by splitting composed documents into their
parts, decrypting encrypted documents if the attacker has the key, and so on.
During this analysis of a document the attacker adds all parts of the original
document to his knowledge and can thereby acquire new keys or nonces that
were contained in the analyzed document. This is similar to [12]. The corre-
sponding axioms are located in attacker. The second part describes which data
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transfers the attacker can observe or modify. This is formalized as a condition
for admissible traces. One axiom is

admissible(tr + ev + ev0)
— admissible(tr + ev) A stepadm(tr + ev, ev0)
A (ev.to = thehack — ev0.known = add_known(ev.doc, ev.known))
A (ev.to # thehack — ev0.known = ev.known)

Tt states that a trace (tr + ev + ev0) with at least two elements (traces with
less than two events are always admissible) is admissible iff the trace without
the last event (tr + ev) is admissible, if ev0 is an admissible next step for the
trace tr + ev and if the knowledge of the attacker was properly treated: if the
receiver of the data transfer in event ev was the attacker, the sent document
(ev.doc) is added to the known documents of the attacker, otherwise the knowl-
edge remains unchanged. This models an attacker that cannot eavesdrop on the
communication between a terminal and a cardlet.

In our opinion there is a limited number of typical attackers. They can be
specified once and for all and stored in a library.

4.3 Specification of the Protocols

There are two protocols in our example, the load protocol and the pay protocol
(Fig. 3).

We use UML activity diagrams for the specification. Each actor of a protocol
(mostly one terminal and one cardlet) is represented by a swim lane. A swim
lane is a partition of activity diagrams to express responsibilities. We use this
to state who executes which operations and performs which tests. The flow of a
protocol is from the start node ((D) in Fig. 3) to the end node (8). Activity nodes
(@ describe state changes of the cardlet or the terminal (only activities labeled
Process or Receive have a special function), objects (3) represent transferred
data. The structure of the data is defined in a note (4) attached to the object.
Branches (5) (or decision nodes) are used to state that a condition must be
satisfied for a path to be executable. Signal sending nodes (6) model exceptions.
Signal receipt nodes (7) model the catcher for these exceptions. Following an
activity diagram from the start to the end node presents the intended flow of
the protocol, the faultless completion of the protocol. Error handling is treated
by the send and receipt nodes. The communication steps can be identified by
looking at the border of the swim lanes. Each object flow link crossing a border
represents a data exchange.

The pay protocol (Fig. 3) is quite short. The protocol starts with an activity
of the terminal in which the attribute last_inst is set to the value pay and a
new challenge is generated. The newly generated nonce is stored in the attribute
challenge. Then a command must be sent to the cardlet. The command (object
col) consists of the card instruction pay and a compound document consisting
of the number of points that are to be paid (loadpoints) and the nonce that
has just been created (challenge). The cardlet receives this command and calls
the process method.



327

Fig. 3. Activity Diagram of the Pay Protocol

If there are not enough points left to pay (value — arg.1 < 0) or if the
argument is not greater than 0 (arg.1 < 0) the cardlet will not proceed with the
protocol and send the status word SW_DATA_INVALID to the terminal. If the test
succeeds the value in the cardlet is decremented (value = value —arg.1) and a
response is sent to the terminal. The response consists of the complete argument
sent to the cardlet encrypted with secretkey, and SW_0K as status word. After
receiving the response, the terminal checks two conditions. Most important, the
terminal must verify that the decryption of the received document leads to the
data sent to the cardlet earlier. Only if the verification succeeds, the terminal
is convinced that the value in the cardlet was actually decremented and that
the cardlet is authentic (because only authentic cardlets know the secret key).
If this was successful the attribute collected in the terminal is incremented by
loadpoints and the last instruction field is set to none. The signal receipt node
leads directly to the stop node. Any status word other than SW_OK terminates
the protocol.

The load protocol is a little bit longer and omitted here. Compared to the
description in Sect. 2 the full protocol is much more detailed. Especially the error
handling is fully elaborated, e.g. the error messages are fixed, and the number
of value points is limited because of the resource restriction of real smartcards.
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5 From Diagrams to Algebraic Specifications

5.1 Class Diagram

The classes are automatically transformed into specifications. For example the
class cardlet is transformed into the following free data type specification
(CasL) in the KIV system:

cardlet = mkcardlet( . .secret : secret; . .secretkey : key; . .value : int) ;

The data type is named cardlet, its only constructor is mkcardlet() and it has
3 parameters. The names of the attributes of the class are used for the names
of the selector functions (a leading dot is added to the name). For example,
the attribute secret leads to a selector function .secret : cardlet — secret. The
axioms for a free data type are generated automatically consistent and unique
up to isomorphism.

The local security property from the terminal class is automatically trans-
formed into:

sec_glob:  init(tr) A admissible(tr)
— Vn. tr[n].env.term.collected < trn].env.term.issued

The formula states that the local constraint must be true in all states of the
terminal in all admissible traces. Herein tr[n].env.term.collected selects the col-
lected attribute from the terminal in the environment of the n-th step of the
trace. The local property is thereby lifted on a global prospect. Properties that
cannot be formulated as invariants of an object can be expressed directly on the
level of traces.

5.2 Activity Diagram

The result of the transformation of an activity diagram is a set of axioms de-
scribing two functions, send() and receive(). The function send() describes what
happens when a command is sent to the cardlet, receive() deals with the terminal
receiving a response. Commands and responses have two different effects. First,
the internal state of the terminal or the cardlet is changed and second, a new
command or response is generated. Therefore they return pairs, send() a pair of
cardlet and document and receive() a pair of terminal and document:

send : cardlet X document — cardlet xdocument
send : terminal X document — cardlet xdocument

The axioms are generated by following the flow of the protocol and collecting the
required information. The informations needed are the last command or response
that was sent, the guard conditions after branches, the changes to the internal
state and the structure of the next response or command. Let us look at some
steps of the pay protocol (Fig. 3). The first activity sets last_inst to pay and
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puts a newly generated nonce in challenge. These modifications to the terminal
are stored by the generation process. The next node is an object representing
a command that is to be sent to the cardlet. The attached note shows that the
instruction in the command is pay and that loadpoints and challenge are to be
sent as additional data. As we leave the terminal swim lane now, all information
for the first axiom is gathered and it can be created. The modification of the state
of the terminal is written down as a Java statement (e.g. last_inst=pay). Such
assignments are translated into calls of special modification functions that take
a terminal or cardlet and modify exactly one field. The assignment stated above
is translated into term; = set_last_inst(term, pay). Combining all modifications
and the next command we get the following axiom:

term; = set_last_inst(term, pay)
A termg = set_challenge(term;, nonce)
A termgz = set_loadpoints(terms, get_int(doc))
— receive(term, commanddoc(pay, doc)) =
terms x commanddoc(pay, intdoc(terms .loadpoints) +
noncedoc(terms .challenge))

In general the receive() function will get a responsedoc as second parameter. As
this is the first step of the protocol, there is no last response from the cardlet.
The start of a protocol must be triggered by an external event, in most cases
an action of the card holder. This is modeled by sending a commanddoc to the
terminal, telling the terminal which protocol is to be executed. In this case, the
terminal executes the pay protocol and the number of points given in doc is to
be paid.

The axiom above has no preconditions originating from decisions in the pro-
tocol. The equations on the left hand side are produced by the modifications to
the terminal. Now we show another axiom for pay, this time an axiom for the
cardlet, i.e. about send(). It must be tested that the number of points to pay
is nonnegative and that there are enough points left to pay (= (arg.1 < 0 Vv
value — arg.1) < 0)). If the condition is satisfied, the protocol demands that
value is decremented by arg.1 and that the cardlet creates a response indicat-
ing the correct completion of the pay operation. Taking the entry of the activity
and the note defining the structure of the response, we get:

pay_cardlet_1: = (cl .value — get_int(getparam(1, doc)) < 0 V
get_int(getparam(1, doc)) < 0)
A ¢l = set_value(cl, ¢l .value — get_int(getparam(1, doc)))
— send(cl, commanddoc(pay, doc)) =
cly x responsedoc(encdoc(cly .secretkey, doc), SW_OK)

In the axiom cl and cl; are variables for cardlets. The error handling in this case is
simple. If the condition is not satisfied, the cardlet has to return SW_DATA_INVALID
and leave its internal state unchanged. The corresponding axiom is:
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pay_cardlet_2: cl.value — get_int(getparam(1, doc)) < 0 V
get_int(getparam(1, doc)) < 0
— send(cl, commanddoc(pay, doc)) =
cl x responsedoc(L, SW_DATA_INVALID)

Aside from the nodes in the direct flow of the protocol we have a signal
receipt node. It is labeled ‘Catch’ and catches all error signals. The catcher does
not lead to any actions but instead leads to the stop node. This means that
the function receive() produces an unchanged terminal as result and L as next
command. The axiom is as follows:

is_resdoc(doc) A doc .status # SW_OK A term .last_inst = pay
— receive(term, doc) = term x L

Altogether we get 17 axioms for the pay and the load protocol: 6 for pay, 9
for load and two for error handling.

The result of the transformation is an algebraic specification for the smart-
card application. It consists of the data types, the protocol axioms and the
attacker capabilities.

SPEC = classes + protocols + attacker

The correctness of the security property (sec_glob) can now be established by
proving that

SPEC [ sec_glob

It may seem strange to split a complete protocol into several axioms. But the
reason is simple. It corresponds to the way the cardlet works. The cardlet receives
one command and returns a response. It is crucial to keep in mind that a protocol
is not necessarily executed completely, or in the intended order, or with the
intended data, because an attacker can rearrange instructions to his liking, and
send arbitrary commands.

6 Correctness of the Card Implementation

A correct and secure protocol only works if it is implemented correctly in the
terminal and the cardlet. However, the card implementation is more critical
because it is almost impossible to correct an error if a large number of cardlets
is already distributed. Furthermore, card programs are rather prone to errors
because the limited resources require more or less tricky programming. And,
they are more tractable to verification (no user interface, multi tasking etc.).
Therefore, we deal only with the card implementation. We use JavaCard [10], a
subset of Java that is tailored for limited resources (e.g. no garbage collection,
no threads, no strings, no floats), and we use real JavaCard, not a lightweight,
abstract, or simplified programming language. It should be noted that existing
smartcards supporting JavaCard do not provide integers (32 bits) as a data type,
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but only bytes (8 bits) and shorts (16 bits). For verification we use a dynamic
logic [38] for JavaCard implemented in KIV [16].

The real communication between a terminal and a card happens not by
sending and receiving abstract data types like documents, but by sequences of
up to 256 bytes (APDUs, application protocol data units [9]). On the card side,
a JavaCard method process receives the input as a byte array in an APDU
object.

To prove the correctness of the card program the application developer must
provide the following:

1. an encoding (a refinement) of those abstract data types that are sent to the
card into byte arrays. Additionally, the length of the data must be fixed.

2. A refinement of the abstract data types used on the card to JavaCard data
types.

3. An invariant for the data on the card.

With this information proof obligations for the consistency of the implementation
with the protocols can be generated automatically, one for each protocol axiom
plus the proof obligations for the refinement. We illustrate this with the second
axiom of the pay protocol, pay_cardlet_2 (see 5.2).

The cardlet expects to receive a number (the points to load as an integer)
and a nonce. The encoding into a byte array is predefined (nonces are integers,
and integers are coded in the usual manner as two’s complement). We spec-
ify that the number will be 2 bytes long, and the nonce 6 bytes. These are
additional requirements a terminal program must fulfill. With this definition
get_int(getparam(1, doc)) becomes getint(st, 2).

The value on the (abstract) cardlet is stored in an integer field value. Since
we know that the number will always be between 0 and 32767 we can store
the number in a short field, i.e. the integer field value is refined to a short
field value. cl.value thus becomes st[value].intval (the short value is converted
back into an integer). The invariant inv(st) is 0 < st[value].intval. Tt is indeed
necessary in this case because otherwise the test st[value].intval — getint(st, 2)
could produce a short underflow — one of the pitfalls of bounded resources.

Automatically send becomes a method invocation of process, and response-
doc an ISOFException. So the resulting proof obligation is

apdulns(st) = pay
A (st[value].intval — getint(st, 2) < 0 V getint(st, 2) < 0)
A inv(st) A st = sto A ok(st)
— (st/process (apdu);)
( st[cardlet] = sto[cardlet] A inv(st)
A ISOException(SW_DATA_INVALID, st))

Every protocol axiom for the card becomes one proof obligation (2 for pay, 4 for
load, 1 for an illegal instruction), plus 1 for the card initialization, plus 1 for the
invariance property gives a total of 9 proof obligations for the example. They
are verified with KIV and together ensure that the cardlet is consistent with the
protocol specification.
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7 Related Work

Formal Methods and UML. A considerable amount of work has been done
to formalize the semantic of UML, e.g. [7] defines a formal execution semantic
for activity diagrams. In contrast to us, the authors of this paper do not deal
with modelling communication protocols but with workflow modelling. [20]
presents an approach to transform class diagrams into Z specifications. In
contrary to most publications, which only cover a subset of UML, [13] de-
scribes an approach to formalize UML models as a whole. The concept is to
translate the UML diagrams into CASL-LTL specifications. All these publica-
tions aim at providing a complete semantics for some or all UML diagrams.
This is not our intention, we use only that part of the expressiveness of
UML that is necessary to describe our limited scenarios and for these parts
we define a semantic suitable for our task.

Protocol Verification. The most seminal work for formal crypto protocol ver-
ification is, perhaps, by Burrows, Abadi, and Needham [5]. The algebraic
specification technique we use is chiefly inspired by Paulson [12], where au-
thentication protocols are analyzed. However, we distinguish between differ-
ent types of participating agents, use different capabilities for the attacker,
and introduce an internal state for the terminal and card (a very natural
approach).

Java Semantics and Calculi. The formal analysis of Java (or JavaCard) has
become an issue in the last years. A good starting point for a formal treat-
ment of Java is [1]. There exist a number of Hoare calculi for Java (e.g. [19]),
and another dynamic logic [4], but the proof support (heuristics, automation,
user interface) is not clear.

JavaCard Projects. The VerifiCard [18] and the KeY project [11] (both home
pages provide more information and references) are two projects aimed at
correct JavaCard programs, but do not include design, correctness, and secu-
rity of the protocols into an integrated formal approach. The contribution of
our approach is to support the entire development process from application
design and security to implementation correctness. To our knowledge, this
has not been done before.

8 Summary

We have presented a method for the formal development of secure smartcard
applications. The method combines and integrates different techniques (with al-
gebraic specifications at the core) to tackle the different problems: objects and
distributed systems, attackers and cryptographic protocols, JavaCard programs
and limited resources. The techniques include UML models enriched by alge-
braic specifications, and dynamic logic for JavaCard verification. The method
is tailored to take advantage of the special features of smartcard scenarios, and
to make proving security and correctness as easy as possible. The method is
illustrated with a small but surprisingly complex example, a copy card. The
approach is implemented in the KIV specification and verification system.
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