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Abstract. Model-driven approaches facilitate the development of appli-
cations by introducing domain-specific abstractions. Our model-driven
approach called SecureMDD supports the domain of security-critical
applications that use web services. Because many applications use exter-
nal web services (i.e. services developed and provided by someone else),
the integration of such web services is an important task of a model-
driven approach. In this paper we present an approach to integrate and
exchange external developed web services that use standard or non-
standard cryptographic protocols, in security-critical applications. All
necessary information is defined in an abstract way in the application
model, which means that no manual changes of the generated code are
necessary. We also show how security properties for the whole system
including external web services can be defined and proved. For demon-
stration we use an electronic ticketing case study that integrates an exter-
nal payment service.

Keywords: Third party components · Model-driven development ·
Security-critical systems · Formal specification · UML · SecureMDD ·
WS-Security

1 Introduction

The use of external web services is essential for many applications. For exam-
ple, an electronic ticketing system needs to communicate with different exter-
nal services, such as payment services, currency services or services to deliver
the tickets via mail or text message. Therefore, a model-driven approach for
developing such applications needs to support the integration of external web
services. One way to invoke external web services from a modeled application
is to extend the generated code manually. However, our model-driven approach
generates from a UML application model runnable code as well as a formal spec-
ification for verification of security properties for that application. The manual
extension of the generated code would introduce a gap between the formal model
and the runnable code, so that the verified properties do not hold necessarily
for the running code. Another way is to integrate the external web service into
the application model and generate everything from that model. Thereby, every-
thing that is application-specific has to be modeled (e.g., message conversion or
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security mechanism) in order to be considered by formal verification. Further-
more, it is often necessary to be able to exchange those services against cheaper,
more popular or more efficient ones. The challenge is to make the replacement
of external services very easy and minimize verification effort.

Another benefit of the integration of external web services in a model-driven
approach is the possibility to extend the approach by application-specific func-
tionality without changing the transformations for code and formal specifica-
tions. With this approach also libraries and legacy systems can be integrated by
being wrapped inside a web service.

This paper focuses on the integration and exchangeability of external web
services in a model-driven approach for security-critical applications by consid-
ering different cryptographic mechanisms and describes the verification of the
entire application including the communication with external services.

This paper is structured as follows. Section 2 gives an overview of our model-
driven approach and Sect. 3 depicts the case study that is used as running exam-
ple. Section 4 describes the integration and exchangeability of external web ser-
vices. Section 5 considers the relationship between security properties, assump-
tions and assurances and describes how the security properties and the assump-
tions are expressed with regard to the proxy and how an assurance of an external
web service can look and how it could be expressed. Section 6 describes the formal
model and the verification especially in the context of exchangeability. Section 7
explains how external web services that use cryptography mechanisms can be
integrated and exchanged. Section 8 discusses related work and Sect. 9 concludes
and discusses some future work.

2 The SecureMDD Approach

SecureMDD is a model-driven approach to develop secure applications. From
a UML application model using a predefined UML profile and a platform-
independent and domain-specific language called Model Extension Language
(MEL [7,20]), runnable code for different platforms as well as formal specifi-
cations are generated (see Fig. 1). One formal specification is used for inter-
active verification with KIV [4] (see [21,22]) and the other to find vulnerabil-
ities with the model-checker platform AVANTSSAR [1] (see [8]). For model-
checking the approach supports additional abstractions inside the application
model to reduce the complexity and enable model-checking of large applications
without manual changes at the generated specifications (see [10]). Additionally,
platform-specific models are generated for incremental transformations and bet-
ter documentation. The approach supports smart cards (implemented in Java
Card [26]), user devices like secure terminals or home PCs (implemented in
Java), web services (also Java) and external web services. The static view of
an application is modeled with UML class diagrams and deployment diagrams.
The class diagrams contain the system components, their attributes and the
messages that are exchanged between the system components. The deployment
diagram contains the communication channels between the system components,
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Fig. 1. SecureMDD approach

the attacker abilities and the security mechanisms applied on the communica-
tion channels. The dynamic behavior of system components is modeled in UML
activity diagrams with our platform-independent and domain-specific language
MEL. Application-specific security properties are expressed with Object Con-
straint Language (OCL) in class diagrams (see [9]) and test cases that generate
code for testing the generated application are modeled in UML sequence and
activity diagrams (see [17]). The approach is fully tool-supported and all model
transformations are implemented. For further information about our approach
visit the SecureMDD website1.

3 eTicket: A Case Study

eTicket is a smart card based electronic ticketing system. Figure 2 shows the sys-
tem components, the communication channels between the system components
and the attacker abilities. The system is designed for an arbitrary number of
users and inspectors. Each user owns a smart card (ETicketCard) and can buy
tickets online with his personal computer (UserDevice). A ticket is issued and
stored by the ETicketServer until the ticket is received and stored by the user’s
smart card. The inspectors have inspector devices (InspectorDevice) to validate
and stamp the tickets that are stored on the users’ smart cards. Furthermore,
the users can manage their tickets that are stored on their smart cards. The
attacker abilities are modeled by the stereotype �Threat� with the proper-
ties read, send, suppress. The stereotype can be applied to any communication
channel with different attacker abilities. Hence different attacker behaviors can
be modelled. This case study considers a Dolev-Yao attacker [14] who has the
abilities to read, send and suppress all messages that are exchanged between

1 www.isse.de/securemdd.

www.isse.de/securemdd
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Fig. 2. Deployment diagram of the application

the system components. With regard to the attacker the presented system guar-
antees three security properties. The first property is “Only tickets that were
issued by the eTicket server will be stamped by an inspector” (an inspector can
differentiate between real and fake tickets). The basic idea to ensure this prop-
erty is that only tickets that are issued by the eTicket server can be stored on
a valid card (with a private key to a valid certificate) and only tickets that are
stored on a valid card can be stamped. The second property is “a ticket will not
be lost because of interruptions (e.g. connection errors, an active attacker or a
removed smart card) during the buy ticket process”. The basic idea is that the
ticket is stored on the server until it has been received by the card. The third
property is “a ticket will not be used multiple times” and the basic idea is that
an issued ticket contains a card id and can only be stored on the belonging card
exactly one time. Additionally only tickets that are stored on a valid card can
be stamped. This is achieved by security protocols that use cryptographic mech-
anism like signatures and encryption but also application logic. More detailed
information about the security properties and the security mechanism can be
found in [8]. To guarantee such security properties they are specified in OCL
on the application model and are translated automatically into a formal proof
obligation. The complete application model with all diagrams can be found on
our website2. In the following, the electronic ticketing system is extended by
integrating the existing payment service Authorize.Net3.

4 Modeling Communication with External Web Services

To communicate with a web service, the client which invokes the service needs
to know its public interface. For SOAP4 web services this interface is defined by
a WSDL5 document, which provides the offered web service functionality, and

2 www.isse.de/securemdd.
3 http://www.authorize.net/.
4 SOAP: originally an acronym for Simple Object Access Protocol.
5 WSDL: Web Services Description Language.

https://www.authorize.net/
www.isse.de/securemdd
http://www.authorize.net/
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especially the expected messages in a machine-readable description. Our app-
roach takes a WSDL document and transforms it automatically into an external
service interface represented by a UML class diagram that is imported as a
module into the UML application model (see Fig. 1). As a result, the external
web service and all message data types are included in the application model as
classes with operations, attributes and stereotypes. The model abstracts from
information like the service address, namespaces and coding algorithm because
they are not relevant for modeling an application in a platform-independent way
and it is also not relevant for verification of the supported security properties.
Because of this abstraction the resulting meta-model for external web services
remains simple and it can be used for other web service specification languages
like WADL6. But the omitted information is available in the generated code as
stubs that are generated automatically from the WSDL specification. We use
WSDL2Java from Apache Axis27 with JiBX8 as our stubs-generator to bind
arbitrary class structures on XML documents. That is important because the
data types from external web services differ from the predefined data types in
our approach. The transformation from WSDL to UML is done by hyperModel9

that uses generic XML schema documents as input.

Fig. 3. Invocation of external web service

Figure 3 shows the communication with an external web service. The com-
munication is mainly described in UML activity diagrams using our platform-
independent and domain-specific language called MEL. The external web service
is represented by a UML class with the stereotype �ExternalService� that is
assigned to a UML activity partition (see (1) in Fig. 3) and the external web
method is represented by an operation of that class and a UML call behavior
6 WADL: Web Application Description Language.
7 axis.apache.org/axis2.
8 jibx.sourceforge.net.
9 xmlmodeling.com/hypermodel/.

http://axis.apache.org/axis2
http://jibx.sourceforge.net
http://xmlmodeling.com/hypermodel/
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action without modeling the behavior (2). The invocation of a web method is
modeled by a UML send signal action (3) and an accept event action (4) that
are connected with the UML call behavior action. For conversion of the message
data types between the modeled application and the external service, conversion
methods have to be defined. This is done by sub activities using MEL. They
have to be invoked before sending a message to an external web service and
after receiving a message from the external web service. In more detail Fig. 3
shows how the modeled web service ETicketServer invokes the external service
AuthorizeNET for payment issues. Therefore the conversion methods c1 (5)
and c2 (6) are used. c1 converts the data from the modeled application into
the required message structure of AuthorizeNET and c2 converts the result of
AuthorizeNET back. That means the payload pay from type Pay and result
from type Boolean belong to the modeled application and CreateCustomerPro-
fileTransactionSoapIn and CreateCustomerProfileTransactionSoapOut are data
types used by AuthorizeNET.

Fig. 4. Converted classes

Figure 5 shows the definition of the conversion method c1 that converts the
pay object into CreateCustomerProfileTransaction and Fig. 4 illustrates the map-
ping between the converted classes. Some classes can be mapped one-to-one (e.g.,
Credentials and MerchantAuthenticationType). Other classes consist of merged
information from different classes (e.g., ProfileTransAuthCaptureType contains
attributes from the Pay and Order classes). And if the output class has more
attributes than the input class, the missing information has to emerge from
the existing one by duplication or transformation (e.g., ProfileTransAuthCap-
tureType needs a customerProfileId and a customerPaymentProfileId that can
be both extracted from customerID). Therefore, some generic and predefined
methods are used (e.g., substring for string manipulation). The conversion in
Fig. 5 is minimal but the output class CreateCustomerProfileTransaction has
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Fig. 5. Convert method c1

roughly 100 optional attributes and if all attributes are needed this leads to a
very large and error-prone converting method. But because this method must
be verified, mistakes that violate specified security properties will be found in
contrast to a manually programmed conversion method.

4.1 Exchangeability

Should the external payment service AuthorizeNET in Fig. 3 be replaced with
a different one, the protocol diagrams have to be changed and the verification
of the entire application would need to be redone. To avoid this, the security-
critical protocols and the invocation of an external service can be separated.
In order to achieve that, we support a proxy pattern (see Fig. 6). Therefore,
a proxy interface that is independent from the external payment service has
to be modeled and used in the protocols described by activity diagrams. For
each external service a proxy has to be modeled that implements this interface
and invokes the external service. Then the external web services can be easily
switched by changing the proxy in the class diagram. In our case study the
ETicketServer has to invoke a PayService proxy interface. To add a concrete
payment service like AuthorizeNET, a new proxy (e.g., AuthorizeNETProxy)
has to be created that inherits from PayService and defines the behavior of the
pay method and the conversion methods.



73

Fig. 6. Proxy pattern for exchangeability of AuthorizeNET

5 Security Properties, Assumptions and Assurances

For the verification of certain security properties of the entire application,
assumptions about the external service are necessary. An example for a secu-
rity property for our electronic ticketing system is that “Only paid tickets will
be stamped by an inspector”. Obviously, some information about the external
payment service method are necessary, e.g., that “if the return value is positive,
then the payment was or will be successful”. This assumption is specified for the
proxy, which represents an abstraction of the external service and manages the
conversion between different messages and the invocation of the external service.
As a result, the security property is provable independently from the external
web service.

Fig. 7. Relation between security property, assumption and class diagrams

Figure 7 shows that a security property uses classes from the client and the
proxy and of course the assumptions specified for the proxy. The assurance of the
external service uses classes from the external service interface that is generated
from the WSDL and the assurance has to be a refinement of the assumption.
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Fig. 8. Partial class diagram of an ExternalServiceProxy

The security property for the application, the assurance of the external service
and the assumption about the proxy are formally defined with OCL on classes
that represent internal states and messages of the application participants. The
mapping between messages is handled by the modeled conversion methods that
are automatically transformed to executable Java code, and also to formal spec-
ifications. The relationship between the internal states is only necessary for ver-
ification. Hence, it is not modeled but specified during the verification. Those
two mappings make it possible to show the refinement between the assurance of
the external service and the assumption defined on the proxy. If the assurance is
a refinement of the assumption (the formal definition is shown in Subsect. 6.2),
the security property that holds for the payment method of the proxy holds also
for the payment method of the external service. This way, the external services
can be exchanged without influence on the security property if the assurances of
the new external service are also a refinement of the assumptions of the proxy.

5.1 Assumption

r e s u l t imp l i e s PayService . payments−>
e x i s t s (p | p . r e f e r en c e = pay . order . t ransac t ionID )

Listing 1.1. OCL postcondition on the operation pay

Figure 8 depicts a part of the proxy’s class diagram from the electronic tick-
eting system. To express the assumption for the electronic ticketing system some
internal states are necessary. Therefore, the proxy interface PayService gets a list
of payments. A payment consists of a reference from type Nonce10 to identify the
payment. The internal states of the proxy class are minimal and contain only the
information that is necessary to define the assumption. To specify the assump-
tion “if the return value is positive, then the payment was or will be successful”
it is important to abstract the payment process. Each ticket that is issued by
the eTicket service contains a ticketID. This ticketID is stored as transactionID
in the pay object that is received by the pay method as input parameter. The
assumption is described as OCL postcondition on the pay method of the proxy

10 A nonce describes an arbitrary and unique number.
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interface and specifies that “if the result is true then the list of payments contains
a payment with the transactionID as reference” (see Listing 1.1).

5.2 Security Property

The security properties are expressed as OCL invariants. The property “Only
paid tickets will be stamped by an inspector” is expressible by using the pay-
ments from the proxy and the tickets that have been successfully stamped and
stored by the inspector devices. Hence, the property is equivalent to the OCL
constraint in Listing 1.2. It describes that “the list of payments has to include
each stamped ticket”.

InspectorDev ice . a l l I n s t a n c e s ( ) . stampedTicketIDs−>
f o rA l l ( id | PayService ( ) . payments .

r e f e r ence−> i n c l ude s ( id ) )

Listing 1.2. Security Property as OCL Invariant

Because the system is defined for an arbitrary number of inspectors and each
inspector has an inspector device to stamp tickets, the OCL expression collects
all stamped tickets from all inspector devices.

5.3 Assurance

The assurance of the existing payment service is guaranteed by the service
provider. So the assurance is independent from the developed application. That
means it uses different data structures, different names and different content.

Fig. 9. Possible class diagram of AuthorizeNET
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( output . . . resu l tCode = MessageTypeEnum .Ok) imp l i e s
AuthorizeNET . accounts−>e x i s t s ( a |

a . accountID = input . . . cu s tomerPro f i l e Id and
a . auth = input . . . merchantAuth and
a . ba lance = a . balance@pre+input . . . amount and
a . t r an sac t i on s −>e x i s t s ( t |

t . oc l I sKindOf ( Inpayment ) and
input . . . amount = a . t r an s a c t i o n s . amount and
input . . . d e s c r i p t i o n = t . o rder In fo . d e s c r i p t i o n ) )

Listing 1.3. Exemplary assurance as OCL postcondition

Listing 1.3 shows a possible assurance of the payment method of
Authorize.Net in OCL and Fig. 9 depicts the respective class diagram. The proxy
from Fig. 8 stores only the transaction IDs as reference. In contrast the exter-
nal payment service AuthorizeNET in Fig. 9 manages whole accounts for several
customers. It stores the balance, the authentication data (auth) and the trans-
actions including the transaction amount, the order information (orderInfo) and
the transaction type described by the sub classes Inpayment and Outpayment.
The assurance in Listing 1.3 specifies, “the result code Ok implies that there
exists an account containing the following information”:

• “the received profile id”
• “the received authentication data”
• “a balance increased by the received amount”
• “an inpayment transaction with the received amount and description”

For verification some additional information would be necessary (e.g., that the
transaction is new or if the payment failed the transactions are not modified).
But Listing 1.3 demonstrates that the assurance is more precise than the assump-
tion (Listing 1.1). This will often be the case because the assurance must be very
detailed to be suitable for different applications with different security properties.
The assurance described with OCL in UML can be transformed into formal spec-
ifications that are used for verification. A useful extension would be to describe
the assurance with semantic description languages like OWL-S or SAWSDL that
enrich WSDL. In this case the description could be automatically extracted from
the WSDL document and transformed into a UML representation using classes
and OCL constraints like depicted in Listing 1.3.

6 Formal Model and Verification

For interactive verification the UML application model including security prop-
erties expressed as OCL constraints is automatically transformed into a formal
model with proof obligation. The formal model is based on algebraic specifica-
tions and Abstract State Machines (ASMs) [11]. It specifies a world in which
system participants (agents) exchange messages according to the protocols, and
an attacker tries to break the security. Agents are either users, smart cards,
terminals, or services, and there exists an arbitrary (finite) number of agents.

https://www.authorize.net/
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One step of the ASM corresponds to one protocol step (receiving and process-
ing a message), a run of the ASM creates a trace, i.e. a sequence of steps, that
describes one possibility of what can happen in this world. Since the ASM is
indeterministic it models not one but many traces. The idea is that the ASM
models everything that can happen in the real world (with respect to the appli-
cation). So if the application can be proved secure in the formal model it should
be secure in the real world. More details can be found in [6]. The proof oblig-
ations are predicate logic formulas contained in algebraic specifications. These
formulas are considered to be invariants and therefore checked initially and after
each step of the ASM. The transformation of the security properties defined as
OCL constraints into algebraic specifications can be found in [9].

6.1 Transformation of Assumption and Conversion Methods

To verify security properties for a system that uses external web services, the
assumptions described as OCL pre- and postconditions on the external service
methods have to be considered as well. Therefore, the assumptions are trans-
formed automatically into predicate logic formulas and after an external web
service method is executed the respective assumption holds. Hence, the behav-
ior of the external service methods that are used inside the protocols is specified
formally and the security properties can be verified.

1 f unc t i on s

2 c o l l e c t 4 7 : ( agent −> l i s to fPayment ) ,

3 agents −> l i s to fPayment ;

4 pr ed i c a t e s

5 e x i s t s 4 8 : l i s to fPayment , Pay ;

6
7 procedures

8 pay : Pay , agent : bool ,

9 ( agent −> l i s to fPayment ) ;

10
11 axioms

12 co l l e c t47 emp : |− c o l l e c t 4 7 ( PayService−payments , [ ] ) = [ ] ;

13 c o l l e c t 4 7 r e c : |− c o l l e c t 4 7 ( PayService−payments , ag ’ + agents ) =

14 PayService−payments ( ag ) +

15 c o l l e c t 4 7 ( PayService−payments , agents ) ;

16
17 ex i s t s48 emp : |− not e x i s t s 4 8 ( [ ] , a Pay ) ;

18 e x i s t s 4 8 r e c : |− e x i s t s 4 8 ( a Payment ’ + a l i s to fPayment , a Pay ) <−>

19 a Payment . re ference Nonce =

20 a Pay . order Order . transact ionID Nonce and

21 a Payment . p r i c e s t r i n g = a Pay . order Order . p r i c e s t r i n g or

22 e x i s t s 4 8 ( a l i s to fPayment , a Pay ) ;

23
24 pay : exPayService ( ag ) |−
25 <pay ( a Pay , ag ; r e su l t −bool−var , PayService−payments)>

26 ( r e su l t −bool−var −>

27 e x i s t s 4 8 ( c o l l e c t 4 7 ( PayService−payments , ag ) , a Pay ) ) ;

Listing 1.4. Assumption as algebraic specification

Listing 1.4 shows the assumption from Fig. 8 translated into an algebraic
specification. The assumption is defined on the pay operation of the proxy class
PayService. It is declared in line (8–9) as a procedure. In contrast to a security
property that is specified as a predicate, a procedure can be executed as a pro-
gram. This is necessary because the pay operation has to be invoked as part of the
dynamic behavior of a modeled system component. The pay procedure extends
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the signature of the pay operation with an agent (in this case PayService) and
a dynamic function that maps an agent to the value of one of its attributes. In
this way the attributes of the agent can be modified. The axiomatisation of the
procedure is specified in line (24–27). The procedure pay can be executed as a
program if agent ag is a PayService. After pay has executed, the postcondition in
line (26–27) holds. The postcondition is very similar to the OCL postcondition
but the OCL operations have to be expressed in predicate logic. For simplicity
and because the specifications are generated automatically, for each invocation
of an OCL operation a new function or predicate that also specifies the body of
the invoked OCL operation is generated. Line (2) declares and line (12–15) define
a collect operation that collects all payments from PayService. Line (5) and line
(17–22) specify the exists query from Listing 1.1 that checks if a payment exists
which contains the transaction id from the input message pay.

In contrast, the conversion method c1 from Fig. 5 is not specified in OCL
but in UML sub activities with our platform-independent and domain-specific
language called MEL. Hence, it is not specified in a declarative way and therefore
it is translated into a program that is executed step by step with dynamic logic.
The dynamic behavior of the components is modeled and translated in the same
way.

6.2 Refinement

For exchangeability, the assumption is independent from the assurance of the
real web service. To prove that the security properties also hold for the real web
service a refinement between the assumption and the assurance is necessary.
This is done by a data refinement and considers only the messages and internal
states of the proxy and the external web service. Hence, it is independent from
the main application behavior and the security protocols.

Fig. 10. Data refinement
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1 pay a : PayService x Pay −> PayService x Boolean ;

2 pay c : AuthorizeNET x CreateCustomerProf i l eTransact ionSoapIn

3 −> AuthorizeNET x CreateCustomerProf i leTransact ionSoapOut ;

4 R : PayService x AuthorizeNET ;

5

6 R(ps , an ) <−> f o r a l l s . s in ps . payments . r e f e r en c e . nonce <−>

7 s in an . accounts . t r an s a c t i o n s [ Inpayment ] . o rde r In fo . d e s c r i p t i o n ;

8

9 Proo fObl igat ion :

10 pay a ( th i s a , msg a ) = [ th i s ’ a , r e s a ] and

11 R( th i s a , t h i s c ) and msg c = c1 a (msg a ) and

12 pay c ( t h i s c , msg c ) = [ th i s ’ c , r e s c ]

13 −> c2 c ( r e s c ) = r e s a and R( th i s ’ a , th i s ’ c ) ;

Listing 1.5. Data Refinement

Figure 10 and Listing 1.5 depict such a data refinement for the electronic
ticketing system using the payment service AuthorizeNET. For better compre-
hension Listing 1.5 uses a pseudo language. pay a describes the operation pay
from PayService with the assumption defined in Listing 1.1 and is formalized as
algebraic specification in Listing 1.4. Because the operation modifies the state of
PayService the procedure receives not only the message msg a from type Pay,
but also the PayService instance this a as input parameters and returns the
modified PayService instance this’ a and the result of the pay operation res a of
type boolean (see line (1, 10) in Listing 1.5 and (10) in Fig. 10). pay c (see line
(2, 12)) is also a procedure and results from the assurance defined in Listing 1.3.
The data refinement shows that the concrete pay c is a refinement of the abstract
pay a. Therefore, msg a has to be translated into msg c and the result res c has
to be translated into res a. This is done by the modeled converting methods c1
and c2 (see Fig. 5) that are translated into the formal procedures c1 a and c2 c.
The conversion between the internal states of PayService and AuthorizeNET
have to be specified by the relation R (see line (4–7)). In the considered case
study this relationship is very simple because the PayService proxy has only a
list of payments. The relation defined as predicate describes that each element
in PayService payments is contained in the inpayment transactions of Autho-
rizeNET and vice versa. To show the refinement, the proof obligation (see line
(10–13) in Listing 1.5) has to be proved. In short, if pay c is invoked with the
converted input from pay a (see line (11–13)), its converted output is equal to
the output of pay a (see line (10, 13)). Because of the different data structures,
different names and different information content between the proxy and the
external web service, it can be difficult to see that the assurance is a refinement
of the assumption. Therefore, the proof obligation has to be proved.

7 Cryptography and External Web Services

Depending on the application’s security properties, it is important to model the
security mechanisms that are applied on the communication between the client
and the external web services. This way, the security mechanisms can be trans-
formed into the formal model and are considered during the verification. There
are different ways to secure the communication by cryptography for web services.
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Fig. 11. TLS applied between two system participants

The simplest and most common way is to use Transport Layer Security (TLS
[13]). It is a standard protocol that is independent from any specific web service.
But TLS does not fulfill all possible requirements, e.g., end-to-end encryption.
WS-SecurityPolicy is a language to describe individual cryptographic protocols
for web services. But the design of application-specific security protocols is error-
prone and requires verification. Additionally, it is likely that different web ser-
vices have different WS-SecurityPolicies. This influences the exchangeability of
web services. Our approach supports three different ways to secure the modeled
functionality using cryptography.

1. The first one is to apply TLS on a connection between two system partici-
pants, e.g., between the electronic ticketing server and an external payment
service (see Fig. 11). This is modeled using a stereotype that is applied on a
UML Communication Path between two UML Nodes in a deployment dia-
gram. Furthermore, the stereotype has two properties to distinguish between
mutual authentication (MA) and server side authentication (SSA). This secu-
rity mechanism restricts the attacker’s abilities that are modeled with the
stereotype �Threat� and its properties (read, send, suppress). In the pre-
sented case study the payment service supports SSA and it is invoked over
an insecure network where an attacker can read, send and suppress messages.
From this model, runnable code that uses TLS to secure the communication
as well as the key stores and default keys that have to be exchanged during
deployment are generated automatically. Additionally, the attacker abilities
in the formal model are changed so that the attacker can only abort an exist-
ing TLS connection or establish a new TLS connection.

2. The second way uses predefined security data types for encryption, signa-
tures, macs, hashes, nonces, keys and predefined operations to create those
data types. These security mechanisms are used to model the security proto-
cols in the presented case study between the modeled system participants.
But because in the past our focus was not exchangeability but ensuring
application-specific security properties, there is no strict separation between
application logic and cryptography. Hence, for exchangeability this approach
is unsuitable.

3. Therefore, the third way to secure the modeled functionality using cryp-
tography in our approach is WS-SecurityPolicy. It applies cryptography
directly before sending a message and directly after receiving a message but
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always independent from application logic. WS-SecurityPolicy is integrated
in WSDL so the policies can be automatically extracted from the WSDL and
transformed to an abstracted UML representation using stereotypes, classes
and attributes. Additionally, the UML representation abstracts from WS-
SecurityPolicy assertions like AlgorithmSuite because they are not used for
the formal verification. A WS-SecurityPolicy specification of a web service can
contain several alternative policies so the application designer has to choose
one that should be used by the client. This is modeled with an attribute of
the client or the proxy class.
Because reusability makes software more clear, maintainable and reduces
errors, we mapped WS-SecurityPolicies to the already supported notation
that is used for the generation of formal specifications. Therefore, MEL
expressions whose behavior is equivalent to the policies are injected inside
the modeled activity diagram that invokes the external service. This is done
with model-to-model transformations in QVTo [24] and the resulting model
is used with our existing generator for formal specifications.
Figures 12 and 13 show part of a protocol with injected policy behavior. In the
original protocol, without the injected policy, the client collects the payment
information (first activity node in Fig. 12) and sends it to the service proxy
that invokes the pay method (last activity node in Fig. 13), which handles the
conversion and invokes the external service. The regarded WS-SecurityPolicy
describes a simple security protocol with symmetric binding and body encryp-
tion. The symmetric binding uses a X.509 certificate as protection token that
is already exchanged and will be addressed in messages by its thumbprint
reference. Hence, the injected part in Fig. 12 (second activity node) generates
a symmetric key, stores it in the key store to be able to decrypt an optional
response, encrypts the symmetric key with the public key from the X.509
certificate that belongs to the external service, creates the SOAP header
including the encrypted symmetric key, encrypts the payment information
with the symmetric key and puts it in a SOAP body object. The injected
part in Fig. 13 (second activity node) decrypts the symmetric key from the
header and uses the symmetric key to decrypt the payment information, that
is used to invoke the pay method. The send and receive nodes are modified
because the original modeled messages were exchanged with SOAP messages
by the transformations. This is all done automatically together with the gen-
eration of the required classes. Besides the encrypted symmetric key the real
SOAP header contains also algorithmic information that can be omitted and
token references like the thumbprint of the public key that is not necessary if
the formal representation of the external service has only one key pair.
Because the policy behavior is injected before the pay method (which han-
dles the conversion and invokes the external service) is invoked, replacing
an external service that uses WS-SecurityPolicy with a new external service
that also uses WS-SecurityPolicy can be done without additional verification
if the policy of the replaced external service is a subset of the new one. In
this case the new external service ensures the same security properties like
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Fig. 12. Send HandlePayment with injected policy behavior

Fig. 13. Receive HandlePayment with injected policy behavior

the old external service plus some additional ones. This can be checked very
fast and automatically during the transformation with QVTo.

8 Related Work

There are many works that consider web services in a model-driven approach.
The most related works can be mainly categorized in static web service repre-
sentation, orchestration and security.

Castro et al. [12] describe web services with a UML meta-model that is very
close to the WSDL one. That means that each WSDL element is described by a
stereotype with the same name. They also define transformation rules that gen-
erate a UML model from a WSDL specification. The advantage of this approach
is that the WSDL specification and the generated UML model have the same
information content, but the disadvantage is that the resulted UML model has
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the same complexity like the WSDL specification. But the aim of a UML model
is abstraction. [15,27] describe approaches that transform a WSDL specification
in an abstract UML model by predefined rules. This is very close to our WSDL
to UML transformation, but because our abstraction level differs from theirs, we
defined modified abstraction rules that fit better to our approach. For example
we do not abstract from the messages defined in the WSDL specification because
they are used to model the communication with the external web service. They
do not describe a model-driven approach that integrates external web services.

Self-Serv [3,5] is a model-driven approach for web service development with
focus on orchestration. It uses state machines and generates BPEL11 based
service-skeletons with orchestration logic but without modeling or generating
application-specific logic. It does not consider security aspects and it does not
integrate existing services. MDD4SOA [18] also illustrates a model-driven app-
roach for web service orchestration. From a UML model code is generated for
BPEL, WSDL, Java and the formal language Jolie. Security and the integration
of external web services are not considered.

Nakamura et al. [23] enable the model-driven development of WS-Security-
Policy specifications. They describe standard security properties with stereo-
types that are used to select predefined security patterns from a library and apply
them on the model. From that model, configuration documents for IBM Web-
Sphere Application Server (WAS) and WS-SecurityPolicy specifications are gen-
erated. In contrast we generate an abstract model from the WS-SecurityPolicy of
an existing web service that is selected and applied on the client as well as used for
formal verification. Menzel et al. [19] also introduce a model-driven approach that
uses abstract security patterns to generate XML-based configuration documents
for the Apache Rampart-Modul that implements the WS-Security Stack. Jensen
et al. [16] is also a model-driven approach that generates WS-BPEL, WSDL and
WS-SecurityPolicy specifications from a model. The mentioned works do not
integrate external web services and do not transform WS-SecurityPolicies into a
formal representation for verification.

Pironti et al. [25] generate verified client-code, which uses an existing TLS-
Service but they have to write thousands of lines of code for the data conversion
manually and without security guarantees. In [2] they explore the verification of
systems with external services but they do not generate code, and verifying the
security of the application is not part of that work.

We are not aware of a model-driven approach that considers the secure inte-
gration and replacement of existing web services in security-critical applications
and verifies security properties about the whole application including the exter-
nal services.

9 Conclusion and Future Work

The integration and replacement of external security-critical web services
in a model-driven approach is a novel and important topic. It enables the
11 BPEL: WS-Business Process Execution Language.
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model-driven development of realistic applications that use existing code, e.g.,
services, legacy systems or libraries. In this paper our contribution can be sum-
marized as follows. We have shown how to model the communication with exter-
nal web services and how runnable code is generated automatically from the
model without the necessity of manual changes. We have also discussed how
security properties for the modeled application that uses external web services
can be verified. An important issue was the replacement of external web services
with minimal verification effort. Therefore a proxy with assumptions about the
behavior of the external web service has to be specified on the application model,
translated into the formal model and used to prove that the assurance of the
external web service is a refinement of the assumption. Finally we have shown
how web services that use different cryptographic protocols are handled. The
novelty of the presented work is the modeling of the security properties and the
assumptions with regard to a proxy pattern as well as the transformation of the
modeled assumption into a formal specification and the refinement between this
assumption and the assurance of the external web service. As a result, we were
able to develop an electronic ticketing system with our model-driven approach
that integrates the real payment service Authorize.Net. Additionally, we are now
able to extend our approach by application-specific functionality without chang-
ing the transformations for code and formal specifications. This can be done
by providing the functionality as a web service and specifying the behavior with
OCL. In our opinion this work is a significant extension of model-driven develop-
ment that includes verification and makes the development of real applications
that use external components feasible.

Future work is to express a detailed and complete assurance of an external
web service inside WSDL (e.g., with OWL-S12 or SAWSDL13) and transform it
automatically into UML and OCL. This way, the web service describes its full
behavior in a machine-readable way with formal guarantees that are necessary
for the automatic integration of external web services in security critical appli-
cations. Furthermore, our approach supports external web services only in com-
bination with interactive verification. It would be interesting if the integration
and especially the refinement can be proved automatically with a model-checker.
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