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1. Introduction

Developing a complex and secure system is not only a
long and complicated process, but also very prone to er-
rors. While a malicious user often only has to find one flaw
in order to exploit an application, the developer has to cov-
er all possible intrusion points and consider all possible
attacking scenarios in order to make his system secure.
Testing security-critical applications during development
stages is essential to the quality of the final product, thus
demanding easy and intuitive testing methods. Those
methods should allow the modeler or an external tester
to both test the functionality of the code as well as to emu-
late a malicious user in order to avoid possible attacks on
the implementation.

Using a model-driven approach to design complex and
secure systems can simplify the development process sig-
nificantly, thus explaining its popularity with developers.

* Corresponding author. Tel.:+49 821 598 2201; fax: +49 821 598 2175.
E-mail addresses: kuzman.katkalov@informatik.uni-augsburg.de (K.
Katkalov), moebius@informatik.uni-augsburg.de (N. Moebius), stenze-
l@informatik.uni-augsburg.de (K. Stenzel), borek@informatik.uni-augs-
burg.de (M. Borek), reif@informatik.uni-augsburg.de (W. Reif).

In this paper we introduce a method to test the functional-
ity and security of a distributed application based on cryp-
tographic protocols. Our approach is model-driven and
allows the modeling of test cases with UML. Based on the
UML model Java test code is generated fully automatically,
which allows to run the tests on code level. A custom, do-
main-specific language tailored to designing and testing
security protocols as well as intuitive modeling guidelines
assist the modeler in designing test cases for complex sys-
tems. The test framework is integrated into SecureMDD
[1], which is a model-driven approach to develop secu-
rity-critical systems in the domain of e-Commerce and e-
Government. It also supports fully automatic code genera-
tion for the modeled system and allows to verify its secu-
rity properties interactively.

Section 2 introduces the SecureMDD approach. Section 3
focuses on modeling guidelines for test cases in Secure-
MDD using a running example application “Copycard”.
Section 4 explains the process of code generation and
shows the resulting test framework architecture for
SecureMDD applications. Section 5 discusses some of the
related work on model-driven testing, while Section 6 pro-
vides an overview over evaluation results. Section 7 con-
cludes this paper.
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2. SecureMDD approach

SecureMDD |[1] offers a method to model an application
in UML, supporting the design of secure cryptographic pro-
tocols between several components. Furthermore, the cor-
rectness of those protocols can be proved using formal
methods. SecureMDD also considers the implementation
of the system, providing a framework to generate execut-
able and deployable code for smart cards and terminals
(i.e. components that are connected to a smart card reader
and communicate with smart cards) [2].

A SecureMDD model of an application fully describes its
static structure using class and deployment diagrams as
well as dynamic behavior of modeled components using
sequence and activity diagrams. It utilizes a SecureMDD
UML profile, extending the models with stereotypes to
model cryptographic aspects of an application, as well as
a predefined set of security datatypes like cryptographic
keys or nonces. Each sequence- and activity diagram mod-
els a (cryptographic) protocol between several compo-
nents. While the sequences only give an overview over
the exchanged messages, the activities fully describe the
components’ behavior.

Fig. 1 outlines the SecureMDD approach. The modeler
starts off by creating an abstract, platform-independent
(PIM) UML model of his application using SecureMDD
modeling guidelines. From the PIM, three platform-specific
models (PSMs) are generated automatically (one for each
supported platform as well as for test cases), which are
used as documentation of the transformation process. In
order to be able to interactively verify application-specific
security properties of the system, a formal model is gener-
ated as well which formalizes the modeled application as
an abstract state machine. Using model-to-code transfor-
mations, deployable Java and Java Card code for terminals
and smart cards respectively is generated fully automati-
cally from the PSMs. This paper outlines how test cases
are modeled in the PIM and then transformed to Java test
case code, which instantiates the generated terminal and
smart card code in order to test it.

2.1. Model extension language

To be able to completely model a system, SecureMDD
defines a simple and intuitive programming language
called Model Extension Language (MEL). MEL an object-
oriented, null-free, UML-centric language with no support
for loops; it does, however, provide all relevant crypto-
graphic primitives and functions.

Listing 1 shows an example for a simple protocol step
defined with MEL, which instantiates an object of a previ-
ously modeled UML class MyClass (1) and assigns it to a
class attribute classAttr of the component executing
this protocol step (2). It then creates a hash of clas-
sAttr (3) by calling a predefined method hash and sends
it as a message of type Msg to the next component (4).
MEL statements are embedded in UML activity diagrams
as strings and can be used to create (cf. Listing 1, line
1) and assign variables (cf. Listing 1, line 2), access class
attributes and object fields (cf. Listing 1, line 2), do arith-
metic calculations, send (cf. List. 1, line 4) or receive mes-
sages and call (pre-) defined methods, e.g., to encrypt,
decrypt, and hash (cf. Listing 1, line 3) or sign data. An
extensive description of MEL syntax and semantics is gi-
ven in [3].

MEL code can be parsed and analyzed within the con-
text of the whole model in order to generate runnable
Java or Java Card code for each component. This Java
code can then be run inside the Java VM on PC hard-
ware, while the generated Java Card code can be de-
ployed and executed on Java Card smartcards. Java
Card hardware poses several limitations on card applet
code [4] like limited available memory and lack of gar-
bage collection, which is taken into account when gener-
ating code e.g. by reusing objects to avoid dynamic
memory allocation.

Furthermore, the SecureMDD framework allows the
automatic generation of a formal abstract state machine
(ASM) model from UML, which can then be used to verify
security properties of the modeled system using the inter-
active theorem prover KIV [5,6].

Fig. 1. Schematic depiction of the SecureMDD approach.
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obj : MyClass := create MyClass() ;
classAttr := obj;

hashed : HashedData := hash(classAttr);
Msg(hashed) ;

Listing 1. Sample MEL code.

3. Designing test cases
3.1. Test case modeling guidelines

We focus on testing code generated from a platform-
independent application model using the SecureMDD
framework to not only find protocol logic flaws, but also
bugs in the implementation. Such bugs can arise from
incorrectly implemented transformation scripts (the verifi-
cation of their correctness is work in progress [7]). We sup-
port functional tests to verify the functionality of modeled
protocols and component behavior. We also support secu-
rity test cases by modeling attack sequences to emulate at-
tacks on a protocol and find security vulnerabilities even
prior to protocol verification. Such attacks can be executed
in the real world by e.g. intercepting the communication
between a smart card and a terminal using special hard-
ware or implementing a fake terminal or smart card, which
is used to communicate with their real counterparts. It is
up to the tester and his intuition as well as experience to
try and find protocol attacks, which, if executed, will vio-
late a system requirement (e.g., because the modeler intro-
duced a protocol logic flaw in his system). Such system
requirements are formulated prior to the modeling of the
system with SecureMDD, and can also be formalized as
proof obligations for the verification with KIV. Until the
test framework was introduced in SecureMDD, functional
tests for systems modeled with SecureMDD had to be
coded by hand. Emulating an attacker was an infeasible
task, since all communication is encoded and is hard to
intercept, and has thus never been done before in Secure-
MDD. We support the interactive verification of security
properties as well, but this is a very time-consuming task
and the replaying of proofs (after finding a flaw in the pro-
tocol and fixing it) is very difficult. For this reason, it is very
important to support the intuitive modeling of tests as well
as the generation of test code. Our test cases support any
type of application modeled with SecureMDD, i.e., any dis-
tributed application running terminals and/or smart cards
and communicating via (cryptographic) protocols.

3.1.1. Test cases

Our test cases are modeled with activity diagrams using
MEL and are placed in the model project of the application.
A schematic of a test case activity diagram can be found in
Fig. 2. Test cases are structured as follows:

(1) Setup all needed components.
Since components need to be given initial state and
attribute values by calling the respective component
constructors, such initialization routines can quickly
become quite large depending on component com-
plexity. It is thus possible to reuse activities contain-
ing initialization MEL code by referencing them.

(2) Run existing protocols of the model or attack

protocols.

In order to execute a protocol or an attack, the
respective sequence diagram can be referenced from
the test case diagram using the conventional Java/
MEL method call convention; the name of the proto-
col or the attack is treated as a method name, while
instantiated components (e.g. c1 in Fig. 2(2)) are
passed as parameters. Original protocol sequence
diagrams are already part of SecureMDD modeling
guidelines as simplified versions of corresponding
activity diagrams; copies of those sequence dia-
grams can be modified to model protocol attacks.

(3) Define constraints.

By applying UML constraints to flows or nodes it is
possible to define checks like “does this smart card
attribute ever exceed a certain value” in MEL on
any of a component’s attributes prior, after or even
during a protocol run. Those checks and invariants
can be used to test the correctness of a protocol
run. If any of the constraint checks fail, the test is
aborted and the tester is notified, e.g. via the JUnit
Eclipse Ul. The checks are defined using boolean
MEL expressions and are used to check whether
the security requirements of the system hold during
runtime.

(4) Handle exceptions for protocol runs.

Since component code can throw exceptions, e.g.
when it cannot understand an incoming message,
the modeler can provide a test case exception han-
dling routine by attaching a UML exception handler
to the activity node which is calling a protocol or an
attack.

(5) Define test case control flow.

The result of a test case usually depends on the state
of the involved components after a protocol run. In
order to define different test case behavior for differ-
ent protocol or attack execution outcomes, the mod-
eler can introduce control flows using UML decision
nodes and guards containing boolean MEL expres-
sions. This proves useful when a test case contains
more than one protocol or attack call, as it allows
the modeler to let the test case determine at runtime
which protocol to execute next.

(6) Execute custom test case code.

In order to instantiate local variables, do computa-
tions or initialize component instances for the next
protocol run, the modeler can use UML action nodes
with embedded MEL code.

(7) Define test case success or failure.

For every test case, the modeler has to specify a suc-
cessful outcome by using a UML activity final node,
indicating correct application behavior and a suc-
cessful test case run (7b). The modeler can also use
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Fig. 2. Schematic depiction of a test case activity diagram.

a UML flow final node to indicate incorrect behavior
and a failing test case run (7a).
3.1.2. Protocol attacks

Designing modeling guidelines for protocol attacks by a
Dolev-Yao attacker [8] is a challenging task. Appropriate
models have to be intuitively understandable, while also
allowing the tester to easily create and modify attacks on
any supported protocol.

Our modeling guidelines allow the modification, redi-
rection, suppression and replaying of messages between
components, without introducing an explicit attacker. This
is done by renaming, adding or deleting messages from
copies of sequence diagrams depicting application
protocols.

To modify the contents of an intercepted message, we
use the MEL activity diagram convention of treating mes-
sages like method calls, using message contents as param-
eters. By adding such parameters to a message name, the
test modeler can provide new message content values as
literals. If a value is to remain untouched, an underscore
(“_") can be used as a parameter. Fig. 3(a) shows the mod-
ification of a Pay message. The first argument is set to zero,
the second argument remains unchanged. The order of
those parameters is defined in the class diagram, where
messages are modeled as classes with attributes depicting
their contents. Of course, not only the contents but the
class of the message can be changed as well, essentially
replacing the whole intercepted message; in this case,
the entire name of the message needs to be modified to re-
flect the change.

Also, the attack sequence modeler is able to save any
message into an implicitly defined variable as shown in
Fig. 3(b). This variable can be used to implement replay at-
tacks by inserting new messages into the sequence with
the same name as the variable. In this figure, the message
Load is stored in variable x and replayed later. Further-
more, it can be handled like any MEL-object of this mes-
sage class.

Any message can be redirected to almost any lifeline,
allowing the modeler to design elaborate attacks involving
more than one card or terminal. To achieve this, the mod-
eler can simply point the message to a different receiving
lifeline (see Fig. 3(c)).

To suppress a message, the modeler simply has to de-
lete it from the sequence diagram. Note that the corre-
sponding response message has to be removed as well.

To allow even more complex attacks, we introduce MEL
code in sequence diagrams beyond simple message storing
in variables. By inserting to-self-messages which contain
valid MEL-code, it is possible to manipulate intercepted
messages or create new messages. This enables the mod-
eler to create objects in order to assemble new messages
and use crypto primitives like hashing, signing or en-/
decrypting. The modeler has access to previously stored
messages and the attributes of the component which is
represented by the lifeline. Fig. 3(d) shows an example
for such custom code, which creates a new object of class
A using parts of the previously saved Pay message and
hashes it. The result is then being sent as the content of
the ResPay message.

Table 1 summarizes the allowed test case constructs by
describing the supported UML elements and their function.
It also reflects the proposed order in which such test cases
can be constructed. Similarly, Table 2 summarizes the sup-
ported building blocks for specifying a protocol attack. For
a complete description of MEL, the modeling guidelines for
SecureMDD activities as well as sequence diagrams and
their control flow see [3].

This section might beg the question why our test cases
are not being generated automatically, without being mod-
eled first. After all, it is possible to derive functional test
cases from a model using additional model elements like
constraints. Initial component state and attributes as well
as user message values could be generated, looked up in
a pool of predefined values or set by the modeler. However,
modeling functional test cases manually still makes sense
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(b) Saving and replaying messages

(¢) Redirecting messages

(d) Executing custom MEL code

Fig. 3. Protocol attack model elements.

Table 1
Test case building blocks and their purpose.

UML element

Function in test cases

Activity

Activity Partition named “Testcase”
Initial Node

Control Flow

Call Behavior Action

Contains either a single Call Behavior Action or an Activity Partition
Encapsulates test case specification

Initiates test case

Depicts the order of execution of Activity Nodes linked via the Control Flow
Executes MEL code (used e.g. for creating local variables or setting component

Call Behavior Action linked to Activity containing single
Call Behavior Action

Call Behavior Action linked to Sequence Diagram depicting
a protocol or an attack with constructor call

Exception Handler

Call Behavior Action with incoming Exception Handler
via Input Pin

Constraint ona Control Flow with embedded boolean MEL
assertion

Constraint ona Call Behavior Action linked to Sequence
Diagram

Flow Final Node

Activity Final Flow Node

attributes)

Executes MEL code in referenced Call Behavior Action (used for component
initialization)

Executes the linked protocol or attack with components provided as constructor
arguments

Depicts the control flow if an exception occurs in the source Activity Node
Executes MEL code on exception

Evaluates the embedded MEL assertion, aborts the test case on error

Evaluates the embedded MEL assertion before and after each protocol or attack step
in linked Sequence Diagram, aborts the test case on error

Concludes the test case as not successful

Concludes the test case as successful

in certain scenarios, e.g. to test different pre- and postcon-
ditions for different protocol runs, initial component states
or attribute values or to define more complex initialization
routines; furthermore, criteria for automatically generat-
ing security test cases are not clear. While it would be pos-
sible to create generic, predefined protocol attacks to
automatically assemble security test cases, most applica-
tion specific attack scenarios could not be covered using
this strategy. Thus, especially for security-critical systems
it is important to provide a test framework and modeling
guidelines to allow the manual modeling of test cases,
and to complement this modeling process by providing
some automatically generated test case models as well as
support for a library of predefined protocol attacks in the

future. Moreover, security patterns databases such as pro-
vided by Open Security Architecture! could be used to en-
hance such libraries as to benefit from the collective
knowledge on existing security problems and flaws.

3.2. Testing the “Copycard” application

“Copycard” is an example application modeled in
SecureMDD which allows depositing points on a smart
card by inserting money into a terminal and to redeem
those points at a copying machine. This application uses

! Open Security Architecture (OSA), http://www.opensecurity
architecture.org.
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Table 2
Protocol attack building blocks and their purpose

UML element

Function in test cases

Message (synchCall)
synchCall, message name and position same as in original protocol

synchCall, message name and position same as in original protocol, as

constructor

synchCall, message name and position different from the original protocol

synchCall, message name and position same as in original protocol, different

message target
synchCall, message is assigned to variable
synchCall, message name is a variable
synchCall, followed by another with same source and target

synchCall, same source and target

Depicts message to be sent at this point in the protocol
Attacker ignores this message

Attacker substitutes message content with constructor
arguments

Attacker discards original message, substitutes it with the new
one

Attacker redirects message to new target component

Attacker intercepts and saves message for later use

Attacker injects previously saved message

Attacker suppresses the answer to first message and injects a
new one

Attacker executes MEL code in the context of the source/target
component

the protocols pay, 1oad and getBalance. Protocol pay is
initiated between a card and a terminal when the user
wants to redeem his copycard points by requesting a copy
and inserting his card into a copying machine. Protocol
load, on the other hand, is used to load points on the copy-
card. In both protocols, the components generate a chal-
lenge and exchange a hashed secret passphrase to
authenticate themselves.

3.2.1. Security testing

The developer has to ensure that no money is lost or
generated by a malicious user (i.e. an attacker could try
to program his own copycard or try to load money on his
copycard by programming his own terminal) or a flaw in
the system. Only a real, verified terminal can be used to
load the copycard, and only a real copycard can be used
to pay for copies. We are interested in testing the actual
code implementation by running functional test cases or
modifying the message flow between a terminal and a
smart card, as an attacker would do.

Fig. 4(a) shows an attack on the pay-protocol; this is a
modified copy of a sequence diagram describing the pay-
protocol, which is already part of the model.?

The message flow of this protocol between the terminal
and the card can be learned from Fig. 4(a), as the shown at-
tack only tries to modify the contents of the Pay message
and set the amount to be paid to zero. The protocol is ini-
tiated by the user (i.e. the GUI accessed by the user) by
sending a URequestCopies message to the terminal, con-
taining the amount of copies to be made. The terminal then
sends a Pay message to the copycard containing the
amount of points to be subtracted from the card’s balance,
as well as a randomly generated challenge. The card sub-
tracts this amount from its internal balance and calculates
a hash of a secret passphrase and the received challenge.
This hash is sent to the terminal via the ResPay message,
which also calculates a hash using the same data and com-
pares it to the received message prior to printing the cop-
ies. This procedure is done to authenticate the copycard to
the terminal (using the passphrase) and to prevent replay
attacks (using the challenge).

2 A version of the Copycard model can be found at http://www.infor-
matik.uni-augsburg.de/lehrstuehle/swt/se/projects/secureMDD.

As a tester we assume a flaw in the protocol, allowing a
Dolev-Yao attacker to modify the amount sent by the ter-
minal so that no points are debited from the Copycard bal-
ance. We base this attack on the intuition (which is usually
grounded on creativity, experience and knowledge about
common protocol attacks) that the terminal might not
check whether the card debits the correct amount of
points. Since the Pay message consists of more informa-
tion than just the amount, we can specify the other content
to stay untouched with an underscore “_" as an argument
(see Section 3.1). We can then prompt the test framework
to run the pay-protocol using the modification specified in
Fig. 4(a) by defining a test case pictured in Fig. 4(b). There
we first initialize the three components User, Copying-
Machine and Copycard. In the next step we initialize
the attributes of the components. The attribute value of
the user is set to three, the card’s balance is set to 10. Then
we call the payNothing attack protocol (see Fig. 4(a))
requesting three (the users’s value attribute) copies from
the copying machine. During the protocol run, the invari-
ant card.balance <= 10, modeled as a constraint on the
protocol run node is checked at all times, to exclude the
scenario where the attacker can generate points by eject-
ing the card during the protocol run. As a modeler and a
tester, we want the pay-protocol to be secure; the test case
is modeled to fail, if the attack on the protocol was success-
ful, which in this case would also mean that none of the
components fail to process an incoming message. If one
of the components does not understand an attacker mes-
sage and aborts or the card does not accept the modified
amount of points, it throws an exception. This exception
will be caught by the test case, as a UML exception handler
was attached to the protocol call by checking the con-
straint card.balance ==10. If this assertion check does
not fail, the test case succeeds, which is modeled with an
Activity Final Node. If no exception was thrown then
all the components processed the attacker-modified mes-
sages successfully, in which case the attacker receives free
copies; in this case, the test case is thus modeled to fail by
employing a Flow Final Node.

The pay-protocol can be easily fixed by including the
amount of points to be debited in the hash calculation.
Then the terminal is able to detect when a copycard re-
ceives the incorrect amount of points and would not print
any copies.


http://www.informatik.uni-augsburg.de/lehrstuehle/swt/se/projects/secureMDD
http://www.informatik.uni-augsburg.de/lehrstuehle/swt/se/projects/secureMDD

(a) payNothing attack on the pay-protocol
to receive free copies

(b) Executing the attack

Fig. 4. Calling a protocol attack payNothing (a) from test case (b).

3.2.2. Functional testing

Application components can misbehave even if no mali-
cious attacker is present, simply because of bugs in the
protocol specification or actual implementation. It is there-
fore sensible to also employ functional testing in order to
assure correct application behavior. For instance, in case
of the pay protocol of the Copycard application, we should
make sure that the correct amount of coins is subtracted
from the card balance, and only if it is not being overdrawn
in the process. To do so, we design a test case that calls the
original protocol pay and introduces checks and con-
straints that ensure that those application specific require-
ments are satisfied.

Such a test case is shown in Fig. 5. There we initialize
the same components as in the security test case in
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Fig. 4(b). In order to minimize future modeling effort, we
store the initialization routine from Fig. 4(b) in a separate
activity diagram and reference it from our test case (1),
as described in the beginning of this section. In the next
step, we set the initial card balance to 90, and the amount
of requested copies to 100 (2). In order to be able to refer-
ence the initial card balance as well as the amount of
points to be subtracted, we store those values in the local
variables balance0ld and value respectively. We now
call the original pay protocol by referencing its sequence
diagram and providing the initialized components stored
in the local variables user, terminal and card as param-
eters (3). Assuming that the user is able to remove his card
from the reader at any time, we need to make sure that the
card balance never exceeds the initial balance during the
protocol run. Otherwise, the user could generate points
by yanking out his card at the right time. We do this by
introducing the constraint card.balance <= balance0ld
in (3). Similarly, the user also should not be able to lose
more money than he would have paid for the copies this
way, which we ensure by applying the constraint
card.balance >=balance0ld - value to the protocol
run in (3).

If the protocol run does not fail by throwing an excep-
tion, the initial card balance must have had exceed the
amount of points to be subtracted. The test case must
therefore succeed if this property holds, which we model
by utilizing a UML decision node and the UML guard bal-
ance01ld >=value (4) on the path to a Activity Final
Node. Additionally, the internal card balance must have
decreased exactly by the amount of requested copies,
which we ensure by wusing the constraint card.
balance ==balance0ld - value (5). If the card did not
have sufficient funds to cover the cost of requested copies,
but has not indicated this by throwing an exception, the
test case fails (6).

Should the protocol run fail, i.e., should any application
component throw an exception, the card must not have
had enough points to pay for the requested copies. This
case is modeled by catching a thrown exception using an
exception handler (7) and only letting the test case succeed
if the guard balance01d >= value is false. In this case, the
card balance must remain unchanged, as enforced by the
constraint card.balance == balanceOld. The test case
is then modeled to succeed (9), which is the expected
behavior for the values provided during the initialization
phase (2) as we are trying to pay for more copies than
we can afford, and to fail otherwise (8).

4. Generating code

SecureMDD uses model-to-model and model-to-text
transformations to generate platform-specific UML models
as well as deployable Java and Java Card>-code.

Several platform specific UML models are generated
from the input model using QVTO* scripts: one for each

3 http://www.oracle.com/technetwork/java/javacard/index.html.
4 Operational QVT Language for model to model transformations, http://
www.eclipse.org/m2m)/.


http://www.oracle.com/technetwork/java/javacard/index.html
http://www.eclipse.org/m2m/
http://www.eclipse.org/m2m/
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Fig. 5. Functional test for the pay protocol.

component type respectively (terminal, smartcard and/or
service) and one for test cases.

Code for each component like terminal or smartcard is
generated into an own independent package using XPand.’

We have also implemented an Eclipse GUI plugin which
allows the modeler to execute the aforementioned trans-
formations easily for the selected UML model directly from
the Eclipse user interface.

4.1. Intercepting messages

A modular plugin-system is needed for test cases to be
able to interact with (emulated) components in order to
check constraints at run-time or modify the protocol flow.
On the one hand, the component code should stay inde-
pendent from the test case code, as to ensure that the
deployable code base stays free of testing artifacts. On
the other hand, however, the test case code must be able
to access the internal states of application components as
well as change the message flow and contents.

Those seemingly incompatible goals are achieved by
extending generated component code with generic inter-
faces for plugin-hooks. Special Gate-classes are introduced
and are used to hook into the message-handling routines
using those interfaces. For each attack invocation in every
test case, a Gate-class is generated automatically. Such
gates are able to check any given list of constraints at every
protocol step of each component, and also to read and

5 XPand: statically-typed template language for model to text transfor-
mations, http://www.eclipse.org/modeling/m2t/?project=xpand.

modify their sent messages, emulating a Dolev-Yao-at-
tacker. It is possible to hook and unhook gates at any given
moment, allowing us to generate test case-independent
and still deployable component-code and introduce new
test cases without having to change component code.

Fig. 6 shows a draft of the used gate class hierarchy. A
DefaultGate implements each component’s Gate inter-
face and can be used instead of its default instance of Dum-
myGate, a dummy class used only as a placeholder to
forward component’s sent messages to the intended recei-
ver. DefaultGate optionally contains a list of constraints,
is used by functional test cases and can be extended by
custom gates, which are used to implement protocol mod-
ifications. Each CustomGate implements an attack on a
protocol by providing methods to intercept and modify, in-
ject or redirect messages as modeled in the corresponding
attack sequence. Those methods extend the default send-
methods of the components. Every test case instantiates an
appropriate Gate-class prior to executing a protocol (or a
protocol attack) and replaces the DummyGate implementa-
tion with the instantiated Gate for each component, thus
forcing it to execute custom test case code prior to sending
a message.

Listing 2 shows an excerpt from the automatically gen-
erated Gate-class for the payNothing-attack on the Copy-
card application as described in 3.2. In particular, in depicts
the method handleCopyingMachineSend(...), which is
executed by the CopyingMachine terminal prior to sending
a message if its DummyGate implementation is replaced
with this CustomGate by the test case. This method emu-
lates an attacker who intercepts any message sent by
CopyingMachine. First, he decodes the intercepted,


http://www.eclipse.org/modeling/m2t/?project=xpand
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Fig. 6. Custom Gate class hierarchy.

type-length-value (TLV)-coded SecureMDD message (lines
7-10). Since he has been counting the outgoing messages
(lines 14, 37), he knows that the next (in this case first)
message must be of type Pay (lines 21-22), which he has
to modify according to the attack model (cf. Fig. 4(a)). He
proceeds to do so by setting the amount-attribute of the
Pay message to zero (line 26), TLV-encoding the message
(line 27) and (re-) directing it to the Copycard (line 28).
The new message is returned by handleCopyingla-
chineSend(... ) to the invoking component, i.e., the
CopyingMachine terminal, which then sends it to the
Copycard as directed by the attacker.

4.2. Checking constraints

Each constraint that defines invariants on protocol runs
in the test case models is used to generate a separate con-
straint class. This class contains the condition check,
implemented as a JUnit assert, which in turn is derived
from the MEL statement inside the modeled constraint.
Such invariants can reference component attributes as well
as test case variables and are thus automatically initialized
with the current test case context, i.e. they contain a copy
of all variables declared prior to the protocol call.

MEL as a language as well as appropriate model trans-
formations had to be extended to support test case specific
features. Since test cases should be able to reference clas-
ses from any component package (e.g. for initialization
purposes), a Java-like package referencing has been imple-
mented using component class names as implicit packages.

Modeled test cases are generated fully automatically
into a test case package and can be run comfortably as JU-
nit-tests; smartcard code is run inside an emulator to
speed up the testing process. The code needed to set up
the emulator as well as initialize the smartcard applet is
generated automatically.

5. State of the art and related work

Model-driven testing is a well-researched area with a
variety of available implementations, none of which were
found to be optimally compatible with SecureMDD.

Bouquet et al. [9] introduce their own guidelines for mod-
eling applications in UML and OCL, which allow test cases
to be generated automatically from the application model.
However, they do not consider security testing of
protocols.

Sensler et al. [10] introduce an approach which focuses
on designing and generating functional test cases for web
applications. Although the underlying platform only con-
siders functionality tests, some features of test case model-
ing like defining reusable subprocedures and keeping the
test cases modular inspired our own test case design
guidelines.

Fourneret et al. [11] focus on defining security proper-
ties for models of smart card applications, verifying those
models using the UMLsec approach [12]. Those properties
are then used to generate appropriate test cases for the
application. This work, however, does not focus on model-
ing attacks on cryptographic protocols.

Jirjens and Wimmel [13] (see also [14]) present work
for tool-supported, systematic generation of security test
cases for the implementations of formally specified secu-
rity systems, but leave the development of a test case spec-
ification language such as presented in this paper as future
work.

Wimmel and Jiirjens [15] discuss mutation-based test-
ing for a model of a security-critical system. Test sequences
are determined using application properties by mutating
the application specification w.r.t. stated system
requirements.

Blackburn et al. [16] present a model-based testing ap-
proach for automatic test case generation. Models of secu-
rity requirements are used as a basis for automatic test
vector generation. The approach focuses on Oracle and
Interbase database engines.

Morais et al. [17] use attack trees to systematically de-
scribe and rate the security threats, from which attack sce-
narios can be derived and refined to executable scripts.
Their approach is assumes known system vulnerabilities,
while being able to find new vulnerabilities is stated to
be future work.

In [18], Wang et al. present an approach to model threat
scenarios (such as an unauthorized user accessing the
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public GateMsg handleCopyingMachineSend (
generated .copycardWithTestcases.terminal.copyingMachine.CopyingMachine
_terminal ,
GateMsg sendMsg) {
generated.copycardWithTestcases.terminal.copyingMachine.CopyingMachine

terminal = _terminal;
try {
Coding . getInstance () .decodelnit () ;
Message msg = (sendMsg != null && sendMsg.data != null)
? (Message) Coding. getInstance ().decode(sendMsg.data)
null;

byte [] prevMsgData;

/+* which protocol step is this? x/
switch (getStepCopyingMachine()) {
/+* CopyingMachine is supposed to send the message Pay x/

case (0)
System . out

Pay”);

if (!(msg instanceof Pay))
msg = new Pay () ;

((Pay) msg).setAmount (0) ;

break;
default
break;

} catch (Exception e) {
e.printStackTrace () ;

} finally {
incStepCopyingMachine () ;

}

return sendMsg;

.println (?\t\t*Executing_man—in—the—middle_attack_for_message.

/% create new message if needed x/

/* alter output message x/
System.out.println (?\t\t*Setting _Pay.amount_to.0");

sendMsg.data = encode (msg) ;
sendMsg. dir = Direction .CARDCM;

Listing 2. Excerpt from generated Gate-code for the payNothing-attack on the Copycard.

security-critical system) using UML sequence diagrams.
From those scenarios, threat traces are generated, which
are then compared against traces produced by randomly
generated test cases. If a match is found, the tested system
is assumed to be vulnerable.

Schieferdecker et al. [19] discuss the current state of the
art in model-based testing, noting that the combination of
security modeling and test generation (such as presented
in this paper) is still a challenge even in academic research.
They introduce their own approach based on risk-based
security testing, where security-critical risk factors and
threats are weighted in order to focus on the generation
of relevant test cases. They also describe model-based fuz-
zing of sequence diagrams depicting use case scenarios in
order to find system vulnerabilities, which is presented in
more detail by Schneider et al. [20]. Sequence diagram
messages can be deleted, inserted, repeated by the fuzzing
algorithm.

Apel et al. [21] use a model-based approach to test case
generation and evaluate it using the electronic health card
case study. The smart card application is modeled as an
asynchronous automaton, from which abstract command
traces are generated and translated into concrete APDUs
for the smart card. However, they do not consider security
of the tested application.

Testing cryptographic protocols has different challenges
than those tackled by approaches focusing on testing of
other types of security-critical applications (e.g., for access
control policies [22]), which is why they are not discussed
further in this section. Similarly, approaches that focus on
finding vulnerabilities like buffer overflows or SQL injec-
tions (e.g., [23]) are also not comparable to the goals of
our approach.

Notably, protocols and application-specific properties
like “card balance can only be increased by the value of in-
serted money into the terminal” often employ arithmetics



on integers. Thus, model-checking them may be infeasible
due to the resulting large search space, even if supported
by some model-checking tools like AVANTSSAR [24]. Gen-
eration of test cases based on the results of such tools as
proposed in [25] or [26] would therefore suffer from the
same limitation. This suggests the use of interactive verifi-
ers as well as testing techniques such as proposed in this
paper.

To confirm this assumption, we have integrated
AVANTSSAR into SecureMDD [27]. The main challenge
was to find a suitable translation of MEL code embedded
in SecureMDD application activity diagrams to ASLan++,
the formal security specification language used by
AVANTSSAR. Further challenges included determining the
model checking constraints like the number of component
instances, as well as translating application specific prop-
erties to suitable formal expressions understood by
AVANTSSAR. In order for AVANTSSAR to be able to handle
the usually rather complex SecureMDD application proto-
cols, the resulting specification must be an abstraction of
the original application model. Such an abstraction must
not alter component behavior w.r.t. relevant application
specific properties, which must be shown formally.

We have implemented an automatic translation of a
SecureMDD application model to an ASLan++ specification
which is automatically abstracted in order to reduce the
size and complexity of the specification. The main observa-
tion confirmed our initial assumption that while automatic
model-checking can indeed be used to find some system
vulnerabilities, more complex applications that have been
used as SecureMDD case studies were too large even after
automatic abstractions to find any serious flaw in reason-
able time. In those cases, AVANTSSAR could still be used
to check whether the system is vulnerable to a manually
constructed attack trace; however, the same can be done
using our testing approach in a much more comfortable
fashion, while testing the actual code base instead of an ab-
stracted specification of the system.

5.1. Advantages and limitations of testing with SecureMDD

Our approach to model-based security and functional
testing allows the manual modeling of test cases and pro-
tocol attacks, whereas most of the aforementioned work
focuses on automatic generation of test case scenarios
and protocol attacks from the system model. This allows
us to focus not only on application-independent proper-
ties, but also on security properties specific to the tested
application for which tests often cannot be generated auto-
matically. Furthermore, manual tests are inherently more
flexible as they are based on the tester’s experience and
intuition, which is very hard to automate. Since manual
tests are usually hard to implement for complex systems
and even more harder to maintain, this paper offers intui-
tive guidelines for the manual modeling of test cases and
protocol attacks. Such test cases are linked with the tested
application model (by reusing its elements and compo-
nents) and their code is generated fully automatically. This
allows for easily maintainable collection of test cases; also,
testers do not have to be intimately familiar with the sys-
tem'’s implementation or low-level protocol details while
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still being able to design complex, application-specific
tests and protocol attacks.

We are not aware of another approach that allows the
UML modeling of protocol attacks and automatic genera-
tion of test case code for the actual implementation of
the tested application. Compared with other approaches,
ours offers automation when generating code for manually
specified test cases, while other focus on automatic gener-
ation of test case specifications. Naturally, this allows for
more flexibility, but also relies on experience and intuition
of the tester. In a way, this can be compared to interactive
verification as opposed to fully automatic verification
tools; while the former offer more flexibility, the latter al-
low for a more painless approach to verification, which,
however, is often limited to preprogrammed verification
techniques and/or applications of still manageable scale.
A combination of both manual and automatic test case
specification is preferred, and is considered future work.

The implementation of our testing approach is currently
limited to applications modeled with SecureMDD, i.e., sys-
tems consisting of smart card applets and Java terminal
programs that communicate using (cryptographic) proto-
cols. Moreover, we do not generate test cases automati-
cally without having modeled them beforehand, which
would allow less experienced system designers and testers
to test SecureMDD applications automatically. Finally, we
do not support protocol fuzzing, i.e., the (semi-) random
generation of messages and message contents, which
would help finding flaws in the low-level implementation
of message handling (i.e., the TLV-encoding); as of now,
an attacker is only able to construct well-defined Secure-
MDD messages.

6. Evaluation

The test case modeling and generation have been suc-
cessfully evaluated using several SecureMDD case studies
more complex than Copycard. Functional test cases were
modeled for a smart card application AgeVerification that
uses public-key cryptography and certificates for age veri-
fication on the smart card. The ability of the smart card to
perform the age verification correctly with different dates
was successfully tested. The SecureMDD model of the
real-world smart card electronic cash system called Mon-
dex that uses symmetric cryptography for transferring
money between cards has also been extended with both
functional and security test cases. There, the system was
tested to assure that the card behaved correctly, e.g., when
trying to debit large amounts of money or when an attack-
er disrupts the intended message flow. Another implemen-
tation of a money purse that uses asymmetric
cryptography was tested w.r.t. functionality and security
by modeling and automatically generating appropriate test
cases. In this case, the application was tested to assure cor-
rect behavior when paying with a smart card implement-
ing the money purse. In particular, we tested whether
the correct amount of money is subtracted in case of a suf-
ficient card balance, or an exception is triggered otherwise
while the card balance remains unchanged. In order to as-
sure that the application is resilient against an attacker,
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several protocol attacks were modeled that replayed, redi-
rected or modified critical messages to and from the smart
card. eGK (elektronische Gesundheitskarte, engl.: elec-
tronic health card), the biggest and most complex Secure-
MDD case study to date [3] that emulates the behavior of
the German electronic health card has also been exten-
sively covered with functional and security test cases,
including numerous protocol attacks that aim at generat-
ing or modifying medical prescriptions stored on the card.
Since those case studies had already been formally ver-
ified w.r.t. their security properties, no new bugs or attacks
were found using this method. However, by including pre-
viously found and fixed vulnerabilities into the application
models, the testing approach was successful at detecting
them when suitable test cases were specified. The testers
positively noted the straight-forward modeling guidelines,
but wished for a more flexible mechanism to share mes-
sages between different protocol runs that does not in-
volve changing the internal state of participating
components. This extension is part of future work.

7. Conclusion and outlook

Defining and verifying security attributes of applica-
tions is an important part of the development process with
SecureMDD, as shown in our previous work [28]. With the
new modeling guidelines presented in this paper it is now
easily possible to also test those attributes and to exploit
found vulnerabilities by designing appropriate test cases.
By testing the actual, deployable codebase we provide a
testing environment close to the real world. Thus, by intro-
ducing and executing test cases in the early stages of appli-
cation modeling, the modeler is able to detect errors and
security vulnerabilities before the (optional) verification
phase of application development with the SecureMDD ap-
proach. Since the verification itself can become a lengthy
task depending on the size and complexity of the applica-
tion even when using the tightly integrated interactive ver-
ifier KIV, it is important to allow quick test case modeling
and execution and provide clear and understandable re-
sults. The SecureMDD approach has been evaluated with
students over the course of several years, while modeling
of test cases has been used by the supervisors to test the
students’ SecureMDD applications.

Recently, SecureMDD has been extended with web ser-
vices as supported component type in addition to termi-
nals and smart cards. The test case framework introduced
in this paper will also be extended to support security
and functional testing of web service components. Such
an extension is not trivial, since web services often employ
databases, which in turn can introduce new attack vectors
like SQL injections. Another challenge is that web services
process requests by more than one user in parallel and
operate on shared memory. It must therefore be made sure
that actions of those users do not interfere with each other.
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