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Chapter 1.5

Constraining Self-organisation

Through Corridors of Correct Behaviour:
The Restore Invariant Approach

Florian Nafz, Hella Seebach, Jan-Philipp Steghofer, Gerrit Anders,
and Wolfgang Reif

Abstract Self-organisation aspects and the large number of entities in Organic
Computing (OC) systems make them extremely hard to predict and analyse. How-
ever, the application of OC principles to, e.g., safety critical systems, is usually
not conceivable without behavioural guarantees. In this article, a rigorous approach
called the Restore Invariant Approach is presented, which provides a specification
paradigm and a formal framework that allows to give guarantees for a system despite
of self-organisation. The approach provides a method for specifying unwanted sys-
tem states by constraining the system and defining a corridor of correct behaviour.
Furthermore, a decentralised algorithm for monitoring and restoring the invariant
based on coalition formation is presented.

Keywords Self-organisation - Formal verification - Decentralised algorithms

1 Introduction

Today, self-organisation is used to cope with the rising complexity of systems that
often consist of a vast number of entities. These systems try to fulfil a global goal,
often realised by a combination of local decisions and interactions with other en-
tities. They are not influenced by an external control and they have the ability to
find their system configuration on their own. This configuration is changed dynam-
ically during runtime, depending on the current situation. These kinds of systems
are desirable as self-organisation makes them highly resilient, adaptive, and robust.
This makes them ideally suited for applications in which safety is a critical issue
and in domains that have to deal with changing environments and unexpected dis-
turbances. However, such domains require rigorous techniques for safety analysis
or verification in order to get a system approved for deployment. Especially in auto-
motive systems, aviation, railway, or production automation, proofs are required in
order to show that the systems behave as intended.

Usually, the behaviour of a dynamic and autonomous OC-system is hard to pre-
dict and the concrete reaction to a particular situation is not necessarily determin-
istic. Therefore, techniques need to be developed that deal with the unforeseeable
outcome of self-organisation processes. It is not feasible to specify the system by
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explicitly listing all states that are acceptable or wanted. The Restore Invariant Ap-
proach (RIA), developed by the project SAVE ORCA! and presented in this article,
provides a different approach by specifying a corridor of correct behaviour. This is
done by defining an invariant separating “good” system states from “bad” ones. The
system tries to maintain this invariant as long as possible in order to stay within this
corridor. The property that the system behaves correctly as long as it evolves within
the corridor, is then subject to verification.

The verification techniques based on the specification of the corridor allow giving
behavioural guarantees for an OC-system. However, the proof of these guarantees
hinges on the correctness of the algorithms that are used for configuring the sys-
tem in order to stay within the corridor. Such algorithms make use of the system’s
flexibility and its degrees of freedom in order to find new configurations to com-
pensate system failures. Here, a decentralised algorithm for local reconfiguration
of OC-systems based on coalition formation is presented. It uses local knowledge
and does not need a central component for reconfiguration. The correctness of the
reconfiguration algorithm is verified by the use of a result checker that assesses a
configuration before it is enacted in the system.

This article is structured as follows: In Sect. 2 the Restore Invariant Approach
is presented; it provides a method for the specification of OC-systems. Further, the
framework for formal verification is sketched. An example scenario, which is used
in the subsequent sections to illustrate the approach, is presented in Sect. 3. The
definition of corridors of correct behaviour is described in Sect. 4. Then, a decen-
tralised reconfiguration algorithm is detailed in Sect. 5. The article concludes with
a summary of results and an outlook.

2 The Restore Invariant Approach

In this section the Restore Invariant Approach (RIA) is presented, which provides
a specification technique for behavioural corridors and a core concept for treating
OC-systems. The principle of the RIA is that the behaviour of an OC-system is spec-
ified by a predicate logic formula (called invariant), which defines the behavioural
corridor of the system. The system’s goal is to stay within this corridor as long as
possible. Whenever the corridor is left, which corresponds to a violation of the in-
variant, the system starts a self-organisation phase and reconfigures itself in order
to get back into the corridor and to make the invariant hold again. RIA also provides
the basis for formal verification for ensuring functional correctness.

This idea of RIA leads to a two-layered view of an OC-system: one layer contains
the functional part of the system and is often called the system under observation
and control [6]; the other one contains the self-x intelligence and is responsible for
monitoring the system and for reconfiguration in case of failures or disturbances.
This is often realised with an Observer/Controller (O/C) architecture [12]. Figure 1
shows such an architecture.

Formal Modelling, Safety Analysis, and Verification of Organic Computing Applications.
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The O/C layer can be either one O/C component monitoring the whole system
or distributed Observer/Controllers on top of each agent, as described later in this
article. The Invariant Monitor observes the system; whenever the specified corridor
is left (i.e., the invariant is violated), it reports this and the current system state
to the controller. The controller then tries to find a new configuration of the system
that fulfils the invariant and leads back into the corridor. In OC-systems bio-inspired
algorithms are often used. These algorithms are not necessarily sound nor complete.
Therefore, a Result Checker component checks the output of the mechanism before
forwarding it to the functional system, ensuring that only results that are consistent
with the invariant are relayed.

In the following, a formal view of RIA is given. Further, the connection to system
verification and the resulting proof obligations are presented.

2.1 A Formal View on the Restore Invariant Approach

As already mentioned above in the informal description of RIA, OC-systems have
to deal with failures and environmental disturbances. These disturbances force the
system into a state where it cannot fulfil its functionality. Therefore, two disjoint
sets of states of an OC-system can be distinguished:

o aset Sfye of functional states, in which the system can provide the desired func-
tionality,

o a set Syeconr Of erroneous or reconfiguration states in which the system cannot
provide the functionality and a reconfiguration has to take place to get back into
a state within S

Formally, the execution of an OC-system is the set of all possible traces. One
trace out of this set describes a sequence of states and one possible temporal evolu-
tion of the system over time.
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The advantage of an OC-system is that it has the ability to compensate failures
to get back into a functional state where it meets its requirements again. Traditional
systems without self-x properties and any degree of freedom have traces in which
the system gets into an error state, e.g., because of a component failure, and cannot
recover from there.

Figure 2 shows a sample trace of a system. Spmc = {00, ..., 06} is the set of
functional states that are within the behavioural corridor. All states that are not in
the corridor belong to the set of reconfiguration states. Whenever a failure occurs,
the system starts a self-reconfiguration and reaches a state within S, which shows
correct functional behaviour again.

This view is similar to the one proposed in Chap. 1.1. However, what is called
dead space there is not explicitly considered. Here, states in which the system cannot
successfully be reconfigured anymore are subsumed under Syecons. It is assumed that
the system continuously tries to find a way to get back to the corridor, but fails to do
SO.

The RIA idea is to define the corridor of correct behaviour by defining a pred-
icate INV called invariant, which holds in all functional states and does not hold
otherwise. The predicate is called invariant as the system’s goal is that this predicate
holds on the entire trace. The set of states in the corridor can therefore be defined
as Sfe '= {0 € S|INV(0)}. Traces consisting only of states in Spne are in some
sense correct or “good” traces within the corridor and lead to expected behaviour.
It is desired that an OC-system has only traces that consist of functional states or—
whenever a failure occurs and it enters a state out of Syeconf := S \ Spunc—there will
eventually be some state o € Sg later in the trace. This property can be formalised
as a temporal logic property LJINV v LJ(—=INV — ©INV). In essence, this means
that the system reconfigures. The temporal operator LJINV states “INV holds now
and will always hold in the future”, while ¢ INV means “INV holds now or will
eventually hold in the future”. For more information about the temporal logic used
here and its operators, please refer to [4].

This formula can also be used for the specification of the self-reconfiguration
(Speceyr,) mechanism of the system. The formula specifies the effect of self-
organisation and its properties. Again, only properties of the result are specified,
not a detailed solution. This reflects exactly the idea of the behavioural corridor,
where no exact configurations are specified, just required properties.

Self-organisation after a component failure decreases redundancy, as, e.g., bro-
ken hardware components cannot be replaced or resources of an agent are not usable
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anymore. Nevertheless, the system’s functionality can still be provided, e.g., because
another component can take over. But as redundancy is not unlimited, it also means
that there is some point at which restoring the invariant is not possible anymore. For
a realistic (non-perfect) self-organisation, we need to modify the specification by
adding a predicate @ that states that no solution is possible anymore or some even
weaker property, e.g., that no solution was found. This can be seen as the separation
of survival space and dead space from Chap. 1.1. With some simplifications, the
specification of the reconfiguration then looks as follows:

Specgey = UL(INV — o(INV V ©))

The predicate @ can be seen as a quality predicate. Depending on how it is
formulated, the used algorithms can fulfil the specification or not. For example,
the weakest @ states “Algorithm result is found-no-solution” whereas the
strongest is ® = false (“Reconfiguration is always possible and successful”). Usu-
ally, properties in between, like “Enough redundancy is available” or “A functional
state is reachable”, are used for the specification.

2.2 Behavioural Guarantees

The separation of reconfiguration and functional parts of a system and the specifica-
tion of behavioural corridors by invariants which are separating ‘good’ from ‘bad’
states build the foundation for verification of functional correctness and thus for be-
havioural guarantees for highly dynamic OC-systems. The underlying formal foun-
dation [9, 10] allows a separated verification approach, in which verification of the
used reconfiguration mechanism can be performed independently of the verification
of the system’s properties by using just the specification of the self-reconfiguration
instead of the actual implementation. This leads to two steps in the verification pro-
cess:

e Verification of expected properties P based on the formal model of the functional
part of the system SYSy,. relative to the specification of the self-reconfiguration

Specgep.y:
SYSfunc N Specsppx E P

o Verification of the self-reconfiguration mechanism o/c;yp; using the invariants
described in Sect. 2.1 against its specification Spec,,.:

o/Cimpl E Specself_x

Verification of the Functional System

Usually, the functional system consists of several components running in parallel.
A component is specified as a transition system and has trace-based semantics which
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is in line with the previous formal considerations. The complete functional system is
the parallel composition of all components. More precisely, an interleaving seman-
tics is used. Properties are formalised with Interval Temporal Logic (ITL), which
explicitly includes the environment. This allows for a separation of system and en-
vironment. Further, an arbitrary environment can be considered without stipulating
syntactic restrictions for the formulae describing the behaviour. More details on the
formal semantics and the used logic can be found in [4].2

As OC-systems have a potentially vast number of components that are not prede-
fined and can change during runtime, a monolithic verification of the whole system
is not feasible. Therefore, a compositional method is used, in which parts of the sys-
tems are regarded separately before the analyses are combined to make statements
for the complete system. This technique allows to give global guarantees by local
reasoning about individual components. A compositionality theorem was proved
that ensures correct lifting of the local properties to a global level and that defines
the required proof obligations. The application to systems with self-x properties is
presented in [10], which provides more details about compositional verification of
OC-systems with RIA. With this approach, the verification of the functional system
can be performed offline without the need of explicit consideration of the actual
self-reconfiguration algorithm used.

Verification of Self-x Mechanisms by Verified Result Checking

The second step is to verify that the used self-reconfiguration mechanism is correct
with respect to its specification. In OC-systems bio-inspired algorithms like genetic
algorithms [7], decentralised algorithms like the one presented in Sect. 5, or learn-
ing techniques, e.g., neural networks or learning classifier systems, are often used.
These algorithms do not necessarily return valid and correct results, nor are they al-
ways sound or complete. A technique to avoid direct verification of those complex
algorithms and an alternative to online verification of the complete system is the use
of result checking [5]. The idea is to add a short program RC (Result Checker) that
checks the output of the self-reconfiguration algorithm.

Specification of Result Checker (RC)

input  configuration (conf) of 0/cippi
output  ‘correct’ if Inv(conf), ‘incorrect’, otherwise

If the calculated configuration (conf) of the algorithm restores the invariant, the
checker just forwards the result. If conf violates the invariant, the result is blocked
and feedback is provided to the self-reconfiguration algorithm. This reduces the

2Note that application of RIA and the general verification steps are independent of the logic used
for system specification and formalisation of properties.
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verification task of the O/C implementation to the formal verification of the result
checker RC. This offline, a priori verification has to prove the following proof obli-
gation:

RC = Specgs-,

If the result checker adheres to the specification of the reconfiguration process, i.e.,
to the properties that are required after a reconfiguration was performed, the result
checker itself is formally correct and can thus detect faulty configurations.

3 Example Scenario

A running example to illustrate the application of the RIA is a set of self-organising
resource-flow systems. Instances are, e.g., applications in production automation or
logistics. The components of resource-flow systems can be described by the Or-
ganic Design Pattern (ODP), as depicted in Fig. 3. Agents are the main components
in these systems, processing resources according to a given task. Every agent has
several capabilities, which can be produce, process, or consume capabilities. Hence,
the task is a sequence of capabilities, beginning with a produce capability and end-
ing with a consume capability. Furthermore, each agent knows other agents it can
exchange resources with. This is expressed in the inputs and outputs relations.

The role concept is introduced to define correct resource-flows through the sys-
tem. Roles are assigned to agents and specify what the agent’s part of the task is.
A role is composed of a precondition telling the agent from which (port) it gets
a resource and when the role can be applied, a sequence of capabilities (capabil-
itiesToApply) that should be applied if the role is executed, and a postcondition
defining where the resource has to be handed over.

Agents can have multiple roles and select one when another agent wants to hand
over a resource. The agent accepts resources only if the situation matches one of the
role’s precondition. This role is selected and the resource is processed according to

10.*
—|Resource |- —tas1k Task
0..1[-resources
{ordered,nonunique} {nonunique} N . g
-requiredCapabilities | 2..* | -state 1] -inputs| « » -outputs currentTasks task] 1
Capability -availableCapabilities Agent 0..1
’ ’ Observer/Controller
{complete, disjoint} & _giate | -capabilities ToApply *-agents -oc|1

{nonunique}| {ordered,nonunique} + -portTO.J

-allocatedRoles,,1..* "
ol -precondition —
Process | |Consume ole 0.1 * Condition
-postcondition [

0..1 *

*

Fig. 3 Components of resource-flow systems
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the capabilities defined in the role. At last, the agent tries to give the resource to the
next agent, defined in the postcondition.

In this scenario, self-organisation is achieved by role allocation. In case of a
failure, the system searches for a new valid role allocation. For a more elaborate
model and further details on the software engineering aspects of self-organising
resource-flow systems, please refer to Chap. 2.2.

4 Defining Corridors of Correct Behaviour

As described in Sect. 2, RIA proposes the implicit definition of correct states by
specifying an invariant that defines the behavioural corridor, instead of explicitly
listing all possible configurations a system may choose. The invariant can be re-
garded as a set of constraints on the system states and the system’s configuration.
In the example scenario, the invariant specifies valid role allocations with respect to
the current system state. For instance, one predicate of the invariant may state that
only capabilities are assigned that are available at the agent:

Invy (sys) :< Yag € Agents, Vr € ag.allocatedRoles :

r.capabilitiesToApply C ag.available Capabilities

This predicate can be monitored locally by each agent’s Invariant Monitor. In
case an agent loses a capability, a reconfiguration is triggered. Another part is to
specify the resource-flow property, which means that roles must be connected. So
if one agent has a role that tells it to hand over a resource to another agent, the
other agent must have a consistent role. This means that the agent is defined as one
possible input.

Invy (sys) 1 Vagge,q € Agents, Yrsend € aggona-allocatedRoles :
a8y = Vsend-postcondition.port

— Irrec € ag,...allocatedRoles : (ryqc.precondition.port = ag,,4)

The complete invariant is retrieved by the conjunction of all predicates. The pred-
icates can be divided into two types. One type (called ‘monitoring predicates’) are
invariants that have to be monitored during the system’s execution (e.g., Invy), be-
cause they depend on variables that are also influenced by the environment and that
can change their validity, e.g., when a failure occurs. The second type are invariants
that are necessary for obtaining valid results, but they do not contain variables that
can change during execution and are only assigned during reconfiguration (e.g., Inv
only uses roles). However, these constraints can be violated, e.g., when a complete
agent breaks down. Such constraints are called ‘consistency predicates’.

The constraints are usually derived from OCL (Object Constraint Language) con-
straints annotated to the software engineering models. Transformation to a predicate
logic formula is a straight-forward task and similar to the technique used, e.g., in [1].
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The challenge in a self-reconfiguration phase is to find a valid assignment of roles
with respect to the current system state. As the invariant constrains the assignments
to the system variables, the reconfiguration problem can also be formalised as a
constraint satisfaction problem [15]. Thus, a central reconfiguration mechanism that
has global knowledge of the agents and their current state can be used to solve
this problem. For an implementation, common off-the-shelf constraint solvers (e.g.,
Kodkod [9, 14]), genetic algorithms, or learning techniques can be used. However,
a central control introduces a single point of failure as well as a bottleneck and
often the agents have only local knowledge. In such situations, the problem has to
be solved in a decentralised fashion. In the next section, a mechanism is presented
which realises a fully decentralised Observer/Controller layer.

5 Decentralised Restoration of Invariants

The algorithm for reconfiguration presented here is characterised by three features.
First, it is specialised and optimised for the class of self-organising resource-flow
systems. While it is not limited to this class, it makes use of the property that roles
establish a resource-flow in the system and, therefore, a topology the algorithm can
exploit. Second, the algorithm is robust against failures, like partial failures of an
agent (e.g., broken capabilities) or the breakdown of a complete agent. Finally and
most importantly, the algorithm is decentralised and does not need global knowledge
or a central control. One advantage of a local reconfiguration is that the rest of the
system is not affected by a reconfiguration and therefore can continue working.
Further, the algorithm is based on an asynchronous communication model.

5.1 Coalitions for Local Reconfiguration

The concept of the algorithm is to form a group of agents, called coalitions, that are
able to restore the violated invariant locally. More detailed, the algorithm reacts to
the breakdown of capabilities, the complete breakdown of an agent, and lost con-
nections between agents. If one of those circumstances is detected, it reconfigures
the system locally such that the invariant holds again for the coalition. In the follow-
ing, the process of building the coalition is called coalition formation. The notion
of coalitions and coalition formation originate in the field of multi-agent systems,
where significant work on the topic was done. Particularly, this includes proposals
for solving the set partitioning problem [13] or the coalition generation problem,
where the challenge is to find suitable coalitions to perform a task together. In [11],
a coalition is described as a goal-directed and short-lived organisation that internally
coordinates its activities in order to achieve the coalition’s goal. The structure of a
coalition is flat, with an optional leader that represents the coalition. The coalitions
presented in the following adhere to the same principles and have similar properties.
The goal of a coalition is to locally restore the invariant by finding a set of agents
that have every capability required for repairing the resource-flow.
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5.2 Coalition Formation Strategy

As soon as an agent Ag; recognises an invariant violation, it starts a reconfiguration
by creating a new coalition C; and becoming its leader. The objective of Ag; is to
find enough agents to be able to reconfigure the system in order to compensate the
failure. In terms of the ODP, this means that processing of resources according to
task T can continue.

During the coalition formation, the algorithm exploits the existing system struc-
ture given by the current role allocation and the resource-flow defined by them,
while being limited to local knowledge. Each coalition is led by one coalition mem-
ber, which coordinates the coalition in order to find a set of agents that can restore
the violated invariant locally. Every time a new agent is included into the coalition,
the coalition’s knowledge grows by the knowledge of the added agent, which con-
sists of its allocated roles, available capabilities, and its possible inputs and outputs
to other agents.

To be able to reconfigure, Ag; must extend the coalition in order to get more
degrees of freedom and increase flexibility. Therefore, the leader is asking other
agents to join its coalition. If the coalition has enough members to reconfigure a
continuous segment of 7, it stops acquiring further agents. This segment is called
connected task fragment(CTF). It is necessary to ensure that a consistent solution
can be calculated and that the local solution leads to a global restoration of the
invariant. Next, the agent identifies a subsequence of this segment (task fragment to
reconfigure, TFR) that actually needs to be reconfigured, because not necessarily all
agents that joined the coalition need new roles.

After that, leader Ag; searches agents that are responsible for maintaining the
resource-flow between the coalition and the parts of the system not involved in the
reconfiguration. These agents are called edge agents(EAg) as they enclose the coali-
tion with regard to the resource-flow. Edge agents are not necessarily new agents.
Instead, agents that are already part of C; can be edge agents (see Fig. 4). Agents
that are not edge agents but are directly involved in the reconfiguration are called
core agents(CAg).

Subsequently, the resource-flow within the coalition is re-established. If this is
not possible because the possible inputs or outputs do not allow a connection, new
agents are recruited. These agents are called resource-flow agents(RFAg). As soon
as the resource-flow is established, leader Ag; disbands the coalition. At a glance,
the different agent types are defined as follows:

e core agents(CAg): contains all agents of a coalition C; that should apply at least
one capability within 7FR and all agents that were responsible for establishing
the resource-flow within TFR before the reconfiguration started.

e edge agents(EAg): consists of all agents that are responsible for a consistent in-
terconnection to the rest of the system and whose precondition or postcondition
must not change during reconfiguration.

e resource-flow agents(RFAg): contains all agents that are needed to establish the
resource-flow for the new role allocation and that are not already included in CAg
or EAg.
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Task t=[L, N, M, O, P, Q]
CTF =[N, M, O]
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Fig. 4 Terminology and example of a coalition

The abstract example in Fig. 4 illustrates the terminology used. In the depicted
situation, Ag; loses capability M that is needed to process resources with task 7.
The resulting coalition then contains Ag,, Agz, Ag,, and Ags.

There are two types of reasons that trigger an agent to start a reconfiguration and
form a coalition. One is an invariant violation that can be detected by one agent
itself, e.g., a broken capability. The other type of invariant violation can only be
detected by adjacent agents, e.g., when a complete agent breaks down. For both
cases, the algorithm has a different strategy for recruiting new agents to its coalition,
which is explained in the following.

5.3 Strategy for Local Variable Violation

One of the most important features for making a system more robust is reconfigura-
tion caused by the loss of a capability, which is needed to execute an assigned role.
Of course, loss of a capability diminishes redundancy and can only be compensated
if there is at least one redundant capability in the system. This kind of failure violates
the invariant, more precisely Inv; (see Sect. 4), which states that all the capabilities
needed for an allocated role must be available. If a violation of the invariant on a
local variable is detected, the agent starts inviting predecessors and successors with
respect to the resource-flow defined by its roles.

In the situation depicted in Fig. 4, agent Ag; loses capability M. It creates a coali-
tion C3 with itself as leader. The CTF is [M]. Additionally, the agent has variable
Cap,; containing all needed capabilities to fulfil CTF, which only contains M at
this moment. The goal of every leader is that the coalition’s available capabilities
Cap,, are a superset of Cap,,;.

In order to reach this goal and to compensate the failure, Ag; has to enlarge the
coalition to a point where it finds an agent that has capability M. As the agents only
have local knowledge, they cannot just pick the agent that has the missing capabil-
ity. Instead, they have to iteratively extend their coalition until the agent that can
apply M is finally found. Therefore, each leader alternately sends requests to join



90

@—E @ o—@®

Fig. 5 Example reconfiguration by coalition formation

the coalition to agents contained in the inputs and outputs of coalition members,
because these are the only agents known by the coalition. It first sends requests to
its direct neighbours, with respect to the currently established resource-flow, which
are in the sample scenario agents Ag, and Ag,. So, first Ag, is asked and the coali-
tion expands to C3 = {Ag,, Ags}. As Ag, has applied capability N until now, CTF
changes to [N, M]. Further, Ag, transfers all its knowledge about inputs and outputs
to Agz, which extends the amount of agents Ag; can request. Information about the
available capabilities and the currently assigned roles of Ag, is also transferred. Be-
cause agent Ag, only has capabilities O and N, Agz has to search further and asks
Ag, next, which finally has the needed capability and Cap,,; C Cap,, is satisfied.
The situation now is: C3 = {Ag,,Ag3,Ag4} and CTF =[N, M, O].

Ag; now calculates a possible assignment of the capabilities and determines 7FR,
which is [M, O] here. Ag, does not have to change its capability in order to solve the
problem. The corresponding set of core agents is CAg = {Ag3, Ag4}. As the connec-
tion between reconfigured agents and non-reconfigured agents must be consistent,
Ag, is an edge agent and Ags is also requested to join the coalition: its role has to
change because its input connection will be different afterwards. The set of edge
agents is therefore defined as EAg := {Ag,, Ags}. The coalition is now reconfigured
and the new roles are allocated. Figure 5 shows the resulting capability assignment
and the configured, new resource-flow. As soon as this is done, Ags, as the coali-
tion’s leader, disbands the coalition and processing continues.

5.4 Strategy for Complete Breakdown of an Agent

A complete breakdown of an agent violates the invariant, specifically predicate Inv,.
Because this violation cannot be detected locally by one agent, there is a slight
difference in coalition formation and reconfiguration.

First of all, the breakdown must be detected, which is realised by “alive” mes-
sages exchanged by agents that are connected by the resource-flow. If, for example,
agent Ags in Fig. 5 completely breaks down, the agents Ag, and Ag, will detect this
sooner or later as they no longer receive messages from the adjacent agent. Inde-
pendently from each other, they both start a reconfiguration. As they do not know
the broken agent’s role and the capability it applied, they now have two objectives.
Firstly, identify the capabilities that the agent has performed and, secondly, find
agents that provide the missing ones. By utilising the system structure (i.e., the cur-
rently defined resource-flow) it is possible to recover the roles of the lost agent if
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the knowledge of both coalitions is merged. Therefore, Ag, needs to find the prede-
cessor (Ag,) and Ag, the successor (Ag,) of Ags.

Thus, Ag, searches for an agent that applies a role that is applied after its own
one. This can be checked because the expected incoming resource state is part of
each role. In contrast to a local violation, Ag, does not recruit its neighbours with
respect to the resource-flow. That is because one neighbour is the faulty agent Ag;,
the other one is a predecessor (Ag;), and further search in this direction will (most
likely) not return a successor. For this reason, Ag, prefers agents that are not direct
neighbours. As soon as Ag, finds a successor of Ags, it starts to follow the resource-
flow backwards until it reaches Ag,.

Since Ag, also detects the violation and starts a coalition on its own, there are
two coalitions in the system. When one coalition tries to recruit an agent of the
other one, the coalitions clash. If this happens, the coalitions are merged and one of
the former leaders becomes the new leader of the united coalition. The selection is
achieved by a standard leader election algorithm.

In addition, there are other situations where coalition clashes have to be resolved.
This can be the case if, for example, two different failures occur at the same time,
which results in two independent coalitions. If these two coalitions meet, they are
merged as in the situation above. However, in larger systems, coalitions often do
not meet, for example, as failures occur on opposite ends of the system. In such a
case, there are two reconfigurations in parallel without recognising each other. As
they do not interfere, they fix their failures independently and, therefore, restore the
invariant of the complete system.

5.5 Discussion

The algorithm can reconfigure a system after an invariant violation locally without
the need of a global Observer/Controller. Further, it can deal with strongly restricted
knowledge of the individual agents because it distinguishes the type of invariant vi-
olation. These properties allow the application to systems of unlimited size. Never-
theless, the size and the runtime of the coalition is closely connected to the redun-
dancy distribution within the system. If the next available capability is far away, the
resulting coalition will be larger and reconfiguration will be more complicated than
when it is available in the direct neighbourhood.

Under the assumption that there are no further failures in the non-reconfigured
part of the system, it can be proved that, if the invariant is restored locally within
the coalition, then the invariant also holds and is restored for the complete system.

The principle of this algorithm is also applicable to other system classes. The idea
is to make use of domain knowledge and the topology of the system to be able to
get by with local knowledge only. In this case, the knowledge that can be derived by
the currently assigned roles and the knowledge gathered by the neighbours allows
to solve the reconfiguration problem locally by forming a coalition of a few agents.

The correctness of the algorithm is ensured by the verified “Result Checker”
component (see Sect. 2.2) which assesses the configuration before it is enacted in the
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system. A more detailed view on the algorithm and discussion about some situations
is presented in [2].

6 Summary and Outlook

In this article, the Restore Invariant Approach was presented. It provides a paradigm
for the specification and analysis of OC-systems. RIA enables a separate treatment of
self-x and functional behaviour and, therefore, allows to give behavioural guarantees
despite of self-organisation. The behaviour of a system is not specified by giving
explicit statements. Instead, behavioural corridors are specified to exclude unwanted
behaviour. This is done by constraining the system states by so-called invariants,
which the system then tries to keep satisfied.

To show the applicability of the presented theory, all results were applied to the
system class of resource-flow systems and a decentralised algorithm based on local
knowledge for the reconfiguration of such systems was introduced. A detailed view
of the system class and a software engineering guideline based on RIA that allows to
actually build real world systems in a repeatable and disciplined fashion is presented
in Chap. 2.2.

The underlying formal framework allows to prove that a system behaves as in-
tended and will not show undesirable behaviour without restricting its freedom to
adapt to unforeseen situations. This is essential if applications in safety-critical do-
mains should benefit from the advantages of Organic Computing techniques in the
future. The framework provides methods and tools for formal specification and com-
positional verification of systems with self-x properties [10]. The presented tech-
nique allows the verification of systems with an unknown amount of agents and an
explicit treatment of the environment. This is an important feature when considering
OC-systems, which, by definition, interact with their environment. Traditional sys-
tems are developed with respect to the environment they will be deployed in, so the
possible influences are known and considered during design time. OC-systems, in
contrast, are able to deal with different, unforeseeable environments and therefore
these considerations are shifted to run time. The complete theory is integrated into
the interactive theorem prover KIV [3] and all proofs were performed with this tool.

The formal framework further allows to analyse a system with regard to the num-
ber of errors that can occur before a reconfiguration will no longer be successful.
For this purpose, ADCCA [8] allows to formally analyse OC-systems for combi-
nations of failures that can lead to a permanent violation of the invariant. Together
with different metrics, the reconfiguration abilities of a system can be quantified and
different systems can be compared.
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