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Abstract. We present a verification method that allows to prove secu-
rity for security-critical systems based on cryptographic protocols. De-
signing cryptographic protocols is very difficult and error-prone and most
tool-based verification approaches only consider standard security prop-
erties such as secrecy or authenticity. In our opinion, application-specific
security properties give better guarantees. In this paper we illustrate how
to verify properties that are relevant for e-commerce applications, e.g.
"The provider of a copying service does not lose money’. This yields a
more complex security property that is proven using interactive verifi-
cation. The verification of this kind of application-specific property is
part of the SecureMDD approach which provides a method to model a
security-critical application with UML and automatically generates exe-
cutable code as well as a formal specification for interactive verification
from the UML models.

1 Introduction

Verification of applications that are based on cryptographic protocols gives a
better confidence in the security of these systems. Many approaches [PMO08] ex-
ist that deal with the verification of security for generic cryptographic protocols,
i.e. protocols that are not application-specific and can be used in different con-
texts (e.g. key exchange protocols). In contrast to that only a few approaches
[BMP06] [HGRSO07] exist that work on the security of cryptographic protocols
which are tailored to a specific application. One example for such an application
is a copycard system based on smart cards which is e.g. used at universities to
provide a copy service. To verify the security of this application it is essential to
formulate application-specific security properties like "The provider of the copy-
card system does not lose money’. The property implies that no one can e.g.
use a forged copycard to pay at the copying machines. This kind of security is
usually needed if e-commerce applications that deal with electronic goods are
considered.

In this paper we introduce a method to verify application-specific security
properties using interactive verification and the theorem prover KIV [BRS100].
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The verification approach is part of the project SecureMDD which presents a
model-driven software engineering method to develop security-critical applica-
tions based on cryptographic protocols. Here, an application is modeled with
UML (extended by a UML profile and a language called MEL (Model Extension
Language) to describe the protocols on an implementation-independent level).
Then, the models are used to automatically generate executable Java and Java-
Card (for the smart card part) code. At the same time a formal specification is
automatically generated from the UML models which can be imported by the
KIV tool. An overview of the SecureMDD approach can be found in [MSGR09].
We illustrate our approach using the copycard as a small example and present a
technique to cope with the verification. This work improves previous work done
by our group [HGRSO07].

The generation of the formal specification from a UML model has several
benefits, and offers many possibilities. The application-dependent data types
defined in the UML models are used directly, instead of a complicated generic
data type. The formal specification is tailored to the application. For example,
if the application does not use encryption this results in a formal specification
which omits the parts relevant for encryption as well and thus simplifies the
verification. Moreover, it becomes possible to check some (standard) properties
automatically using a separate tool (e.g. a model checker), and use them as
axioms in the proof of the main security property. All in all, the verification is
now simpler, and much less time-consuming than before. The experiences and
improvements are described in more detail in section 5.3.

The paper is organized as follows: Section 2 gives an overview of the copycard
example and illustrates its modeling with UML. In section 3 the formal specifica-
tion is described. Section 4 introduces the application-specific security property
for the copycard application and Section 5 presents the verification technique.
Section 6 discusses related work and Section 7 concludes.

2 Example: A Copycard Application

We illustrate the definition of application-specific security properties and their
verification with an example. Our case study is a copycard application which
can be used at universities to pay for copies at a copying machine. Each student
owns a smart card, called copycard, onto which he can deposit money. To make
copies, this copycard is inserted into a terminal (with a smart card reader) that
is connected to a copying machine. Copies are paid by debiting their price from
the card.

In the following the application and especially the security protocols to load
money onto a copycard and to make copies are introduced. This is done by
describing some parts of the platform-independent UML diagrams of the appli-
cation. First, we describe the static view of the copycard system. Afterwards,
the dynamic aspects, i.e. the security protocols, are explained. More information
about the modeling of security-critical applications with UML, the used UML-
Profile and the Model Extension Language (MEL) can be found in [MSRO08]. One
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specialty of smart cards is that they are tamper-proof (which is a prerequisite
for the protocols introduced here).

Figure 1 shows the class diagram of the copycard application. Central parts of
the diagram are the classes Terminal and Copycard that represent the terminals
to load money onto a card and to make copies as well as the copycard component.
Note that we model only one kind of terminal that is able to debit as well as
to deposit money. Both components have a state to store which message they
expect to receive next (resp. how far they moved on through the protocol). The
possible states are EXPLOAD (expecting a Load message), IDLE (expecting
no specific message; after finishing a protocol run), EXPRESPAY (expecting a
ResPay message) and EXPRESAUTH (expecting a ResAuthenticate message).
Moreover, the copycard component has an attribute balance which stores the
current amount of the card. Both, the terminal and the card, have an attribute
passphrase that stores a Secret which is the same for all authentic components.
Furthermore, both components have an attribute challenge that stores randomly
generated nonces (to prevent replay attacks). Moreover, the terminal has a field
value to store the amount which is loaded or debited in the current protocol run.
The fields issued and collected are only used to express the security property and
are explained in Chapter 4. The message formats used in the protocols are also
defined in the class diagram. All subclasses of class Message describe one of the
message types used in the protocol runs.

In Fig. 2 the communication channels are shown. A Terminal is able to ex-
change messages with a Copycard (while it is in the smart card reader which is
connected to the terminal). Furthermore, the terminal receives messages from

<<status>>
-state

-authterminal
<<hashed>>

Fig. 1. The platform-independent class diagram of the copycard application



169

<<Smartcard>> |-CardTem <<Threat>> -TermCad <<Term.inal>> TermUser  <<Threat>> -UserTem | USer
Copycard {read, jlerminal {read,
send, send,
suppress} suppress}

Fig. 2. Deployment diagram showing the communication infrastructure and attacker
abilities

the User, who initiates a protocol run e.g. via a graphical user interface. The
names associated with the association ends are called ports. These are used to
distinguish the channels. If the attacker has access to a communication chan-
nel, the channel is associated with stereotype < Threat>> that has three tags to
indicate if the attacker can read messages that are sent over the channel, send
messages or suppress messages. Then, modifying a message is also possible by
removing a message from the channel and sending a similar one. In our example,
we assume to have a Dolev-Yao attacker [DY81] who has full access to both
channels.

The protocol to load money onto a copycard is shown in Fig. 3. The user
initiates the protocol by inserting money (of amount value) into the terminal.
In a next step, the terminal has to authenticate against the card. This prevents
loading of money with a forged terminal and is done by a challenge-response
authentication. In detail, the terminal checks whether the value is greater or
equal zero, sets its state to EXPRESAUTH and sends an Authenticate message
to the card to request a challenge. The card updates its state to EXPLOAD and
sends back a newly generated nonce (stored in field challenge). The terminal
checks and resets its state and generates a hash value over a constant (that
ensures that the hash value belongs to a Load protocol run), the passphrase (the
secret which is known to all authentic components), the received challenge and
the value to be loaded. Then, the terminal sends a Load message, containing the
amount to load (= wvalue) and the hash value to the card. The card checks its
state as well as the hash value. If both are ok, the value is added to the balance
of the card.

Fig. 4 shows the protocol to make copies. The user tells the terminal the
number of copies he wants to make (resp. the corresponding amount he has
to pay). In this protocol, the card has to authenticate against the terminal to
ensure that no forged card is used to make copies. Again, we use challenge-
response authentication. The terminal sets its state to EXPRESPAY and sends
a Pay message (containing the amount and a newly generated nonce) to the
copycard. The smart card reduces its balance and generates a hash value in the
same way as the terminal in the Load protocol. Then, the hash value is sent
back to the terminal. If the terminal is in state EXPRESPAY and the received
hash value is ok, the payment is accepted and the copying machine makes the
copies.

Furthermore, there exists one protocol to request the current balance of a
card. This protocol is very simple and omitted here.
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User Terminal Copycard

e) e)

state := IDLE

[value >= 0]

Authenticate()

ResAuthenticate(c
hallenge)

self.value := value;

state := EXPRESAUTH;
issued := issued +

value;

Authenticate()

‘ hallenge)

[ tmp : AuthData := create J
LOAD, cha

llenge,value ); Load(value,hashedauth) ‘

state := IDLE

[state == EXPLOAD]

% [else] 8

[hashedauth == hash(create AuthData(Constants.LOAD,
passphrase,challenge,value))]

[not (value <=0 or value + balance > 20000)]

balance := balance + value

Fig. 3. Activity diagram showing the Load Protocol

3 Generating a Formal Specification

In this section we describe a part of the formal specification of the copycard
application which is generated from the UML models and directly used as input
for our interactive theorem prover KIV. We present an overview of the part of the
specification which is needed to understand section 5. More detailed information
about the generation of the formal specification from UML can be found in
[MSRO09].

In contrast to other approaches our formal specification covers the whole
application. The static part of an application consists of the components of the
system, the used data and message types, the communication infrastructure as
well as the abilities of the attacker. This information is contained in the class and
deployment diagrams in UML. In the formal model the static parts are defined
using algebraic specifications. The components of the copycard application are
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User Terminal Copycal

‘ UPay(val ‘
e)

Pay(value,
termchallenge)

state := IDLE

[value <= 0 or balance - value < 0]

balance := balance - value

Pay(value,challenge)
tmp : AuthData := create
PAY, te
mchallenge,value)
authhashed : HashedData :=
hash(tmp)
‘ ed) ‘
AuthData(RAY, hall alue))]

collected := collected +
value;

Fig. 4. Activity diagram showing the Protocol to make copies

the copycards, the terminals, an attacker (that attempts to interfere with the
protocol runs) as well as a user that initiates the protocol executions. In the
formal model the component types smart card and terminal have an arbitrary
but finite number of instances. This models the fact that several terminals and
copycards exist in real world applications. The data and message types defined in
the class diagram are used in the formal specification as well. Additionally, data
types for encrypted, hashed and signed data as well as cryptographic operations
such as encrypt, hash and so on are generated. Since only some components are
able to communicate, we explicitly model the existing communication channels.
Each channel has two endpoints consisting of the component as well as a port
that is used to distinguish the communication channels. Each endpoint has an
inbox which is given as a list of messages. The inbox contains the messages that
were sent to a component but are not yet processed. In the formal specification
the sending of a message over a channel is equal to adding it to the inbox
of the corresponding endpoint. An important part of the formal model is the
specification of the attacker. The attacker is modeled as a component which is
associated with a set of data, his knowledge. If a message is sent over a channel
that the attacker is able to read, this message is added to his knowledge and it is
analyzed whether the attacker knowledge has to be extended. E.g. if the message
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contains a key and the attacker already had an encrypted data in his knowledge
that can be decrypted by using this key now, he gains knowledge about the plain
data.

The dynamic part of the application, i.e. the security protocols, are given
as sequence and activity diagrams in UML. In the formal model this part is
translated into an abstract state machine (ASM)[BS03]. The main ASM rule
called ASM consists of a while loop that terminates if a stop flag is set to true.
Initially this flag is false. The body of the loop calls an ASM rule named STEP.
After executing this rule it is non-deterministically chosen if the stop flag is set
to true or false. Note that the names of ASM rules are written in uppercase
letters.

ASM { while — stop do {STEP; choose stop;}}

The ASM rule STEP non-deterministically chooses an action to perform. Pos-
sible steps are a user-step, an attacker-step, a terminal-step or a copycard-step.
For example, if the chosen step is the copycard-step, an arbitrary component
c of type copycard is chosen and the ASM rule COPYCARD is called for this
component.

STEP {
choose asm-step in {
if asm-step = user-step then
{choose ¢ with isUser(c) in USER}
else if asm-step = attacker-step then
{ATTACKER}
else if asm-step = terminal-step then
{choose ¢ with isTerminal(c) in TERMINAL}
else if asm-step = copycard-step then
{choose ¢ with isCopycard(c) in COPYCARD}
else ...

bk

The COPYCARD rule stores the first message in field inmsg and removes it
from the inbox. If the inbox is empty, the COPYCARD rule terminates. Then,
the type of the message inmsg is checked and depending on the result the ASM
rule to process this message is executed. If inmsg is a Load message the rule
LOAD is called. This rule processes the message and updates the state of the
copycard component, i.e. sets its state to IDLE and increases the balance of the
card. One step of the ASM is equivalent to one step of the protocol. In the UML
models the protocol steps can be found in the activity diagrams. Each step starts
with the receiving of a message, followed by some checks, updates and finally
the sending of a message or an activity final node in case the end of the protocol
is reached.
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COPYCARD {
let inmsg = inputs(c)(inport) .first in {
inputs(c)(inport) := inputs(c)(inport).rest;
if isRequestBalance(inmsg) then REQUESTBALANCE
else if isLoad(inmsg) then LOAD
else ...
else ABORT }

h

In case the attacker was chosen instead of a copycard component the ASM
rule for the attacker is called. Then, it is non-deterministically chosen if the
attacker suppresses or sends a message. If the attacker suppresses a message a
non-empty inbox is chosen that belongs to a channel where messages can be
suppressed by the attacker. Then, several randomly chosen messages are deleted
from that inbox. In the send case the attackers generates an arbitrary message
from his current knowledge. The message is then sent to an (randomly chosen)
inbox reachable by the attacker (i.e. the channel has the attacker-send property).
For example, if the attacker knows a secret and a nonce, he can use them to
generate an object of type AuthData, hash this object and send a Load message
containing this hash value. Or, if the attacker already knows a hash value, he
can use it to send a Load message. Note that the attacker is not able to generate
arbitrary secrets and nonces that are not already stored in his knowledge. The
specification of the attacker is similar to the attacker in the inductive approach
of Paulson [Pau98].

4 Security Properties

The security properties we are interested in are business-specific and depend on
the application. Most existing tool-based verification approaches (e.g. [Jan05],
[Mea96]) that deal with verification of cryptographic protocols consider and
prove standard security properties such as secrecy, integrity or authentication.
In our opinion, this does not suffice to ensure the security of protocols in certain
applications. For example, in case of the copycard application, the operator of
the copying machines is interested in a verified statement that says ’It is im-
possible to spend more money on the copying machine than was loaded onto a
card by using a real terminal (and inserting real money into this terminal).” If
this holds, the operator knows that the user of the copying service is not able
to defraud and e.g. use a forged terminal to load money onto his card or change
the balance of the card. This kind of security property always depends on the
application. Although we do not focus on proving standard security properties,
some of them are usually needed as preconditions for the main security proof.
When designing a security protocol one always has to keep in mind that there
are several participants with different security concerns. In case of the copycard,
we focused on the security property which is important for the operator of the
copying machines. For example, the Load protocol (introduced in Fig. 2) does
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not ensure that the amount of money which was inserted into the Load terminal
is really loaded onto the card. An attacker could suppress the Load message
which is sent from the terminal to the copycard. In this case, the owner of the
card would not get back his money and would not even notice that the loading
of money was not successful.

To express that the attacker is not able to defraud we add two attributes
to the terminal class. One attribute named issued which counts the amount of
money that was inserted into the terminal by a user. This field is increased af-
ter the terminal received a ULoad message from the user. This message models
the inserting of money and has the inserted amount as argument (= value and
issued is increased by value). Each terminal has a field issued and we are inter-
ested in the sum of money that was inserted into all terminals. Assuming that
numterm is the number of existing terminals we define the axiom alllssued as
follows: alllssued (issued) = > "*"™*“"™ issued(terminal(n)). In contrast to that
we count the amount of money that was spent by all users to make copies. Thus,
we also define an attribute named collected that increases at the end of the
protocol to make copies (after receiving a ResPay message from the card and
verifying the hash value). Again, we consider all terminals and compute the sum
of money which was collected by all terminals connected to a copying machine:
allCollected (collected) = S ™™™ collected (terminal(n)).

Remember that our aim is to verify that the user of the copying service is not
able to defraud. This can be expressed as "The sum of money that was inserted
into the load terminals (and issued to the cards) is always greater or equal than
the amount that was spent to make copies (and collected by the terminals)’:
alllssued > allCollected.

5 Verification Technique

5.1 Verification of the main Security Property

Our goal is to prove that the main security property alllssued(issued) > allCol-
lected(collected) always holds. Thus, we have to prove that after executing any
possible sequence of protocol steps the security property still holds:

init(..) (1)
F [ASM(..)] allIssued(issued) > allCollected(collected)

[[] is the box operator of dynamic logic. The meaning of [a]y is that if program
« terminates the condition ¢ holds afterwards. We start with an initial state
(i.e. balance is set to zero, the state of all terminals and cards is IDLE, the
attacker-knowledge is empty and so on). Then, the protocol steps are chosen
non-deterministically and executed. Thus, we consider all finite sequences of
steps.

To prove obligation (1) we first verify that the security property is invariant
with respect to all possible steps of the application. We (try to) prove that, under
the assumption that some basic invariants and the security property hold, every
STEP (see section 3) terminates and the security property still holds afterwards:



175

BASE-INV(..) A alllssued(issued) > allCollected(collected) (2)
F (STEP(..) ) alllssued(issued) > allCollected(collected)

(- ] is the strong diamond operator of dynamic logic. The meaning of a formula
{af) ¢ is that all runs of the program « terminate and the condition ¢ holds
afterwards (this corresponds to wp(«,p) in Dijkstra’s wp-calculus). To be able to
prove this invariant, we first have to prove that several other invariants hold. This
includes lemmas dealing with nonces, e.g. the field challenge of all terminals and
copycards never contains the same nonce and the balance of all cards is greater
or equal to zero at any time. Other invariants state that all ’real’ cards and
terminals have the same passphrase and the attacker does not know it. All in
all, there are 10 invariants that are grouped by the BASE-INV invariant.

Unfortunately, proof obligation (2) does not hold. The reason is that the
inequality alllssued (issued) > allCollected(collected) is not invariant for all single
steps. For example, when a ResPay message is received and processed, the field
collected is increased by the value of copies the user makes. The information
that the amount to make copies is less or equal to the amount that was loaded
(and added to issued) earlier is lost because we only consider single steps of the
protocol.

The solution is to extend the security property and keep the knowledge of
every change in the state of the terminals and copycards that has influence
on the fields issued and collected. For example, if the field issued is increased
by a value, the balance of a copycard is increased by the value as well (in the
next step). If collected is increased, the balance of one card is decreased by
the same value in the step before. Thus, we consider the balances of all cards
as well. Assuming that numcards is the number of all copycards that are in
use, we define: allBalance(balance) = 37" halance(copycard(n)) and get
the generalized security property alllssued(issued) > allCollected(collected) +
allBalance(balance).

In the Load protocol the terminal receives an ULoad message, updates its field
1ssued and sends a Load message to the copycard. In another step, the copycard
receives this message (if it is not suppressed by the attacker) and updates its
balance. Since these updates do not happen in the same step, we have to consider
the values of the valid Load messages that are ’in transit’ (= are in an inbox
of the copycard) as well because they may cause an update of the balance in a
later step. Furthermore, it is necessary to consider the values of the valid Load
messages that were suppressed by the attacker but could be replayed by him.
Here, it is utilized that we have a Dolev-Yao attacker and all messages that are
in an inbox of a copycard or terminal are also element of the attacker knowledge.
Thus, we ignore the messages that are stored in the inboxes and only consider
the valid Load messages known to the attacker. We have to determine the most
'valuable’ Load message the attacker can generate for a given nonce and secret.
The attacker is able to generate a Load message with nonce, secret and value 1
if he has the corresponding hash value in his knowledge. We use a predicate to
determine whether the attacker knows at least one hash value:
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attackerHasLoadHash (attacker-known, nonce, secret)
< (31> 0. hash(mkAuthData(LOAD,secret,nonce,i)) € attacker-known)

During the protocol execution it may happen that two or more valid Load mes-
sages exist for one card. If the attacker has more than one valid hash value in
his knowledge, the one with the highest value is considered. This is sufficient
because this is the one that causes the highest increase of the field balance.

getLoadValue(attacker-known,nonce,secret) =
max{i : hash(mkAuthData(LOAD,secret,nonce,i)) € attacker-known}

The maximum of the empty set is zero. All Load messages that are known to the
attacker and which are currently accepted by a copycard have to be considered.
A copycard accepts a Load message if its state is set to EXPLOAD (= expecting
Load message) and the hash value of the message (over the copycards current
challenge and passphrase) is correct (and in the knowledge of the attacker). We
have to sum up the values of all Load messages that are accepted by any card.
This is done using a recursive function called validLoadMessages. Remember
that we have numcards cards (with index n from 1..numcards).

attackerHasLoadHash(attacker-known,
challenge(cardlet(n)), passphrase(cardlet(n)))
A state(cardlet(n)) = EXPLOAD
— validLoadMessages(state,challenge,passphrase,attacker-known,n) =
getLoadValue(attacker-known,
challenge(cardlet(n)), passphrase(cardlet(n)))
+ validLoadMessages(state,challenge,passphrase,attacker-known,n-1)

validLoadMessages(state,challenge, passphrase,attacker-known,n) sums up the
values of all Load messages accepted by the copycards 1..n. n is the index of
the copycard, in the beginning n is set to numcards. If the attacker has a Load
message that is accepted by copycard(n) and this card is in state EXPLOAD,
the sum that counts the valid load values is increased by getLoadValue (which
returns the highest positive value of all valid Load messages for card n) and the
function validLoadMessages is computed for the remaining n-1 copycards.

If the considered copycard is not in state EXPLOAD or the attacker has no
valid Load message for this card, the sum remains unchanged for this card and
the validLoadMessages are computed for the remaining cards 1,..,n-1.

In the same way as in the Load protocol we have to consider the value of the
ResPay messages. Similar to Load, the balance of the card is decreased in the
Pay step while the field collected of the terminal is increased in step ResPay.
After executing the Pay step and before processing the corresponding ResPay
message this message is stored in the inbox of the terminal or was suppressed by
the attacker. Analogue to the function validLoadMessages we define a function
validResPayMessages that considers the ResPay messages which are currently
accepted by an existing terminal and computes the sum of all values that are
added to the fields collected if the valid ResPay message is sent to the corre-
sponding terminal.
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A last complication is that we have to count the values of the terminals that
were already added to the field issued but that are not yet stored in the valid-
LoadMessages because we first have to do the authentication with the copycard
(Authenticate and ResAuthenticate steps). Again, we consider all existing ter-
minals and if a terminal is in state EXPRESAUTH we count its value.

state(terminal(n)) = EXPRESAUTH

—

allValues(..,n) = value(terminal(n)) + allValues(..,n-1)

If terminal(n) is not in state EXPRESAUTH, the value of this terminal is ignored
while computing allValues. Our modified security property looks as follows:

modSecProp:
alllssued (issued) (3)
>
allCollected (collected)
+ allBalance(balance)
+ validLoadMessages(..,attacker-known,numcards)
+ validResPayMessages(..,value,attacker-known,numterms)

+ allValues(value,state,numterms)

Using this inequality all relevant changes of fields that may result in a modifica-
tion of the fields issued and collected in later steps are considered. For example, if
the field issued of one terminal is increased, the validLoadMessages are increased
by the same value in the same step. If the balance is reduced by value v, the
validResPayMessages are increased by the same value in the same step. If the
corresponding ResPay message is processed, the validResPayMessages are de-
creased by v (because the terminal sets its state to IDLE) and the field collected
of this terminal is increased by v in the same step.

Note that the equality of the equation does not hold because the attacker is
able to suppress a valid Load message and e.g. send an Authenticate message
to the same card. In this case, the Load message is invalid, is not counted by
validLoadMessages anymore and cannot be used in the future.

Now, we are able to prove that the modified security property is invariant (see
(4)) using the symbolic execution strategy for KIV dynamic logic.

BASE-INV(..) A modSecProp - (STEP(..) ) modSecProp (4)

Then, it is easy to prove formula (1) with an invariant rule.

5.2 Auxiliary Properties

To prove the main security property several lemmas are required. These can be
grouped in four categories:

— Lemmas that are valid for all applications e.g. those only depending on the
model of the attacker, communication and so on. Examples are that the
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function generateNonce() never returns a nonce that was already generated
and that data which can be generated from the attacker knowledge can still
be generated if something is added to the knowledge. These theorems are
part of a library which is available for all applications.

— Lemmas that are generated from the UML models. They depend on the
application but are obviously true and no proof is needed. One example is
that if the attacker is able to read messages sent over any channel of the
application, he knows all messages that are in an inbox of a terminal or
copycard.

— Application-dependent standard security properties like the attacker never
gets any knowledge about the common secret of all terminals and copycards.
These properties can be proved using interactive verification but maybe one
could also use model-checking to automatically prove these properties. This
is future work.

— Application-dependent lemmas that cannot be reused for other applications.
An example for the copycard is that the balance of each card is always greater
or equal zero.

5.3 Experiences

The verification of the copycard application took several weeks. This includes
the time that was needed to find design errors in the protocols and to rebuild
the proofs for the modified protocols.

One difficulty while doing the verification was to find the appropriate in-
variants. For example, it is not obvious which properties are needed as basic
invariants for the security proofs. The fact that the balance on the card is never
negative is needed, but the fact that the value contained in a valid load message
also is never negative is not needed. Furthermore, finding the invariant for the
security proof (with valid Load messages and considering the values) was diffi-
cult and took several iterations. This is mostly due to the fact that no equations
hold between the different values, but only inequalities since the attacker can
destroy money.

The number of interactions needed for the proofs is about 3000 in total, about
2500 for the security proofs and about 500 for the lemmas. This is about one
third of the effort needed previously (in [HGRS07]), and can still be improved.

More important than improvements in the sheer numbers are, however, the
improvements in the simplicity and understandability of the formal model, and
the seamless tool support. The complete formal specification is now generated
automatically from UML models that are tailored to the design of cryptographic
protocols [MSRO08]. The models are easy to read and understand. For the copy-
card application, we generated 44 specifications, and the ASM is about 350 lines
long. However, since there is a simple mapping between the description of the
protocol steps (with activity diagrams and MEL) and the ASM steps, it is not
necessary to look at the ASM rules at all. It is much more convenient to look at
the UML models while doing the verification. If verification fails and an error is
detected in the protocol it is corrected in the UML model, and the formal model
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is updated automatically. The proofs done so far are preserved if they are still
valid (this is checked by the correctness management of the KIV system).

Another major improvement was the shift from a generic data type called
Document to application-specific data types defined in the UML models. The
Document type is recursively nested to allow its reuse for all kinds of protocols
and messages. This requires a huge library of lemmas that are very tricky to
prove (e.g. for the computation of the current attacker-knowledge), and makes
the formulas very difficult to read. The application specific data types are usually
not recursive, and not very deeply nested. Most operations become trivial, and
the few lemmas that are needed are generated automatically.

Another improvement is that the generated formal specification is tailored to
the application. For example, if the application does not use encryption, the com-
putation of the attacker-knowledge is much easier. The communication structure
is fixed based on the deployment diagram (see Fig. 2).

All this is only possible because of the model-driven approach based on model
transformations and generation of the formal specification. It is part of our over-
all approach to develop security-critical applications called SecureMDD. In ad-
dition to the verification this also includes the generation of the full, runnable
code for the terminal as well as Java Card code which is executable on a real
smart card. The transformations that generate the formal specification are im-
plemented using the model-to-text language XPand (which is part of the Eclipse
Modeling tool).

6 Related Work

A lot of verification techniques and tools to prove the security of cryptographic
protocols exist, a recent overview is given in [PMO08]. These techniques can be
divided into three categories: belief logics (e.g. [BAN90]), state exploration (e.g.
[BMV05],[Low96]) and theorem proving (e.g. [Pau98], [Mea96], [Bla09]). Most of
them are based on automatic tools and focus on generic security protocols (which
are not specific to an application, e.g. authentication protocols) and prove stan-
dard security properties. In contrast to that the protocols of the copycard system
as well as the security property highly depend on the considered application. It
is not clear if automatic tools can cope with that kind of security property.

Some approaches dealing with application-dependent security properties ex-
ist. One method that is related to ours is the inductive approach of Paulson
[Pau98] that uses the theorem prover Isabelle for verification and was success-
fully applied to several case studies. Bella extends the inductive approach to
deal with smart cards [Bel01] but concentrates on generic security protocols as
well. In [BMPO6] Bella, Massacci and Paulson give an overview of their work on
SET (Secure Electronic Transaction), a set of e-commerce protocols devised by
Visa and Mastercard. The case study is formally modeled and verified using the
inductive approach. Considered and proven (application-specific) security prop-
erties are that the payment information of the customer are only known to the
bank, not to the merchant, and that the order information is not known to the
bank.



180

Jiirjens [Jan05] developed a method to model systems based on cryptographic
protocols with UML. Inputs for model checking and automatic theorem proving
are automatically generated from the models and standard security properties
are proven. Besides several other case studies Jiirjens worked on the security of
the Common Electronic Purse Specification (CEPS) for cash-free point-of-sale
transactions. One considered security property is that the sum of balances of all
cards (that are used for payments) and all cards of the merchants (where the
earned money is stored) is the same at any time. The appropriate proof was not
done by tools but is paper-based [Jiir04].

Another interesting case study with application-specific security properties
is the Mondex Electronic Purse. Mondex has received a lot of attention be-
cause its formal verification has been set up as a challenge for verification tools
[Wo006] that several groups worked on. The results of the participating groups
are summarized in [JWO08]. Mondex is about transferring money (from one card
to another) but, except for our group, the participating groups only considered
protocols without cryptography.

7 Conclusion

We presented a technique to interactively verify application-dependent security
properties for applications based on cryptographic protocols, as an example we
used a copycard application. Here, one interesting application-dependent prop-
erty is that the provider of the copying service does not lose money. This kind
of security property gives better confidence in the security of cryptographic pro-
tocols than standard properties, e.g. secrecy and integrity. The verification is
part of the SecureMDD approach which is a model-driven method to develop
security-critical applications. The formal specification used for interactive verifi-
cation is automatically generated from the UML models that are used to specify
the system under development.
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