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Abstract

SecureMDD is a model-driven approach to develop se-
cure systems with a special focus on smart card applica-
tions. Based on a platform-independent UML model of the
system under development we generate a platform-specific
model, and finally executable code. The SecureMDD ap-
proach also allows to generate a formal specification where
security properties can be proven formally. In this paper we
describe the automatic generation of Java Card code from
UML class and activity diagrams in detail. The full code
running on the smart card is generated which is not trivial
because of the limitations of smart cards and the specialties
of Java Card.

Keywords: Code generation, model-driven software devel-
opment, UML, Java Card, security

1 Introduction

Model-driven development [30] has become one of the
most promising approaches to handle the complexity of
computer systems. This is achieved by rigorous applica-
tion of domain modeling techniques and accomplished by
using transformation functions for the generation of e.g.
executable code. Various methodologies have been devel-
oped for the application of model-driven development to
specific application domains, e.g. embedded systems [31]
or service-oriented architectures [27]. Especially the do-
main of security-critical distributed systems is a promising
field for the application of model-driven development be-
cause the required quality of the applications and their cor-
rectness regarding specifications is crucial. Applications of
this domain are often E-Commerce applications, for exam-
ple electronic payment systems or electronic ticket systems.
But also applications such as the German electronic health
card which is realized as a service-oriented architecture and
has to cope with security aspects such as secrecy and role-
based access control fit into this domain. These applications
have in common that they are based on cryptographic pro-
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tocols, which are notoriously difficult to design.

In this paper we present SecureMDD, which is a model-
driven technique for developing security-critical applica-
tions, and describe the automatic generation of executable
code in detail. The code generation is implemented with the
openArchitectureWare' component in Eclipse. In our opin-
ion, a software product can only be really secure if security
considerations are integrated into the development process
from the very beginning. On the other hand, only by using
established modeling techniques already elaborated in the
Software Engineering research, the inherent complexity of
such applications can be handled with more ease. Then, de-
sign errors, e.g. in the design of the security protocols, are
less likely to occur.

We want to achieve two goals: First, a secure application
that provably fulfills some security properties, and second,
a correct implementation for this application. To achieve
the first goal we extend our approach to the model-driven
generation of formal specifications from the same platform-
independent model. Using this formal model we can verify
security properties for the modeled application. The verifi-
cation approach is described in [12]. The second goal can be
achieved by generating code that is correct with respect to
the formal specification. The correctness theory (based on
refinement) is established for hand-written code and model
[7], and can be used to prove the correctness of an imple-
mentation individually for every application. By generat-
ing code and formal model we are bringing together formal
methods and model-driven Software Engineering into one
integrated approach [24].

We currently focus our work on smart card scenarios.
Smart cards are inherently security-critical, but also rela-
tively small in their size and therefore easier to cope with.
In a second step, we plan to extend our method to other
areas of security-critical applications, e.g. using Web Ser-
vices. All considered applications have in common that they
are built on application-specific security protocols.

Section 2 presents our integrated model-driven approach
in a nutshell. Section 3 gives an overview of the specifics
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regarding the programming of smart cards with Java Card.
We illustrate our approach by a case study called Mondex
which is an electronic payment system and shortly intro-
duced in Section 4. Section 5 presents our modeling of
security-critical systems with an extended version of UML
that allows to completely model the system. In Section 6,
the main part of the paper, we describe the generation of
executable Java Card code from these models. Section 7
introduces work that is related to ours and Section 8 con-
cludes.

2 From Abstract Models to Secure Exe-
cutable Code

A lot of research work, for example [25] and [26], ad-
dresses the abstract specification of security protocols as
well as the proof that the specified systems are secure. Most
of these approaches deal with proofs of security proper-
ties only at the level of abstract specifications but do not
consider the implementation of the system. In practice,
this does not suffice since additional weaknesses may be
added on the code level. Previously, we bridged the gap
between abstract specification and code with a suitable re-
finement theory and interactive program verification. This
approach guarantees that security properties of the abstract
specification are also valid at code level [10] [8], but inter-
active proofs are very time-consuming. The SecureMDD
approach generates both, a formal model for verification
as well as executable code, from a common platform-
independent UML model. We define the formal specifi-
cation as well as the smart card application to be two dif-
ferent platforms. We generate platform-specific models for
each platform from the platform-independent model and, in
a next step, the formal model resp. code. Figure 1 gives an
overview of our approach.

plattformindependent
Model (PIM)

Application
Model

—/

Card PSM

\

plattformspecific

Formal PSM Models (PSM)

|

formal Model

Terminal PSM

]

Smartcard Code

plattformspecific
Implementations (PSI)

Terminal Code

Figure 1. Overview of SecureMDD

The platform-independent level defines an abstract view
of the application under development including dynamic
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and static aspects of all involved components. This model
is transformed into a platform-specific model that contains
information needed for the generation of Java Card code for
the smart card as well as Java Code for the terminal (e.g. a
PC with a smart card reader, or a vending machine) commu-
nicating with the card. Thus, we generate platform-specific
models defining the behavior as well as data types for each
component of the application. Then, the Java (Card) code is
created by model-to-text transformation from the platform-
specific models. In this paper we focus on the generation of
the smart card part of an application, but the terminal code
for the protocol can be generated as well.

Furthermore, the platform-independent models are trans-
lated into a platform-specific model, Formal PSM, contain-
ing the required information to generate a formal model
based on abstract state machines [11] [3]. In a next step,
security properties can be specified and verified using the
formal model in the interactive verification system KIV [20]
[1]. The formal specifications and verification technique is
based on the Prosecco approach [12].

The correctness of the transformations is still an open
issue but we have some ideas to solve this problem using
refinement. For more details see [24].

3 Smart cards using Java Card in a Nutshell

The Java Card [29] technology facilitates the use of Java
on resource-constrained devices such as smart cards. Since
these small devices are not very powerful, only a subset of
the functionality of Java is supported. Unsupported features
are, for example, garbage collection, threads, dynamic class
loading, and reflection. Even the use of large primitive types
such as integers or floating point arithmetic is unsupported.
The missing garbage collection means that space that is oc-
cupied by objects can never be reclaimed even if the object
is no longer accessible. To avoid memory leaks best prac-
tice is to allocate all memory during the initialization phase,
and never to create objects afterwards. On the other hand,
all data (objects, arrays, and primitive values) is automati-
cally persistent since the heap is stored in the EEPROM of
the smart card. EEPROM sizes range from 16 Kto 512 K. A
Java Card program runs from the moment it is loaded onto
the smart card until it is deleted. It is never restarted.

Smart cards communicate with a terminal by receiving
and answering commands using Application Protocol Data
Units (APDUs) [15], a sequence of bytes. The card does not
initiate the communication, instead it waits until receiving
a command APDU from the terminal. Then, the card pro-
cesses the command APDU and returns a response APDU.
A command APDU in Java Card is a byte array consisting
of a header of five bytes followed by the sent data. Each
response APDU contains the returned data in a byte array
followed by two status bytes. Typically, Java Card pro-



grams are not written using object-oriented paradigms. In-
stead, (parts of) byte arrays and primitive data types such as
shorts are manipulated directly. This leads to programs
that are difficult to understand and to debug, even though
Java Card programs are usually rather small, typically be-
tween 100 and 10000 lines of code.

4 An Electronic Payment System: Mondex

We illustrate our approach with an example, an elec-
tronic purse system called Mondex. Mondex is a product of
Mastercard International and is intended to replace coins by
electronic cash. The Mondex case study recently received
a lot of attention because its formal verification has been
set up as a challenge for verification tools [32] that several
groups [16] as well as our group [28] [13] worked on. To
pay with his Mondex card, the customer of a shop inserts
his card into a card reader which is also connected to the
Mondex card of the shop owner. Then, the amount to pay is
withdrawn from the card of the customer and credited to the
one of the shop owner. To ensure the practicability of the
purse system, several security requirements must be met.
First, it must not be possible to “create” money, i.e. to add
money on one card without reducing the amount of another
card. Furthermore, it has to be ensured that no money is
“lost”. If, for example, a card is removed from a card reader
too early, a recovery mechanism has to guarantee that the
lost amount can be recovered. Another requirement is that
a Mondex card, after released to the customer, is on its own,
i.e. it has to ensure the security for all transactions without
the help of a central server.

The message exchange is shown in Fig. 2. Money is
transfered from the from purse to the to purse. The ter-
minal initiates the communication (messages 1 and 3) and
then simply passes the other messages from one card to the
other. The main steps are Req, Val, Ack. After Reg(uest)
is received (between steps 7 and 8) the money is deducted
from the from purse, between steps 9 and 10 the money
is added to the to purse. The Ack(nowledge) finishes the
protocol run. If a card is removed from the card reader dur-
ing a critical step the missing Ack message is used to log
the failed transaction. A detailed description of the protocol
can be found e.g. in [16].

S Modeling
with UML

security-critical applications

The modeling methodology of our approach differs from
others by providing a way to completely model an appli-
cation. This includes the static aspects as well as dynamic
views.

UML facilitates the description of a system from differ-
ent views. We use the following types of diagrams: Use
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<<Smartcard>>
from : Purse

<<Smartcard>> <<Terminal>>
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5: StartTo

6: Req

7: Req
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9: Val

10: Ack |

11: Ack

Figure 2. The Mondex protocol

case diagrams and descriptions are used to give an overview
of the functionality of the system under development. Class
diagrams are used to model the static view of an applica-
tion. Sequence and activity diagrams are used to model the
dynamic aspects of the system. Deployment diagrams serve
for definition of the structure of the (distributed) system un-
der development and to model the attacker abilities that are
needed to prove that the system is secure.

Static aspects of a (distributed) application, modeled in
class diagrams, are the components of the system, i.e. smart
cards and terminals that communicate to run a protocol, the
message types that are used for communication as well as
data types used by the components. Specifics regarding the
modeling of a security-critical application are the represen-
tation of encrypted data, digital signatures, hashed values,
keys, and other cryptographic operations. We use a UML
profile to model the encryption, signing and hashing of data
as well as appropriate data types to represent keys, secrets
and nonces.

Figure 3 shows the part of the class diagram representing
the smart card and associated classes for Mondex.
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<<Smartcard>> -exlog <<data>>
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Figure 3. Part of the platform-independent
class diagram consisting of the purse and its
associated data types

The class representing the smart card component,
called Purse in Figure 3, is denoted by the stereotype
< Smartcard>>. Furthermore, the associated data types
are denoted by stereotype <data>>. A purse stores its
name and a continuous transaction number in an object
called PurseData. The current state of a protocol run
is described with a State enumeration. Additionally,
the current transaction details are recorded by a data type
PayDetails that holds the value to exchange and the
PurseData of the two participating smart cards. If a
transaction fails, the PayDetails are stored in an excep-
tion log exlog where failed transactions can be logged.
Furthermore, a purse stores its balance, a symmetric key
which is the same on all cards as well as a counter for the
number of failed transactions. On the platform-independent
level all types of numerical values are defined by an ab-
stract primitive type Number. For names we use the type
String.

During a protocol run messages are exchanged between
the protocol participants. On the platform-independent
level each message type is modeled by a class derived
from an abstract class with a <Message>> stereotype.
Figure 4 shows a Reg(uest) message (see also Fig. 2).
It contains encrypted data. Data that is going to be
encrypted (Msgcontent) is labeled with the stereo-
type <PlainData>>, and the association has the stereo-
type <encrypted>>. A Msgcontent object contains the
PayDetails of the current transaction as well as a con-
stant msgf lag that identifies a Req message. Forging of
messages is not possible because an attacker cannot know
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Req | i <<Message>>
Message
<<encrypted>>
1 -encmess
<<PlainData>> <<data>>
Msgcontent 1 PayDetails
-msgflag : Number -Pd | value : Number

Figure 4. Message type Req with associated
classes

the secret key used for encryption, and replay attacks are
prevented by the transaction number sequenceNo. The
msgflag information is used to prevent type confusion
attacks: Req, Val, and Ack messages all have the same
structure, and an attacker could otherwise replace the en-
crypted part of a Val message with the encrypted part of a
Req message. This would allow to add money on one card
without subtracting it from another. This attack is prevented
by the msgflag.

The exchange of messages is described by sequence di-
agrams (shown in Fig. 2). However, many details are omit-
ted. To model a protocol and state changes of the compo-
nents precisely we use activity diagrams. The partial dia-
gram for the Req step is shown in Fig. 5.

In general, every component participating in the proto-
col is modeled by an activity partition (or swim-
lane). In Fig. 5 only (part of) the from purse is shown.
acceptEvent and sendSignal actions are used to
model the receiving and sending of messages (at the top and
bottom of Fig. 5). Actions can express assignments or
object creation, decision nodes and guards describe
checks to perform, and a flow final node indicates
an abortion of the protocol run. The use of parallel control
flows is not allowed. Actions and guards are written in the
self-defined language MEL (Model Extension Language).
MEL is based on Java expressions and local variable dec-
larations, but the syntax is more UML oriented and more
permissive than Java.

When a Reg(uest) message with encrypted data enc is
received (top of Fig. 5) it is first checked if the current state
of the purse is EPR (= expecting request). If not, a method
ABORT () is called that is defined in another activity di-
agram (indicated by the rake symbol). ABORT () logs a
previously failed transaction. Afterwards the current proto-



from: Purse

Req(enc)

[else]

|

[state == EPR] ABORT() :
ABORT
th
msg : Msgcontent :=
decrypt(sesskey,enc);
[else]

[msg.msgflag == REQ
and msg.pd == pdAuth]

balance := balance -
pdAuth.value;

ABORT() :
ABORT

state := EPA;

msg.msgflag := VAL;

enc := encrypt(sesskey,msg);

Val(enc)

Figure 5. Part of the platform-independent ac-
tivity diagram of the Mondex application

col run is aborted. If the state is EPR a local variable msg
is defined and set to the decrypted content of the message.
The syntax is like a UML attribute definition, not a Java lo-
cal variable declaration. Then it is checked if the rest of the
message is as expected. Afterwards the balance of the purse
is reduced by the required amount and the state is set to EPA
(= expecting acknowledge, the next protocol step for this
card). The last two actions construct a Val(ue) message
that is sent back to the terminal (and from there to the other
card). The four assignments can be grouped in one activity
node, but are distinguished for clarity in the diagram.
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6 Automated Generation of Code

The class and activity diagrams contain almost all neces-
sary information to generate the full code of the Java Card
program that runs on the smart card. The only missing in-
formation are configuration settings that are added in the
platform-specific model (see section 2). For example, the
length of the name of a purse must be fixed, and a special
cryptographic algorithm can be chosen. It is also possible to
generate the part of the code for the terminal that executes
the protocol. In the rest of the paper we omit the platform-
specific model and concentrate on the essentials of the code
generation.

Programming smart cards (with Java Card) is differ-
ent from programming desktop or enterprise applications
in Java. Although Java Card is a subset of Java, coding
techniques differ a lot. Java Card programs are usually
not written in an object-oriented manner. Typically, byte
arrays are manipulated directly omitting object-oriented
paradigms like modularization and encapsulation. In our
opinion, one challenge of model-driven code generation
is to reduce the gap between input and target platforms.
For this reason, we make further use of the classes de-
fined in the platform-independent model (and later trans-
formed to platform-specific classes) instead of transforming
the object-oriented view of the model into a program con-
sisting of byte array representations for each object resp.
class. Thus, the code that executes the protocol steps of the
cryptographic protocol operate (more or less) on the data
types defined in the platform-independent model by the de-
veloper.

As noted earlier, the communication in Java Card is re-
alized by using APDU, i.e. byte arrays, as the communica-
tion format. To transmit data from a smart card to a terminal
the message objects as well as associated objects must be
serialized and sent as byte arrays.

This means the generation of the Java Card code has two
major parts: 1. Generating the code that executes the pro-
tocol steps, and 2. Generating code for the classes and their
serialization, including code for the encryption of objects
and their reuse (because of the missing garbage collection).
Both parts are described in turn.

6.1 Generating the protocol code

The generated code for the activity diagram in Fig. 5 is
shown in listing 1.

For every protocol step one method is generated. The
text of the acceptEvent node (a statement of the MEL lan-
guage) Reqg(val) must consist of a message class fol-
lowed by a list of identifiers. The message class determines
the name of the method and the Class of the received mes-
sage (line 1 in listing 1). The identifiers become local vari-



1 public void handleReqg(Req _inmsg) {
2 EncData enc = _inmsg.encmess;

3 if (state == State.EPR) {

4 Msgcontent msg = (Msgcontent)

5 EncData.decrypt (sesskey, enc);
6 if (msg.msgflag == Constants.REQ
7 && msg.pd.equals (pdAuth)) {
8 balance = Math.sub(balance,

9 pdAuth.value) ;
10 state = State.EPA;

11 msg.msgflag = Constants.VAL;

12 enc =

13 EncData.encrypt (sesskey, msqg);
14 sendMsg (Store.newVal (enc)) ;

15 } else {

16 ABORT () ;

17 ISOException.throwIt (ERR) ;

18 }

19 } else {
20 ABORT () ;
21 ISOException.throwIt (ERR) ;

22 }

23}

Listing 1. Java Card code generated from the
activity diagram

ables in the method that contain the attributes and associa-
tions of the class (line 2). In the example a field access is
used (this implies that the field is not private), but it is also
possible to generate a getter call. Decision nodes become
if-then-else statements in Java, and the flow final nodes be-
come calls to the Java Card API method throwIt (lines 17
and 21) that throw an exception without allocating memory.

The actions are transformed into valid Java Card code.
First, the MEL language is more permissive than Java, and
has a do-what-I-mean flavor that is very convenient for
modeling. This can be considered as syntactical sugar.
For example, state == EPR becomes state
State.EPR (line 3) since EPR is a static field of the class
State (this is similar to Java’s import static decla-
ration). Another example is the second test: msg.pd
pdAuth becomes msg.pd.equals (pdAuth) (line 7)
because we consider objects as equal if their attributes
are equal. The equals method is automatically gener-
ated. Second, the data types String and Number (non-
existent in Java Card) are translated into byte array and
short, resp. However, the value range of short num-
bers is very limited. Therefore, an arithmetic operation
is translated into a call of a predefined method (- into
Math.sub in line 8) that throws an error if an over- or
underflow occurs. Last, the missing garbage collection in
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Java Card must be taken into account. One would ex-
pect that the sendSignal node Val (enc) is translated
into sendMsg (new Val (enc)) (with sendMsg a pre-
defined method). However, that would eventually fill all
available memory because objects in Java Card are allo-
cated on the heap and never deleted. (A Java Card program
runs from the moment it is loaded onto the smart card un-
til it is deleted. It is never restarted.) Therefore, objects
are usually allocated once on startup and later reused. We
solve this problem by generating a store that implements
a very simple form of memory management. In line 14
(sendMsg (Store.newVal (enc)) ;) the store is ac-
cessed. It should be noted that this mechanism is highly
application dependent and requires a careful analysis of all
activity diagrams, i.e. it has to be determined how many ob-
jects are required for each class in one protocol step. The
method newVal retrieves a free object of class Val from
the store, and copies the argument enc into it. This object
will be marked as free (and can be reused) after sending the
response message.

6.2 Generating Classes, their Serializa-
tion, Encryption, and Reuse

Serialization. Since the communication with the smart
card uses a sequence of bytes message objects must be seri-
alized (encoded). The serialization uses a tag (length) value
encoding. Every class is given a unique code (a byte). An
object encoding begins with the code for the class, followed
by the encoding of the fields in the order in which they are
declared. The encoding of an array additionally contains
its length. Figure 6 contains an example of the encoding
of a Msgcontent message (cf. the class diagram in Fig.
4). This kind of encoding cannot encode cyclic structures,
and does not preserve sharing. This is intentional because
communication with a smart card should not rely on these
features. A formal correctness proof for a similar encoding
can be found in [7].

Listing 2 shows the decoding of a Msgcontent object.
The main method is decode (line 5) that receives a byte ar-
ray containing an encoded object. The field 1en (lines 2, 6)
is the offset into this array where decoding starts. Since no
memory may be allocated the idea is to retrieve a correct ob-
ject from the store (described below) and to decode the byte
array into this object. This is done in the switch statement
(lines 9-14). Then the actual decoding works recursively.
To decode a Msgcontent (line 17) it is first checked if
the tag really contains the correct code (line 18). This will
detect incorrect encodings. Then the msgflag attribute of
type short is decoded and set, then the PayDetails are
decoded and so on. Every decoding advances the len off-
set so that it always points to the correct position in the byte
array. Decoding a short value retrieves the two bytes from



Msgcontent

short PayDetails
(MC[S W [l[PD] . | —~ [ - |
———— N - ——
msgflag value from to

MC, S, PD are the unique codes (one byte) for
Msgcontent, short, PayDetails. A short is di-
vided into a high and low byte. After the code follow the
encodings of the attributes and associations (see Fig. 4).

Figure 6. Example of the encoding of a
Msgcontent for encryption.

the array and creates a short (lines 26, 27). The decoding
works because every object retrieved from the store con-
tains (empty) objects for all associations. For example, the
pd field of aMsgcontent is never null, but always con-
tains a PayDetails object. Anincorrect encoding (either
by accident or maliciously by an attacker) could cause an
ArrayIndexOutOfBoundsException that is caught
(line 15) and transformed into a standard error (not shown).

While this kind of encoding and decoding of objects is
not very complicated, it is still difficult to program without
introducing some errors, and rather tedious, because most of
the code is copy-paste. And it is obviously highly applica-
tion specific, requiring new code for every new application.
Therefore it is an excellent example for code generation. To
generate the en- and decoding one has to know the objects
that have to be serialized and their fields. Since these static
information is contained in the class diagrams, the code is
generated from these diagrams.

Encryption. The Java Card API provides methods for en-
cryption and decryption. The methods operate on byte ar-
rays. le. the encryption method takes a byte array as in-
put, and the encrypted result is also a byte array. To en-
crypt objects in our approach we generate a class EncData
that handles the conversion. Listing 3 shows part of
the class. Objects to encrypt must be marked with the
stereotype <PlainData>> (see Msgcontent in listing 4).
PlainData (line 7) is a generated interface that is imple-
mented by all classes containing the stereotype. The method
encrypt first encodes the object to encrypt into a byte ar-
ray (in the same manner as messages are encoded) and then
calls the Java Card API method for the actual encryption.
decrypt calls an Java Card API method for the actual de-
cryption, and then decodes the result. Again, both methods
may not allocate memory, but must reuse objects from the
store. MAX is the length of the longest encrypted data (it can
be computed from the class diagram).
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public class Coding {
private short len;
private byte[] dest;
Codeable decoded;
Codeable decode (byte][]

len = 0;

dest = in;

try {
9 switch(in[0]) {

in) |

0NN N kAW -

10 case Code.MC:

11 decoded = Store.newMsgcontent () ;

12 decMsgcontent ( (Msgcontent)decoded) ;
13 return decoded;

14 }}

15 catch(ArrayIndexOutOfBoundsEx e)

16 1}

17 wvoid decMsgcontent (Msgcontent o) {

18 if (dest[len++] != Code.MC)
19 ISOException.throwIt (ERR) ;
20 o.msgflag = decShort();

21 decPayDetails (d.pd) ;

22}

23 short decShort () {

24 if (dest[len++] != Code.SHORT)
25 ISOException.throwIt (ERR) ;
26 return (short) ((dest[len++] << 8) |
27 (dest[len++] & OxFF));
28}

Listing 2. part of the decoding
Classes. For every class of the class diagram a Java class

is generated that contains the attributes and associations as
fields in an obvious manner. Additionally, the stereotypes of
the SecureMDD profile are considered. Fig. 4 showed the
classes Req and Msgcontent, and listing 4 shows part of
the generated classes.

The <Message> stereotype indicates that objects of
this class and its subclasses can be sent in a protocol run.
For the Java Card program this means it must be possible
to serialize these objects (described above). The class and
all associated classes therefore implement the predefined in-
terface Codeable and the method getCode that returns
a unique identifier for a class (Java Card does not support
reflection). The stereotype <encrypted>> for the associa-
tion indicates that Req does not contain a Msgcontent
in clear text, but as an object of the (predefined) class
EncData that contains the encrypted Msgcontent as a
byte array (also described above). The equals method is
used for comparisons based on the equality of attributes and
associations, e.g. in line 7 in listing 1. The copy method is
used by the store (described below).



1 public class EncData

2 implements Codeable {

3

4 private short len;

5 private byte[] data = new byte[MAX];
6 static EncData encrypt (Key key,

7 PlainData d) { ... }
8

9 static PlainData decrypt (Key key,
10 Encbhata e) { ... }

Listing 3. Java Card code for the EncData
class

1 public class Reqg extends Message

2 implements Codeable {

3 EncData encmess = new EncData();

4 byte getCode(){ return Code.REQ; }
5 }

6

7 public class Msgcontent

8 implements PlainData {

9 short msgflag;

10 PayDetails pd = new PayDetails();
11 byte getCode(){ return Code.MC; }
12 boolean equals (Msgcontent o)

13 void copy (Msgcontent o)

14 ce. )

Listing 4. Java Card code generated for Reg
and Msgcontent classes

The Store. The absence of garbage collection requires
some sort of memory (or better object) management, the
Store. An analysis of the activity diagrams yields the
number and classes of objects that must be managed by the
store. Fields of the smart card class (Purse) are allocated
when the Pur se object is created and will be reused or up-
dated. The store manages only temporary objects that are
needed only during one protocol step. Data that is needed
across protocol steps must be stored in fields of the Purse
object, and when data from a message is to be stored in a
Purse field it must be copied. This is also automatically
analyzed and generated, in the activity diagram a simple as-
signment can be used. Listing 5 shows the part of the store
that handles Msgcontent objects. If MCCOUNT objects
are needed they are stored in an array, i.e. an array of length
MCCOUNT is created (line 6), and filled with ‘empty’ objects
(line 8). A counter mcCount points to the next ‘free’ ob-
ject. Two methods newMsgcontent behave more or less
like constructors with no arguments and with arguments for
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public class Store {

static Msgcontent[]
static byte mcCount;
static {

mcs = new Msgcontent [MCCOUNT] ;
for (short s=0; s<MCCOUNT; s++)

mcs;

01NN B W=

mcs[s] = new Msgcontent();
9 1}
10 static newMsgcontent () {
11 return mcs[mcCount++]; }
12
13 static newMsgcontent (int value,
14 PayDetails pd) {
15 mcs [mcCount] .value = value;
16 mcs [mcCount] .pd.copy (pd) ;
17 return mcs [mcCount++]; }

Listing 5. part of the store

all fields, resp. However, the method with arguments (line
13) copies recursively its arguments into the ‘free’ object
(line 16). Before another protocol step is executed all coun-
ters are resetted.

The rest of the generated code consists of a main method
that is called by the Java Card virtual machine with an
APDU (see Sect. 3), decodes it into a Message object,
makes a case distinction about the type of the message, and
calls the appropriate method that handles the protocol step.

The generated Java Card code for the example is about
2000 lines long.

Furthermore, it is possible to generate (Java) code for the
terminal. We suggest to model only the security-critical part
of the terminal with UML. Then only for these parts code
is generated. The remaining code, i.e. the user interface,
should be written by hand in a manner that has no influence
on the security-critical code (see [9] for more details).

7 Related Work

A related approach concerning the modeling of security-
critical applications is UMLSec developed by Jan lJiirjens
[18]. To model security-critical systems with UML and to
prove that several (predefined) security properties hold for
the modeled system, Jiirjens defines a UML profile. Us-
ing the profile, properties such as secrecy and integrity as
well as role-based access control are expressible. lJiirjens
provides tool support for verifying properties by linking the
UML tool to a model checker and an automated theorem
prover. The generated formal model reflects an abstract
view of the parts of the application that are required for
verification. In our approach we generate a formal model
for verification and executable Java (Card) code whereas



Jiirjens remains on an abstract level. In [19] an implemen-
tation of an application (an electronic purse and the TLS
protocol) is written in Java by hand. Then, the code is trans-
lated into an abstract model of the application, and security
properties are proven with an automated theorem prover.

Basin et al. [2] [22] present a model-driven methodol-
ogy for developing secure systems which is tailored to the
domain of role-based access control. The aim is to model
a component-based system including its security require-
ments using UML extension mechanisms. To support the
modeling of security aspects and of distributed systems sev-
eral UML profiles are defined. Furthermore, transformation
functions are defined that translate the modeled application
into access control infrastructures. The platforms for which
infrastructures are generated, are Enterprise JavaBeans, En-
terprise Services for .Net as well as Java Servlets.

We are not aware of other work that generates Java
(Card) code from activity diagrams in the specific manner
of our approach. Mayer et al. [23] translate activity dia-
grams into WS-BPEL and Java (among others) in a SOA
setting. They extend UML with a few new model elements,
but do not have their own language (like our MEL) to model
actions. Hence the generated Java code is not yet runnable.
Kraus et al. [21] use activity diagrams to model processes
and their control flow in a web-based setting. The gener-
ated code consists of an execution engine for the activity.
Again, the content of actions is not interpreted. More gen-
eral treatment of activity diagrams (semantics, consistency,
interpretation) can be found e.g. in [17], [6] or [14]. None of
these approaches use activity diagrams in a specific manner
comparable to us.

Coglio [4] and Green [5] generate Java Card code from
a textual language called SmartSlang that is already very
close to Java Card, but can also be translated into input for
a theorem prover. This approach is closer to programming
directly in Java Card and verifying the source code than to
our (and other’s) UML model based approach.

8 Summary

We presented a model-driven approach for the develop-
ment of security-critical distributed applications. Our goal
is to generate both, an implementation and a formal model,
from the same platform-independent model to assure cor-
rectness and security of the code with respect to the formal
model by construction. Security properties can be verified
on the formal model, for which we already developed a suit-
able verification approach. This paper presented the Java
Card code generation for smart cards from class and activity
diagrams. The full implementation is automatically gener-
ated. The resulting code is object oriented and easy to un-
derstand which is unusual for Java Card programs. On the
other hand, the code generation is far from trivial because
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of the limitations of smart cards and Java Card. The code
generation is implemented with the openArchitectureWare
component in Eclipse.
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