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1. INTRODUCTION

In engineering, a number of very useful techniques
have been developed to analyze safety-critical sys-
tems. Examples are fault tree analysis (FTA)
(Vesely et al. 1981), failure mode and effects anal-
ysis (FMEA) (Reifer 1979), or hazard and oper-
ability analysis (HAZOP) (Fenelon et al. 1995).
These techniques assist in the detection of design
errors, safety flaws, and weaknesses of technical
systems. Classical safety analysis mainly operates
on informal grounds. It is based on an informal
description of the underlying system. Therefore it
is quite hard to mechanize the safety analysis or to
check the description for adequacy or consistency.
This is an issue where formal specification tech-
niques might help. The idea is to formally specify
the system model, and to check consistency and
other properties by formal verification techniques.
Furthermore, there is a good chance to automate
or at least semi-automate the safety analysis by
computational or deductive analysis of the formal-
ized system model.

In this paper we sketch an experiment to ap-
ply this paradigm to a transportation scenario:
a radio-based, decentralized control system for a

1 this work is partly sponsored by the DFG Schwerpunkt-
programm 'Integration von Techniken der Softwarespezi-
fikation fur ingenieurwissenschaftliche Anwendungen'
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level crossing. The example is taken from (Jansen
and Schnieder 1999). This example serves as a
reference case study in the DFG Schwerpunktpro-
gramm 'Integration von Techniken der Software-
spezifikation fur ingenieurwissenschaftliche An-
wendungen' 2. The scenario is described using for-
mally grounded statecharts and algebraic spec-
ifications. We describe a potential hazard and
perform a classical fault tree analysis guided by
the formal model.

The example is described in Sect. 2, and a sketch
of the formal model can be found in Sect. 3. Sect. 4
summarizes the fault tree analysis. It uncovered
significant weaknesses in the model, and helped to
make implicit assumptions explicit. Furthermore,
the experiment raised some interesting questions
about the methodology of applying fault tree
analysis on formal models (Sect. 5), and the
formal semantics of fault trees (Sect. 6). Finally,
Sect. 7 concludes the paper, and gives an outlook
on future work.

2 German Research Foundation program 'Integrating Soft-
ware Specification Techniques for Engineering Applica.-
tions'
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Fig. 1. Overview over the Radio-Based Crossing Control System

2. THE RADIO-BASED CROSSING
CONTROL

The German railway organization, Deutsche Bahn,
prepares a novel technique to control level cross-
ings: the decentralized, radio-based level crossing
control. This technique aims at medium speed
routes, Le. routes with maximum speed of 160
km/h. An overview is given in Fig. 1. The main
difference between this technology and the tra-
ditional control of level crossings is, that signals
and sensors on the route are replaced by radio
communication and software computations in the
train and in the level crossing. This offers cheaper
and more flexible solutions, but also shifts safety
critical functionality from hardware to software.

Instead of detecting an approaching train by a
sensor, the train computes the position where it
has to send a signal to secure the level crossing.
Therefore the train has to know the position of
the level crossing, the time needed to secure the
level crossing, and its current speed and position,
which is measured by an odometer.

When the level crossing receives this command
it switches on the traffic lights, first the 'yellow'
light, then the 'red' light, and finally closes the
barriers. When they are closed, the level crossing
is 'safe' for a certain period of time. The stop
signal, indicating an insecure crossing, is also
substituted by computation and communication.
The train requests the status of the level crossing.
Depending on the answer the train will brake or
pass the crossing. The level crossing periodically
performs self-diagnosis and automatically informs
the central office about defects and problems.
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The central office is responsible for repair and
provides route descriptions for trains. These de-
scriptions indicate the positions of level crossings
and maximum speed on the route.

3. THE FORMAL MODEL

The radio-based level crossing control system was
modeled using Statemate, a toolset that sup-
ports modeling with activity-charts and state-
charts (Harel 1987). The activity-charts represent
the structure or components of the system and the
data flow between these components. The state-
charts describe the functional behavior of these
components in terms of states and transitions. Ab-
stract data types and computation functions (e.g.
the braking distance of the train) are described
using algebraic specifications.

Fig. 2 is the activity-chart of the entire system.
The activity environment describes the behavior
of the train in the 'real' world, i.e. it computes the
current speed and position of the train and makes
these data available to the train and the cross-
ing control. The environment receives acceleration
and deceleration commands from the train. The
train activity is the control of the physical train
with one part for monitoring the maximum speed
and another one responsible for timely sending
the command for closing to the level crossing.
This command is sent through a communication
channel, connecting the train and the level cross-
ing through a radio communication. The crossing
controls the traffic lights and the closing of the
barriers. The crossing has to reply to requests
from the train ('safe' or 'unsafe'). Therefore it
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Fig. 2. Activity-chart: System

has a connection to the communication channel.
Furthermore there are external actors driver, re-
sponsible for driving the train by sending accel-
eration and deceleration commands, and central
office, receiving error messages from the crossing
if some components are defect (in order to repair
them).

The two statecharts in Fig. 3 describe the in-
terrelation between the train and the crossing.
When the train reaches the point to enable
the crossing (SGP.J'ASSED), it sends a com-
mand and waits until the crossing is safe. When
the level crossing receives this command (EN-
ABLE-CROSSING), it enables the traffic lights
(TURN-LIGHTS_ON) and after a few seconds
closes the barriers (CLOSE...BARRIERS). When
the barriers are closed, the level crossing is 'safe'
and acknowledges the corresponding status re-
quest from the train. When the train receives this
reply (RT_OK) the crossing is released and the
train passes the crossing. Otherwise it brakes and
the driver has to manually secure the level crossing
(RELEASED-MAN). When the train passes the
crossing (PASSED) the level crossing opens the
barriers (OPEN...BARRIERS) and switches back
to the initial state. If not, the crossing waits for
some minutes and then opens the barriers (and
is then 'unsafe') to protect cars against endless
waiting.

4. FAULT TREE ANALYSIS (FTA)

FTA was developed for technical systems to an-
alyze if they permit a hazard (top event). This
event is noted at the root of the fault tree. Causes
(sub-events) for this event are given in the child
nodes and are connected through a gate in the
fault tree. The gate indicates if all (and gate)
or only one (or gate) sub-event triggers the top
event. By applying this procedure recursively to
the sub-events, a tree is developed. The leaves of
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the tree are the low level causes (basic events) for
the top event, which have to occur in combination
(corresponding to gates in the tree) to trigger
the top event. A minimal combination of basic
events, which may cause the top event, is called
a minimal cut set. When at least one event from
every minimal cut set is excluded thnugh system
design, the top event cannot occur. Our aim is
to adapt this safety analysis technique to formal
models of software based technical systems.

We applied FTA to the example and examined
the hazard collision on the basis of the formal
model given above. The result is shown in Fig. 4.
Collision was defined as train on crossing, bar-
riers open. In the underlying formal model, this
can only happen, when the train does not brake
although no 'release' was sent or a 'release' was
sent and the barriers are open. The rest of the
tree was developed by breaking down the collision
property to the components, applying FTA to the
model. The analysis led to the following results:

First of all, there are a lot of single point of failures
associated with defects of hardware components of
the train (brakes, odometer) and with erroneous
parameters the software relies on (e.g. maximum
deceleration). FTA indicated that faulty compu-
tations could be causes for a collision. Therefore
they had to be modeled carefully to make the
formal specification adequate. Interestingly, there
are no failures depending on the radio communi-
cation, Le. no breakdown of the communication
channel may cause a collision. This is because the
train stops before the level crossing by default and
we made the assumption that the communication
channel can loose the 'release' signal but not cre-
ate one without input.

Second, we also found (and repaired) an error
in the model which could have produced a col-
lision. The informal description for the example
requires that the level crossing stays safe for only
240 seconds. This was correctly reflected in the



Fig. 3. Statecharts: Train-Control and Crossing-Control

collision

Fig. 4. FTA for the hazard collision

model of the level crossing: the barriers are opened
afterwards. But there was no corresponding mech-
anism in the train which ensured that the train
passes within 240 seconds or stops before the level
crossing. Therefore it was possible that a train
receives a 'release' but does not reach the level
crossing before the barriers are re-opened by the
timeout. To correct the error, we have added an
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event TMOUT (see Fig. 3) which forces the train
to stop in this case. Such kinds of specification
errors, which involve several components of the
system, are not unusual. Because of distributed
development, they can easily lead to an unsafe
component or system.



Summarizing, FTA on the formal model pointed
to critical components (with regard to the hazard
collision) in the system and detected a design
error in the model. Therefore FTA is a useful
method to check formal models for adequacy and
consistency.

5. METHODOLOGY FOR APPLYING FTA
ON FORMAL MODELS

We suggest to develop the formal model and the
fault trees as separated but interrelated docu-
ments. Building up a fault tree is driven by intu-
ition. However, events and sub-events are formal-
ized with respect to the formal model. Sometimes
this requires to extend the formal model with
additional notions to capture the safety relevant
aspects covered by the fault tree.

To ensure that an event is caused by its sub-events
as described by the gate, verification conditions
are generated for every gate in the fault tree.
These verification conditions have to be proven
with respect to the formal system model. They
guarantee that the top event of the tree does not
occur, provided at least one basic event of every
minimal cut set never occurs.

In the engineering literature, e.g. (Vesely et al.
1981, Bahr 1997), events in a fault tree usually
describe faults or undesired situations. However,
in a number of formal approaches of FTA (Hansen
et al. 1998, Lankenau and Meyer 1999) events are
just decomposed according to the structure of the
formula describing the event. In our example the
hazard collision would be decomposed in

train on crossing
and

barriers open.

But none of these two propositions is a fault and
nobody would like to build a level crossing which
ensures that a train never passes the crossing or
the barriers are never open.

Moreover, we suggest to define events and sub-
events of a gate separately, and to check their
correct interrelation explicitly. This is different
from other approaches, e.g. (Hansen et al. 1998,
Lankenau and Meyer 1999), where the semantics
of an event is defined through its sub-events. In
these approaches it is much harder to detect e.g.
omitted basic events.

6. REQUIREMENTS FOR A FAULT TREE
SEMANTICS

The main characteristics of the fault tree in our
example is that each gate describes a cause-
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consequence relation between an event and its
sub-events.

To verify that the gates indeed describe a cause-
consequence relation three aspects have to be
considered. First, the formal model should ensure
that the sub-events in the fault tree are really
causes for the corresponding event, second, all
causes for an event must be considered, and third,
causes should occur before consequences.

The first aspect is formalized as a correctness
condition. It ensures that if the sub-events of a
gate occur then the consequence must also occur.
We require that correctness is shown for all gates
except those, where a design decision explicitly
enlarges the set of faulty states.

The second aspect refers to the completeness of
events, i.e. that no other event might entail the
consequence. We have shown, that proving the
completeness condition for each gate yields the
completeness of the whole tree: ruling out the
minimal cut sets of the fault tree rules out the
top event (minimal cut set theorem).

The third aspect says that causes should occur
before consequences (failure of train control is
not a cause for a collision if it happens after
the collision). Simply formalizing the semantics
of and/or gates as conjunction/disjunction like in
(Vesely et al. 1981, Bahr 1997), would enforce that
causes and consequences happen at the same time.
This is not adequate for a backwards analysis
(in time) of the causes for a hazard. Therefore
we require in our correctness and completeness
condition that causes occur before or at the same
time as consequences. Our semantics rises the
question whether the causes of an and gate should
occur at same time or not. Like (G6rski 1994) we
think that both versions are needed in practice.

We have developed a formal fault tree semantics
and showed that the simple informal semantics
of fault trees is not adequate for the situation
in our example. We formalized the above con-
ditions in Duration Calculus (Zhou Chaochen et
al. 1991) and verified them for the example fault
tree in Fig. 4. Our formalization shares the idea
of completeness and correctness with (Bmns and
Anderson 1993). But the formalization given there
is not adequate for events with duration, and the
minimal cut set theorem is proven only for the
simple boolean semantics.

7. CONCLUSION AND FUTURE WORK

We presented an experiment in the combination of
fault tree analysis and formal models. Fault tree
analysis was applied to a formalization of a radio-
based level crossing control system. The analysis



helped to identify safety critical components and
reveiled a timing error in the model. The benefit
of integrating both techniques is three-fold:

• Formal methods benefit from FTA's system-
atic approach to construct safety require-
ments, and to break them down to single
(software-) components.

• FTA benefits from a formal model because
of its preciseness, and the option to formally
prove correctness and completeness proper-
ties of fault trees.

• The resulting system specifications comply
with two complementary aspects of safety:
correct functioning and fault tolerant design

We have sketched a methodology for applying
FTA to formal descriptions, where each decompo-
sition in the fault tree generates proof obligations
with respect to the formal model. We have dis-
cussed requirements for a good formal semantics
of fault trees (which lead us to a formalization in
Duration Calculus), and detected problems with
existing approaches.

We consider this experiment only as a first step
towards an integration of formal methods and
FTA. Next steps are proof rules and deduction
support for the formal verification of the proof
obligations for fault trees. The calculus will be
implemented in the interactive proof system KIV
(Reif et al. 1998). A natural extension of this work
is to transfer the ideas to other safety analysis
techniques such as FMEA.
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