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1 Synopsis 

KIV 3.0 is an advanced tool for engineering high assurance systems. It provides 
an economically applicable verification technology, and supports the entire design 
process from formal specifications to executable verified code. In KIV the design 
process for high assurance systems proceeds as follows. 

1. KIV supports both functional and state based software/system design using 
algebraic specifications or Abstract State Machines (ASMs), respectively. 
As a first step, predefined theories from a library can be imported. New 
specifications are added to the hierarchically structured specification graph 
which is graphically visualized. 

2. In addition to the specification, a formal safety/security model is defined. 
The formulation of extra validation properties helps to detect gross specifi-
cation errors before it is attempted to prove the main safety/security prop-
erties. 

3. It has to be shown that the validation and safety/security properties are 
satisfied by the specification. The necessary formal proofs are done in an 
interactive graphical proof environment. Proof search is automated to a large 
extent. Proof engineering facilities help to reveal specification errors. After 
correcting the specification, invalid proofs can be reused automatically. 

4. The components of the hierarchical system specification can be implemented 
independently (modular) using an imperative programming language. Proof 
obligations for the correctness of the implementation are generated auto-
matically and have to be verified by the proof component. Again, corrected 
errors lead to invalidated proofs which can be reused automatically. 

5. The whole specification and verification process is guarded by an elaborate 
correctness management. If, finally, every specification and implementation 
is in "proved state", it guarantees that there are no inconsistencies and all 
proof obligations and used lemmas are proved. 

6. For use in future projects, specifications and implementations can be added 
to a library. 

KIV 3.0 is ready for use and has been tested in a number of industrial pilot 
applications. However, it can also be used as a pure specification environment 
with a proof component. Furthermore, KIV serves as an educational and experi-
mental platform in formal methods courses. Details on KIV can be found in [17] 
[18] [19] and under http://www.informatik.uni-ulm.de/pm/kiv/kiv.html. 
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Related interactive systems with major applications in the area of correct 
software/system designs are ACL2 [13], PVS [14], ISABELLE [15], HOL [7], or 
VSE [11]. 

2 Structured Specifications and Implementations 

For functional modelling, KIV relies on first-order algebraic specifications to de-
scribe hierarchically structured systems in the style of ASL [21]. Specifications 
are built up from elementary first-order specifications with the operations en-
richment, union, renaming, parameterization and actualization. Specifications 
have a loose semantics and may include generation principles to define induc-
tive theories. State-based or reactive systems can be modelled with Abstract 
State Machines [9] [22], where used data types are again specified algebraically. 
These formalisms can be used to formulate requirements, to describe (arbitrary) 
systems or processes, or - more specifically - to specify software systems. 

When used for a software system, KIV supports the stepwise refinement 
and implementation of the specification. Specification components can be imple-
mented using program modules in an imperative programming language. The 
designer is subject to a strict decompositional design discipline leading to mod-
ular systems with compositional correctness. As a consequence, the verification 
eff"ort for a modular system becomes linear in the number of its modules [16]. 
The correctness of each single module guarantees that the whole implementation 
fulfills its specification. 

Structured specifications and implementations form a development graph. 
For each component, a theorem base exists where theorems are stored. The 
proof of the theorem is done relative to its component, and may use theorems 
of other components lower in the specification hierarchy. A lemma needed in a 
proof is added to the theorem base of the lowest component in the specification 
hierarchy where it is valid. This allows the reuse of the lemma in other proofs in 
other specifications as well. The hierarchical approach makes it feasible to deal 
with large specifications with thousands of theorems. 

3 Interactive Theorem Proving 

KIV offers an advanced interactive deduction component based on proof tactics. 
It combines a high degree of automation with an elaborate interactive proof en-
gineering environment. KIV can be used for specification validation and design 
verification as well as for program verification. The interactive proof strategy 
is based on a sequent calculus. For first-order reasoning, the proof tactics in-
clude rewriting, forward reasoning and induction. For the verification of imple-
mentations with imperative programs, the proof strategy is based on symbolic 
execution and induction using Dynamic Logic [6] [10]. 

To automate proofs, KIV offers a number of heuristics, see [18]. Among oth-
ers, heuristics for induction, unfolding of procedure calls, and quantifier instanti-
ation are provided. Heuristics can be chosen freely, and the choice is alterable any 
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time during the proof. So called "problem specific" heuristics are easily adapt-
able to specific applications without changing their implementation. Usually, the 
heuristics manage to find 80 - 100 % of the required proof steps automatically. 
First order goals can be forwarded to external automatic theorem provers [2]. 

KIV's simplifier handles hundreds and even thousands of conditional rewrite 
rules very efficiently, using discrimination nets and a compilation technique [8] 
[12] with some extensions like AC-rewriting and forward reeisoning. As the struc-
ture of a formula assists in understanding its meaning, it is essential that simpli-
fication in KIV is structure preserving. Rewrite and simplification rules are ex-
plicitly chosen by the user. For standard data types, which are stored in a library, 
sets of predefined simplifier rules are available for reuse in further projects. 
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Fig. 1. Two snapshots of the system 

4 Proof Engineering 

Frequently, the problem in engineering high assurance systems is not to verify 
proof obligations affirmatively, but rather to interpret failed proof attempts in-
dicating errors in specifications, programs, lemmas etc. Therefore, KIV offers a 
number of proof engineering facilities to support the iterative process of (failed) 
proof attempts, error detection, error correction, and re-proof. Dead ends in proof 
trees can be cut off, proof decisions may be withdrawn both chronologically and 
non-chronologically. Unprovable subgoals can be detected by automatically gen-
erating counter examples. Another interesting feature of KIV is its strategy for 
proof reuse. Both successful and failed proof attempts are reused automatically 
to guide the verification after correction [20]. This goes beyond proof replay (or 
proof scripts). We found that typically 90% of a failed proof attempt can be 
reused for the new proof after a correction. 

KIV offers a powerful graphical interface (see Fig. 1): The dialog is menu 
oriented, the structure of specifications and implementations is visualized as a 
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hierarchical graph using daVinci [4]. Proofs are presented as trees (with colored 
nodes), where the user can click on nodes to inspect single proof steps. Proof 
trees are permanently stored in a very efficient manner, so that a partial proof 
can be continued at a later time. The system can generate I^TEX output of 
specifications, theorems, and proofs, which is very helpful for documentation 
purposes. Furthermore, statistical data (about lines of specification, number of 
axioms, proofs, proof steps etc.) is computed automatically. 

5 Correctness Management 

One of the distinguished features of KIV is its correctness management. It en-
sures that no cyclical proof dependencies exist, and that after modifications to 
specifications, implementations or theorems only those proofs are invalidated 
that are really aff'ected by the modification. We distinguish between local and 
global correctness management. 

Local correctness . A theorem base stores all axioms, theorems, and proof 
obligations for one specification component or implementation module. Local 
correctness management is concerned with one theorem base only. KIV does not 
enforce a bottom-up proof strategy. This means that theorems can be used in a 
proof before they are proved themselves. Of course, it is illegal to use a theorem 
A as a lemma in the proof of B and at the same time B in the proof of A. 
To achieve this goal, it is necessary to keep track of each used lemma, rewrite 
rule, and simplification rule in a proof. A using graph contains the information 
which theorem uses which other theorems. This using graph must be acyclic. 
When beginning a proof, all theorems that (transitively) use this theorem are 
"hidden", i.e. they cannot be used as lemmas or rewrite rules. This approach is 
much more efficient than cycle checking before each application of a theorem, 
and, of course, much better than checking after a proof is finished. Another task 
of the local correctness management is to deal with the deletion or modification 
of a theorem and the effects on other proofs in the same theorem base. A theorem 
can be modified even if it is used as a lemma in a proof of another theorem. The 
proofs for both theorems will become invalid, which means that both theorems 
are considered unproved. However, the invalid proofs are kept for reuse. If all 
theorems of a theorem base are proved and their proofs are valid, the theorem 
base is locally correct. 

Global correctness. A theorem L (e.g. a rewrite rule) may be used in many 
proofs in different theorem bases. If the theorem is modified or deleted, these 
proofs must be invalidated. However, KIV does not automatically store the in-
formation in which proofs a theorem is used, but for each proof which theorems 
it uses. The reasons are efficiency considerations and the additional problems 
caused by redundant information. Again for efficiency considerations, it is a bad 
idea to inspect every proof of every theorem base that is based on L. This could 
involve the inspection of hundreds of proofs. 
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Fig. 2. Correctness Management 

KIV delays the invalidation of these proofs and uses the concept of "proved 
states" for theorem bases. A theorem base can enter proved state if it is locally 
correct (i.e. all theorems are proved and all proofs are valid) and all theorems 
from other bases used in some proof exist (and are unchanged). Then some 
redundant information is recorded. In each theorem base the list of theorems 
tha t are used in some proof of the current bcise (that enters proved state) is 
stored. If a used theorem is modified or deleted this redundant informations is 
used to remove the base from proved state . A theorem base in proved state may 
not be modified. For example, adding a new theorem automatically removes it 
from proved state. 

Consider a situation where a theorem T in SPi uses a l emma L from SP2 
(as depicted in the upper left corner in Fig. 2). Entering proved state for SPi is 
initiated by the user. Then the above mentioned checks are performed, and in 
SP2 the information is stored that L is used in SPi (upper right corner in Fig. 2). 
It is not stored by which theorems of SPi L is used. Finally, SPi is marked 
as proved. If L is modified, SPi is removed from the proved state using the 
information stored in SP2. This leads to a situation where the proof for T is not 
marked as invalid but in fact is invalid (lower right corner in Fig. 2). Of course, 
trying to enter proved state again will fail. The user can run a check on SPi tha t 
marks T as invalid (lower left corner in Fig. 2). This approach allows complete 
control over the t ime when complex and expensive operations are performed. The 
main point is that for a theorem base in proved state everything is guaranteed 
correct. If all theorem bases are in proved state, everything is globally correct. 
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6 Some Applications 

Access Control. In this case study, a generic access control model for a com-
puter system (based on [1]) was specified, implemented, and the implementation 
was proved correct. Furthermore, it was formalized and proved that it is not pos-
sible for a user to increase his rights without help from others. All specifications 
together contain about 1100 lines of text, while the efficient implementation has 
a size of 1200 lines of text. All in all 837 theorems and lemmas were proved. 
The overall time needed to complete the case study (including a Vcist number of 
modifications, error corrections, and reuses of proofs) was 14 weeks. See [5]. 

Digital Signatures.^ In 1997, German Parliament passed the "Signaturgesetz" 
which is a legal basis for the usage of digital signatures. In order to receive a 
certificate for critical parts of the software and organization structures related 
to the application of digital signatures, a formal security model has to be pro-
vided. In this case study, it has been shown that it is possible to develop such 
a formal security model. The process of creating and verifying digital signatures 
has been formally specified. The integrity and nonrepudiation of signatures has 
been proved. Overall 800 lines of specification were needed. 

Airbag. The decision to fire an airbag in a car is done by software in a black 
box. While the algorithm is very short (about two pages of text), the software 
runs on a micro controller with only 16bit integers. Together with the com-
pany manufacturing the boxes we formally verified that the algorithm fulfills its 
specification and never produces an arithmetical overflow. Another result are re-
strictions on the used parameters that must hold to avoid an arithmetical error. 
If the parameters are changed (for another type of car), only these restrictions 
have to be checked again. 

Compiler Verification. In [3], the compilation of PROLOG into code for the 
Warren Abstract Machine (WAM) is described with 11 transformation steps 
using Abstract State Machines (ASMs, [9]). Meanwhile, we have formalized and 
verified 6 transformation steps (with 1500 lines of specification and 700 lines 
of code). The most complex verification step requires an invariant which covers 
about three pages of text. During the verification, several errors were revealed 
in the compiler assumptions as well as in the interpreters. See [22]. 

Safe Command Transfer in a GNC. In cooperation with the company that 
developed the software (intecs sistemi, Pisa), part of the guidance and navigation 
control (GNC) system of a spacecraft was developed formally and reevaluated 
in KIV 3.0. The given safety requirements have been verified, and a prototyp-
ical implementation has been proved correct. The major benefits of the formal 

' Part of the BSI (Bundesamt fiir Sicherheit in der Informationstechnik) project VSE 
(Verification Support Environment). The prover of the VSE tool is based on KIV 
1.0 and INKA. 
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verification were the detection of a missing case in the informal specification 
(based on ESA Software Engineering Standards) , and the explicit (and correct) 
specification of implicit assumptions about the input parameters. 

D y n a m i c H a s h Tables . This case study is concerned with the verification of a 
store structure by dynamic (or extendable) hash tables tha t never need to be re-
organized, even when an arbitrary number of elements is inserted, and although 
collision lists of bounded size are used. The verification is extraordinary difficult 
due to the complexity of the insert- and delete-procedure (which use many aux-
iliary procedures) and to the heavy use of ar i thmetic (including exponentiation 
and modulo) . Details can be found in [5]. 

A Library of R e u s a b l e Spec i f i cat ions . The reuse of s tandard da t a types 
decreases the t ime needed to develop the first version of a new structured spec-
ification considerably. The specifications are correct, and contain a large set of 
already proved properties and rewrite rules which increases over t ime. Our li-
brary currently contains specifications for 37 d a t a types with 297 functions and 
1977 proved lemmas. 
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