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PART V

Case Studies

Case studies are badly needed to demonstrate, test, and evaluate new approaches
to software development. They illustrate the proceeding and help to get some
idea of the required overhead. With some medium sized case studies the Korso
project demonstrated that formal methods are ready for the use in industrial
practice.

The first paper of this part, Three Selected Case Studies in Verifica-
tion, gives a description and motivation of the usage of the Kiv system. By
reference to three small examples for theorem proving a detailed productivity
analysis for the Kiv system is given.

Most of the work in this field was carried out on the case study “Production
Cell”. Nearly all the partners were involved in this study, so that a separate
book is devoted to it. The authors of the Case Study “Production Cell”: A
Comparative Study in Formal Specification and Verification therefore
confine themselves to giving an overview of this work, while attempting to put
the results into perspective.
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Even the last paper in this volume, The Korso Case Study for Software
Engineering with Formal Methods: A Medical Information System, is
a survey on work done in the biggest case study of the Korso project. 1t focuses
on requirements analysis supported by formal specification techniques. And we
are proud of the main result of this case study: Formal methods scale up in a
pleasant way.
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an important role. Groups are proper principals; the hierarchy of groups forms
a directed graph with edges denoting group membership. The list of valid dele-
gations holds the currently valid (i. e. existing) delegations. The access control
algorithm will use this list to determine the validity of principals A for B.

Formally, delegations, group hierarchy, and ACLs are just actualizations of
the standard specifications of lists, directed graphs and sets?, respectively. Figure
1 shows the structure of the specification.

maintain (VAA €LVA €R— isproperprincipal(A))
— (L=>pe R~ 3p1 € L,p; € R A prmemberg p2)
system
l, \ (A&B-!—L:}D,GR)H(A+B+L=>D,GR)
secure

= object |(AasB+L=>pcR)~(A+L=>pcR)AN(B+L=pcR)
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groups *set
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Fig. 1. structure of the specification (left) and specification of the access control pred-
icate = (right)

2.2 Determining Access

A principal A may access a secure object obj with ACL acl under current del-
egations D and group hierarchy G if and only if {A} =p ¢ aclis true. The
specification of = (on the right of Fig. 1) describes the main access control
mechanism?.

This specification is monomorphic, so that all properties of the model are
specified. The specification contains a “base case” where all principals of both
sets are proper principals, and “reduction steps” for each principal building
operation. In this way, structured principals are reduced to proper principals. In
the base case, L =>p ¢ Ris true if and only if one proper principal of L is member
of one proper principal in R with respect to G. The reduction steps conform to
the intuitive meaning of the structuring operations on principals stated above.

! Though we speak of access control lists, only the properties of sets are of interest,
the order of principals or duplicates are ignored.
% Delegations are treated differently from [ABLP91].
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The automatic translation of an E/R-diagram to a modular system was
implemented in the Kiv system. The translation generates an instance of the
scheme shown in Fig. 2. The correctness of every instance depends on a set of
verification conditions. These conditions are also generated automatically from
the components of the modular system and can be given schematically. This
allows to prove that for all E/R-diagrams the proof obligations will be provable
in general. The result was derived by hand in [Fuc94) and gives a “plan” how to
automate the proofs for every instance in the Kiv system. We are working on
integrating this result into the translation program, so that appropriate lemmas
and proof “plans” needed for the verification will be generated. Thereby we gain
a verified modular system independent of the translation.
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Fig.2. Modular system: The output of the translation.

3.3 The Modular System and the Details of Translation

The modular system which is generated by the translation of an E/R-diagram
is schematically shown in Fig. 2. Solid arrows from one specification to another
represent the fact that the specification at the arrowhead is used in the specifica-
tion at the base (or used in a renamed version). Dashed arrows point to generic
specifications while the specification at the base of the arrow is an actualized
version. The triple of two rectangular boxes and a box with rounded corners
represent a module with export specification (at the top), implementation (in
the middle) and import specification (at the bottom).

The modular system contains two specifications, which are independent of
the E/R-diagram to translate. Both are assumed to be implemented in a library
and therefore to be consistent. The first specification assumed to be given is
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pair-orderset. This is a specification of sets of pairs, which is generic in the two
parameters of the pair. This specification is used as a template for the relations
R(1-k) of the E/R-~diagram. Relations are represented as sets of pairs of keys.
To get a concrete relation both parameters are actualized with the appropriate
entity types. The other translation-independent specification is coded-set. It is
a generic specification of sets of elements with keys. It is guaranteed that the
keys of two elements are always pairwise different. Both the target sort set and
the parameter sort elem contain an error element. In addition there is a selector
function sel : key x set — elem. sel(k,s) yields the element with key k from set
s, if there is one in the set. Otherwise it yields the error element. The parameter
of this specification is actualized with the different entity types Entity(1-n) to
give the specifications set- Entity(1-n), which define sets of entities.

Apart from these presupposed specifications the other specifications and
modules are generated dependent on the given E/R-diagram by instantiating
templates. The specification Attributes at the bottom of Fig. 2 is the parameter
of the whole system. It fixes the sort, an error constant and a special absent value
for every attribute. For each entity type (out of n) in the given E/R-diagram
one module Entity-preEntity(1-n) is generated. Every such module exports a
specification Entity which provides the sort F of the entity type. For ensuring
the consistency of Entity an implementation is generated automatically on the
basis of the specification preEntity, which provides the sort pre-E freely gen-
erated by the constructors p-mk-F and p-error-E, an error constant. p-mk-E
builds an entity as a tuple of attributes. Since the specification corresponds to
a “data”-specification in SPECTRUM it is consistent by construction (the Kiv
system allows such data type declarations in specifications and generates the
corresponding axioms automatically).

Similar to the sort pre-E in the specification preEntity, the sort E of the
specification Entity is generated by create-E and error-E, but not freely. The
function create-E builds a tuple only if the following condition is satisfied: All
attributes are different from the error attribute and no mandatory attribute has
the special value absent. The functions of the specification Entity can now be
implemented by simple programs in the module Entity-preEntity. Finally, the
top-level database specification ER-DB is built up from a data type specification
pre-DB in an analogous way to the construction of Entity from pre Entity.

3.4 Application: Cardiac-Catheterisation

As an application of the generic translation of E/R-diagrams to a correct modu-
lar system, the consistency proof for the Cardiac-Catheterisation E/R-diagram
taken from [HHMNS93] was carried out with the Kiv system. The diagram con-
tains five entity types, doctors, patients, catheterisation orders, entities contain-
ing the data of the catheterisation and entities for the findings of the catheteri-
sation. Between these entities six relationships exist. Three between doctors and
the entities related to the catheterisation parts (orders, data and findings), one
between patients and data, one between orders and data, and one between data
and findings. The 5 entities and 6 relations yielded 33 specifications with 345
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Fig. 3. Fig. 4.

To find the right block in which to store a datum with key k, we compute

an index j := k mod 2M2X8EN_ and follow the pointer below the jth entry of the

generation vector. The indirect block allocation avoids the necessity to use one
block for every hash code. In the diagram the keys, which are congruent 1 modulo
4 (= 1 mod 2?) and = 3 mod 22 both are stored in the middle, shared block.
The keys in this block are exactly those which are = 1 mod 2*. The exponent 1
is called the generation of the block and stored in the generation vector.

Inserting a new key calling an INSERT procedure is simple, if it is placed in
a block which is not full, e.g. the rightmost block in Fig. 3. Inserting a datum
with key 6 in Fig. 3 will result in Fig. 4.

Inserting in a full block requires a case distinction. One case is, when the
selected block has generation < maxgen, such as the middle one. In this case
the block is split into two blocks with incremented generation and data items
are distributed among them, according to their keys. A subprocedure SPLIT is
used for this task. Then INSERT is called recursively on the result. Adding 7
divides the entries of the middle block in those = 1 mod 4 and those = 3 mod
4 and gives Fig. 5 as result.

—

KIRIEARIEIRIEIE,

The other case is, when the generation of the block has already reached
maxgen. Then we double the whole generation vector including the pointers with
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a DOUBLE procedure, thereby increasing the maximal generation. Subsequently
we split the block under consideration and call the INSERT procedure as in the
previous case. As an example, adding 8 in Fig. 3 will lead to Fig. 6. Note that it
may be necessary to repeat the process of splitting (and eventually doubling), if
all data of the split block including the one to insert, happen to be hashed into
the same block.

Deleting a data item proceeds as follows: First, the key-data pair is removed
from the appropriate block. If the resulting block is empty and may be elimi-
nated, a ‘merge’-operation is called, which is the inverse of splitting two blocks.
Note that an empty block cannot always be eliminated. Deleting an empty block
is possible, if its ‘dual’ block was not split repeatedly by insertions, where the
two blocks resulting from a split-operation are called dual. If all generations in
the generation vector become smaller than the maximal generation, the table is
halved.

4.2 The Modular System

Viewed as part of a modular system, the algorithms of dynamic hash tables re-
alize an efficient implementation of a store structure by elementary data types,
such as arrays and records. The following specification describes the store struc-
ture:

generic specification Store
parameter Data
using Nat
sorts store
functions
emptystore : — store
insert :nat x data x store — store
lookup :nat x store — data
delete : nat x store — store
variables s, s1, sy: store; d : data
axioms
store generated by emptystore, insert;
lookup(m, emptystore) = nodata,
lookup(m, insert(m, d, s)) = d,
m # n — lookup(m, insert(n, d, s)) = lookup(m, s),
delete(m, s) = insert(m, nodata, s),
s; = sy < (VY m.ookup(m, s;) = lookup(m, s3))
end

The specification uses the natural numbers Nat as keys. It is parameterized
by the data to be stored. The constant ‘nodata’ is used to denote failure of the
lookup function. It should be different from the regular data to be stored in the
table. Stores are built up from emptystore, using the insert-function. The axioms
should be self-explanatory, note that the insert-function overwrites old entries
with the same key.
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The store specification is a typical example for information hiding. Possible
implementations include simple association lists as well as complex variants of
tree structures (like AVL-trees or B-trees) and of course hash tables, as described
here. A software system which uses the store specification as an intermediate level
of abstraction may choose freely among these implementations.

The implementation represents stores by dynamic hash tables. The functions
emptystore, insert, delete and lookup are implemented by the procedures EMP-
TYSTORE, INSERT, DELETE and LOOKUP, computing on the hash tables.
They comprise 314 lines of code. Correctness of the implementation is assured
by suitable verification conditions. The abstract data type ‘dynamic hash table’
as visualized in Figs. 3 — 6 is formalized as a record (or tuple) of 6 components:

First the generation vector, which is an array of natural numbers. Second the
heap, containing the blocks of the hash table. Since we wanted to mimic disk
storage, where pages are numbered, we chose to model the heap as an array of
blocks. The third component, pointers to the blocks are realized as an array of
indices (natural numbers), the ‘pointer vector’. The fourth component needed
is the maximal generation, and to speed up the decision, if halving of the table
is possible, we introduced a counter for the number of entries in the generation
vector equal to the maximal generation. To optimize the usage of heap storage,
we always allocate the block with the least index, which is not already used.
This is supported by the last component of dynamic hash tables, a set of indices
of blocks currently used. It is implemented by lists of intervals in a separate
module with 107 lines of code. The representation guarantees access in O(1) to
the least index not in the set.

Blocks are specified as an abstract data type similar to stores, but with a
maximal size maxsize (an unspecified natural number). Inserting a datum with
new key in a block of maximal size will leave it unchanged. Their implementation
in another module by association lists comprises 139 lines of code. Altogether
30 specifications are built up from basic specifications by enrichment, union, re-
naming and actualization. Figure 7 gives a simplified version of the development
graph: Solid arrows denote the using relation, dashed arrows mean actualization.
Serrated arrows denote the implementation relation and boxes with rounded cor-
ners contain the algorithms of the module. The specifications on the bottom line
are assumed to describe data types which are available on the target computer.

4.3 Verification

The modular system described in the previous section is hierarchy respecting (see
[Re195], this volume). Therefore it is possible to verify each of the three mod-
ules independently. Table 3 gives an overview over the verification. At present
verification has been done excluding the delete function.

Comparing the verification efforts of the modules, it becomes obvious that
the first two modules are rather straightforward, while the main module is a lot
of hard work. Several reasons contribute to the complexity of the verification:
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Fig. 7. The simplified development graph

Table 3. Overview over the verification.

Name of block- | set(nat)- store-
module assoclist |list(interval)| hash table
Lines of code 139 107 314
Proof obligations 34 17 17
Lemmas 15 9 71
Proof steps 5272 3470 3422
Automation 94.5 % 86.3 % 51.8 %
Absolute time ~ 3 days| = 3 days [~ 2 months

— As can be seen from the description above, dynamic hash tables involve a
lot of different data structures: arrays, blocks, natural numbers, records, lists
and sets. This makes simplification of first order formulas rather expensive.
Currently over 250 rewrite rules are used for this task. Especially natural
numbers with modulo-operation and exponentiation need a lot of lemmas
like:

z mod 2"*! # £ mod 2" — £ mod 2"t! = (z mod 2") + 2"

Order relations, frequently used here (e.g. in inductive proofs), pose an addi-
tional problem, since transitivity cannot be handled by rewriting. Altogether,
simplification consumes about 80% of the system run time in the proofs and
is therefore the crucial point for the efficiency of the proof strategy.

Arrays lead to formulas involving quantification over their elements. Quan-
tifier instantiation is the main obstacle to reduce the need for interaction in
proofs.

Because of the great number of conditionals in procedure bodies, a lot of
cases have to be considered, resulting in large proofs. Since all unnecessary
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