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Abstract  

Modularization is the central design paradigm for large software systems, and the 
correctness of modules is one of the basic building blocks for the verifeation of large 
systems. In this paper we investigate the correctness problem for generic modules. The 
export- and import interfaces of a generic module are parameterized first-order specifications, 
and its implementation is written in an imperative programming language. We define the 
semantics and the correctness of generic modules, and present a logical characterization of 
correctness in terms of Dynamic Logic. This characterization paves the way for automated 
verification of generic modules in the KIV system ~,arlsmhe Interactive Verifier), a tactical 
theorem prover for Dynamic Logic. 

Key words: Program verification, module correctness, refinement of parameterized speci- 
fications, Dynamic Logic. 

1 I n t r o d u c t i o n  

The formal specification and systematic construction of verified software is one of the 
most prominent applications of logics of programs. In the literature, logics of programs 
have been used to formalize and to prove properties of programs such as partial correctness 
([Ho 69]), termination, total correctness ([Bu 74]), program inclusion ([BK 84]), or more 
general relations between programs (IBM 79]). They have also been used as logical frame- 
works for program synthesis ([Gr 81], [CM 88], [HRS 91]). From a software engineering 
point of view, the majority of these applications refer to a logical analysis of programming 
in the small. So far, however, only a small number of approaches deal with programming in 
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the large. In this field, modularization is the central methodological paradigm, and the 
correctness of software modules is one of the basic building blocks for the verification of 
large systems. 

In this paper we address this problem, and present a new approach to module correct- 
ness. We consider generic or parameterized modules, with formally specified export- and 
import interfaces and a procedural implementation of the export specification in terms of the 
import specification. The specification language is full first-order logic. We give a cha- 
racterization of module correctness in terms of Dynamic Logic ([Ha 79], [Go 82]). This 
characterization provides a more general solution to the correctness problem than approaches 
based on Hoare's logic ([Ho 72], [AS 89]), or "classical" approaches based on universal 
algebra and category theory ([GM 82], [EM 85], [BEP 87], [EM 90]). Additionally, the 
characterization of module correctness using DL paves the way for automated module verifi- 
cation. A method based on this result has been implemented and successfully tested in the 
KIV system (Karlsruhe Interactive Verifier, [HRS 88], [HRS 89], [HRS 90]) which is a 
tactical theorem prover for DL and can be used to verify and develop imperative programs. 

The paper is organized as follows: In the next section we define specifications, generic 
modules, and give a formal account of semantics and correctness. The concepts are 
illustrated by an example, which will be used throughout the paper. In section 3 we give a 
brief overview of DL. Section 4 presents the characterization of module correctness in DL, 
and in section 5 we draw some conclusions. 

2 Specif icat ions  and Generic  Modules  

2.1 Parameterized Specifications 

The syntax of parameterized specifications is illustrated by the following description of 
finite sets over an arbitrary partially ordered domain. The operations are the empty set 0 ,  
the insertion of a data element (insert), the membership predicate (~), and an ordering (<<) 
on sets, being a variant of the multiset ordering. The ordering on the data domain is <: 

parameterized specification Sets over Partial order 
parameters Partialorder (* see below) 
sorts set 
functions: O : --, set 

insert : data x set --, set 
predicates infix ~ : data x set 

infix << : set x set 
vats n, m : set 
axioms -, x e O 

x ~ insert(y, m) ,-. (x = y v x e m) 
n = m  ,-. V x . ( x e n  ~ x ~ m )  
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n<<m ,-* Vx.(xEn--, 3y.(yem ^x<y)) 
e n d  

p a r a m e t e r  spec i f i ca t ion  Partial_order 
s o r t s  data 
p r e d i c a t e s  infix < : data • data 
v a r s  x,  y, z : data 
a x i o m s  ~ x < x 

x < y  ^ y < z  -, x < z  
e n d  

Parameterized specifications are based on signatures with sorts, and operation symbols 
(functions and predicates), on variable declarations and sets of first-order formulas with tacit 
universal closure (axioms). In the example Partial_order is the parameter specification, 
Sets_over_Partial_order the target specification. Correspondingly, we distinguish between 
parameter and target sorts, and parameter and target operations. Formally, we write SIG = 
(S U Sp, OP U OPp) for a signature with parameter sorts Sp, target sorts S, parameter 
operations OPp, and target operations OP. In contrast to other approaches in the literature 
([GTW 78], [EM 85], [Pa 90]) the axioms are not restricted to universal Horn clauses or 
equations. This increases the flexibility of the specification language for practical appli- 
cations. Concerning the semantics of a parameterized specification SPEC over a signature 
SIG, the only information we need in this paper, is that the semantics is based on the class 
of its parameter generated models PGen(SPEC). This is the class of all SIG-algebras, 
Alg(SIG), that satisfy the axioms of SPEC, and meet the following constraint: Each element 
of any target carrier can be (finitely) constructed from the parameter carriers using the target 
functions. For a discussion of consistency, monomorphism, correctness and related topics 
we refer to [Re 91]. 

2.2  G e n e r i c  M o d u l e s  

A module is a triple consisting of an export specification, an implementation and a map- 
ping. The export specification provides sorts and operations, that are visible to the environ- 
ment, and that may be used there as elementary operations. Its axioms describe the external 
behaviour of the module. The implementation is a collection of procedures and import speci- 
fications. The import specifications describe the data the procedures operate upon. The map- 
ping sets up the correspondence between the sorts and operations of the export specifica- 
tion, and the sorts and procedures of the implementation. It indicates which sort or operation 
of the export specification is implemented by which sort or procedure of the implementation. 
A module is called generic if the export- and import specifications are parameterized specifi- 
cations sharing the same parameter specification. The parameter specification is the generic 
part of the module. We illustrate these concepts with a module implementing sets by lists: 
Sets_over_Partial_order is implemented by list processing procedures given in ListProc, 
which in turn are based on a specification of lists: 
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generic module Set_ListProc 
exporting Sets_over_Partialorder 
implementation ListProc (*see below) 
mapping list implements set 

EMPTY implements O 
INSERT implements insert 
MEMBER implements e 
LESS implements << 
IDF implements = 

end 
for set 

implementation ListProc 
importspec Lists_over_Partial_order 
declarations EMPTY r .... INSERT ~ .... MEMBER ~ .... 

LESS ~ .... IDF ~ ... 
end 

The mapping in Set_ListProc indicates which sort or operation is implemented by which 
sort or procedure of ListProc. The implementation ListProc imports a specification Lists - 

w 

overPartial_order, with target sort list and parameter sort data, and provides declarations 
for the procedures that are referenced in the mapping of the module (EMPTY ~ ... etc.). 
Here we do not go into the details of the procedure declarations and the specification Lists - 
over_Partial_order (they are given partly in section 4). The equality of the target sort set is 
implemented by a procedure IDF. This is required since a set may be represented in different 
ways. Multiple list representations denoting the same set are identified by IDF. Generally, 
the parameter sorts and operations are not mentioned in the mapping. They are treated in a 
standard way: each parameter sort and operation is mapped onto itself. This is possible since 
the export- and import specifications share the same parameter specification. 

Roughly, the semantics of a generic module M is a partial function Sem(M), induced by 
the implementation of the module. It takes a parameter generated model of the import 
specifications (import algebra) and assigns to it a parameter generated model of the export 
signature (export algebra). The operations of the export algebra are basically the procedures 
of the implementation. A module is correct if Sere(M) is a total function, and if the export 
algebras not only are models of the export signature, but additionally satisfy the export 
specification. As a consequence, a correct module M has the following nice property: In 
order to provide a correct and executable implementation of M's export specification, it 
suffices to compose its implementation with any correct and executable implementation of its 
import specifications. Informally, a module is correct if the procedures of its implementation 
terminate and exhibit the behaviour specified for the export operations. 

We are going to give a formal account of these notions. To simplify the presentation we 
will refer to a simple generic module M with export specification Exp, an implementation 
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Prog with a single import specification Imp, and a mapping Map. We assume that both Exp 
and Imp only have a single target sort Se and si, respectively, and a single parameter sort Sp. 
Let SIGe = ({se} U {Sp}, OPe U OPp) the signature of Exp, SIGi = ({si} L.J {Sp}, OPi t.) 
OPp) the signature of Imp, and SIGp = ({Sp}, OPp) the subsignature for the parameter. Let 
IDF implement the equality on se. 

Definition (Semantics and correctness of a generic module) 

The semantics of M, Sem(M), is a partial function which maps algebras from PGen(Imp) 
to PGen(SIGe). We define its domain, and how the export algebra is constructed from the 
import algebra, simultaneously. Let A E PGen(Imp). For every function symbol f E OPe 
from SIGe the semantics [ Map(f)] of the corresponding procedure Map(f) in Prog is (by 
syntactic restriction of the programs) a partial function over ~t. Let F _l_ {Map(f): f a function 
symbol from OPe} be the set of procedures associated with the function symbols. For a pre- 
dicate symbol f E OPe the semantics of Map(f) is a partial truth function. In this case let 
[ Map(f)] denote the relation which holds for a given argument iff Map(f) terminates for it, 
and returns true. The functions and relations [ Map(f)] serve as first tentative candidates for 
the interpretations of f. Next, with the help of the procedures in F, we define a pair of sets 
(G•, Asp), which serve as the basis for the carrier sets of the intended export algebra. Asp is 
the parameter carrier of ~q, and G~ is defined as follows: Let G~t the set of all elements of 
Asi (the target carrier of A) that can be constructed from Asp by iterated application and com- 
bination of the procedures from F. If all the procedures from F and those for the predicate 
symbols terminate on (G~, Asp) (which is not guaranteed per construction), we may define 
an intermediate parameter generated SIGe-algebra q~t := (Ga, Asp, [ Map(f)l f E OPe, (fA)f E 
OPp), where fa is the interpretation of f in .q. Finally, we have to take into account, that 
different elements of G~t, which are identified by IDF, are supposed to denote the same 
object in the export algebra. The semantics of the identification program IDF induces a bi- 
nary relation "IDF on G,q which holds for two elements if they are identified by IDF. Now 
we can define domain and value of Sere(M): Sem(M)(A) is defined if all the procedures of 
Prog and IDF terminate on (G~t, Asp), and if "IDF is a congruence on q.a. Then Sem(M)(A) 
is the quotient of g~t by ="IDF- 

M is correct iff Sem(MX A) is defmed for all A E PGen(Imp) and Sem(M)(~t) ~ Exp �9 

Our aim is to translate the correctness of a module into proof obligations of Dynamic 
Logic. Before we do so, we give a brief overview of DL. 

3 Dynamic  L o g i c  

Dynamic Logic ([Ha 79], [Go 82]) extends predicate logic (PL) by formulas [~]q~ ("box 
:~ cp") and ( ~ p  ("diamond ~ q~"), where ~ is a program, and r is again a DL-formula. The 
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intuitive meaning of [zc]tp is: "if n terminates, cp holds after execution of ~ ". The formula 
(z~)q~ has to be read as: "n terminates and cp holds after execution of ~x ". The programs that 
may occur in such program formulas are taken from the following Pascal-like programming 
language. We consider the commands skip, abort (the never halting program), assignments, 
conditionals, while loops, local variables and mutually recursive procedures. With the com- 
mand var  xl=tl  ..... xn=tn in a,  the local variables xi are introduced and initialized by ti. 
The command ~x is the scope of the declarations. Procedure declarations p l ~  ~.(Xl : yl).Ctl 
, .., p n ~  ~,(xn : yn).an, introduce the mutually recursive procedures Pi. The vectors xi and 
Yi are the formal value- and reference parameters, respectively, and ai is the procedure 
body. In the procedure call p(t : z), t and z are the actual parameters. A program n is a pair 
(decl [ ix) consisting of a command ot and a procedure declaration decl, where the definitions 
for the procedure calls of et are looked up. If the declaration is clear from the context we will 
omit it and write (ct)qg, instead of (zc)q~. 

In DL many interesting properties of programs can be expressed. For PL-formulas tp 
and ~p, the formula q9 ---, [n]ap corresponds to the well known partial correctness assertion 
q~{n}~p. Total correctness assertions, q~ ~ (n)lp, are obtained by using diamond formulas 
instead of box formulas. Other properties are non-termination -~(zt)true, or the equivalence 
of two programs n and n' with respect to a program variable x: (n)x=x' -,-, (z')x=x'. In 
order to express the correctness of a module we need a nondeterministic version of DL with 
random assignments x:=? and randomly initialized local variables var  x = ? in ct as addi- 
tional commands. They randomly assign a value to x. They are not allowed in the imple- 
mentation of a module, we only use them for descriptive purposes. Random assignments 
can be axiomatized by existential quantifiers: (x := ?)q~ ~ 3x.cp. Furthermore, in this inde- 
terministic version of DL, parameter generatedness of a SIG-algebra can be expressed by a 
set of formulas, DL-IND(SIG), the set of DL instances of the structural induction principle 
over SIG (see [Re 91]). 

4 A Characterization of Module Correctness with Dynamic Logic 

Now we present a translation of the correctness of a generic module into a set of proof 
obligations formulated in DL. These proof obligations are necessary and sufficient for the 
correctness of the module. This result provides a general solution to the correctness problem 
for implementations of parameterized first-order specifications. Although our programs are 
written in an imperative language the result applies to a wider range of languages. We 
illustrate the translation with the help of the above Set_ListProc example and add comments 
dealing with the general case. 

First we give two example definitions of the procedures in ListProc (implementation of 
Set__ListProc) which have been omitted in 2.2. 
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EMPTY ~ X(: 11). 11 := nil 

INSERT ~ ~.(x, 11 : 12). 

var 13 = 11 in 

if 11 = nil then 12 := cons(x, nil) 

e l se  if x=car01 ) then 12:=11 

else 

(* outputs the empty list *) 

(* inserts x in 11 if not yet there*) 

INSERT(x, cdr(ll): 13) ; 12 := cons(car(ll), 13) fi fi 

The procedures EMPTY and INSERT compute on List_overPartial_order, which 
provides the usual list operations nil (empty list), cons (inserting an element at the front), the 
selectors car and cdr (first element and rest of a list, rsp.), and list variables 11, 12, 13. Due 
to space limitations we omit the specification. 

For the general case, we refer in the sequel to a module M, for which we adopt the same 
assumptions and the notation used in 2.2: M is a simple generic module with export specifi- 
cation Exp, the implementation Prog with a single import specification Imp, and a mapping 
Map. Both Exp and Imp are supposed to have a single target sort Se and si, respectively, and 
a single parameter sort Sp. SIGe = ({se} U {Sp}, OPe U OPp) is the signature of Exp, SIGi 
= ({si} U {Sp}, OPi U OPp) the signature of Imp, and SIGp = ({Sp}, OPp) the subsignature 
for the parameter. IDF implements the equality on Se. Our sample module Set_ListProc is of 
this form, and whenever concrete examples are given, M refers to Set_ListProc. 

The Translation 

In a first step we define for the target sort se of the export signature a restriction R. The 
formula R is intended to describe the set of data (of sort si = Map(se)) that can be construc- 
ted from the parameter elements (of sort Sp) by applying the procedures of the implementa- 
tion (see Ga in 2.2). Relative to a restriction R and the module M, four sets of proof obliga- 
tions (verification conditions in DL, with tacit universal closure) are defined: VCT(R , M), 
VCc(R, M), VCExp(R, M) and VCG(R, M). These sets will guarantee M's correctness. 

Choos ing  a Restrict ion R 

In our example Set_ListProc the set of lists that can be constructed by the procedures 
EMPTY and INSERT (the implementations of the constructors), are the lists without 
repetitions (no duplicates). Therefore, R(I1) is chosen to be true for a list 11 iff 11 has no 
duplicates. In the following concrete proof obligations, R refers to this formula. 

Proof Obligations VCT(R, M) 

Generally, the operations of the export specification have to be interpreted by total func- 
tions. However, the procedures of the implementation of M may fail to terminate. There- 
fore, we require that these procedures terminate at least for inputs taken from R and/or the 
parameter. This is done in VCT(R, M). In our example this means, that EMPTY and 
INSERT terminate for restricted inputs, and produce outputs belonging to R. Furthermore, 
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the predicates MEMBER and LESS terminate for restricted inputs. This is expressed by the 
following conditions: 

VCT(R, M) = { 

(EMPTY(: 11)) R(I1), 

R(ll) --' (INSERT(x, 11:12)) R(12), 

R(ll) ~ (MEMBER(x, 11 : b)) true, (b is a boolean variable) 

R(ll) A R(12) --' (LESS(I1, 12 : b)) true} 

Proof  Obligations VCc(R,  M) 

This set of proof obligations guarantees that the identification procedure IDF of M, 
which implements equality of the target sort se, terminates and behaves like a congruence on 
R with respect to the implementations of the function- and predicate symbols. In the 
Set_ListProc example, IDF is a program which identifies two lists ll and 12 (by returning 
true) iff 11 and 12 only differ in the order of their elements. As examples we present the 
conditions for termination and reflexivity, and omit the conditions for symmetry, transitivity 
and compatibility: 

R(ll) ^ R(12) --' (IDF(ll, 12 : b)) true (termination) 

R(ll) --' (IDF(ll, 11 : b)) b = true (reflexivity) 

Proof Obligations VCExp(R, M) 
The conditions VCT(R, M) and VCc(R, M) imply that the semantics Sere(M) is defined 

for all models of PGen(Imp). The proof obligations VCExv(R, M) guarantee that the proce- 
dures of the implementation exhibit the behaviour specified in the export specification. 
VCExp(R, M) results from translating the export specification (exclusive of the parameter 
specification) to DL-formulas over the import signature: parameter variables, -operations 
and -equality are mapped onto themselves. Target variables of the export are translated to 
target variables of the import. A target operation f is translated to a call of the corresponding 
procedure Map(f). The equality over the target sort is translated to a call of IDF. The propo- 
sitional connectives remain unchanged, and the quantifiers are treated as follows: For a para- 
meter variable x, Vx.tp and 3x.tp are translated to Vx.q0' and 3x.q~', respectively, where q~' 
is the translation of % For a target variable m, V m.tp and 3m.tp are translated to V 11. (R(ll) 
--, qg') and 311. (R(I1) ^ qr respectively, where 11 and q~' are the translations of m and qo. As 
examples we give the translations of two axioms from Set__ListProc (which both are impli- 
citly, universally quantified): 

x ~ insert(y, m) ,--, (x = y v x e m) becomes: 

R(I1) - ((INSERT(y, 11 : 12 ) ; MEMBER(x, 12 : b )) b = true ,-, 

(x = y v (MEMBER(x, 11 : b )) b = true)) 
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n=m ,--, Vx.(xen ,-* xEm) becomes: 

R(ll) ^ R(12) --' 

((IDF(I1, 12 : b)) b = true *-, 

Vx. ((MEMBER(x, ll : b )) b = true ,-, (MEMBER(x, 12 : b )) b = true)) 

P r o o f  O b l i g a t i o n s  VCG(R, M) 

The last set of proof obligations guarantees that the restriction R indeed denotes the set of 
data that can be constructed by the procedures implementing the constructors of the export 
specification. The conditions VCT(R, M) already imply that R denotes a superset of the in- 
tended set. Therefore, it suffices to make sure that every data belonging to R can actually be 
constructed by the implementation. Unfortunately, in general this requirement is neither 
expressible in first-order logic nor in deterministic DL ([ST 83]). This is the reason why we 
added random assignments to the programming language. In this nondeterministic version 
of DL there exists (uniformly in M) a formula RM which can be proved to describe exactly 
the set of input data constructible by the implementation. In the Set_ListProc example 
RM(ll) is the DL-formula (decl M [ rM(ll:))true , where declM contains the following declara- 
tion of the nondeterministic procedure rM: 

rlVl ~ ~,(11:). v a r  12 = 11 in 
EMPTY(: 12) ; if 12 = 11 then skip 
e l s e  v a r  12 = ?, x = ?, 13 = 11 in 
rM(12:) ; INSERT(x, 12 : 13) ; if 13 = 11 then skip else abort fi fi 

The formula RM(ll) holds iff rM terminates for 11. The procedure rM terminates for the 
list 11 iff 11 is the result of E M F I ~  or if an x and a 12 can be guessed such that rM terminates 
on 12, and 11 can be constructed from x and 12 by INSERT. Hence, we define VCG(R, M) = 
{ R(ll) ~ RM(I1) }. 

This completes the collection of proof obligations. We set VC(R, M) = VCT(R, M) U 
VCc(R, M) U VCExp(R, M) U VCG(R, M). Then the following theorem holds: 

T h e o r e m  ( C h a r a c t e r i z a t i o n  o f  the  c o r r e c t n e s s  o f  g e n e r i c  m o d u l e s )  

Let M a genetic module with import specification Imp over the signature SIGi. 

M correct ~* there exists a restriction R such that: Imp U DL-IND(SIGi) ~ VC(R, M). 

Proof :  see [Re 91] [] 
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The "if'-part of the theorem provides a practically applicable proof method to establish 
module correctness: Verifying a module M requires to invent a restriction R such that the 
proof obligations VC(R, M) follow from the import specification enriched by structural in- 
duction DL-IND(SIGi). Note that the models of DL-IND(SIGi) are exactly the parameter 
generated SIGi-algebras (see 3). The "only-if'-part of the theorem states that every correct 
module M can be tackled this way. It guarantees the existence of a restriction R with the 
desired property. Actually, this restriction exists uniformly in M. We exploited this fact 
already to define VCG(R, M) where we used the uniform restriction RM. If we replace R by 
RM, the condition VCG(RM, M) becomes a tautology. We obtain the following corollary: 

Corollary (Correctness using RM) 

Let M a generic module with import specification Imp over the signature SIGi. 

M correct *~ 

Imp U DL-IND(SIGi) ~ VCT(RM, M) O VCc(RM, M) U VCExp(RM, M). 

Proof: see [Re 91] �9 

Although, the corollary looks simpler than the theorem, and although it avoids the in- 
vention of a restriction R, the theorem is more useful for practical module verification. Ex- 
perience shows that proofs involving RM are much harder than those involving an intui- 
tively chosen restriction. With this in mind the considerable advantage of the theorem is that 
it minimizes the proof obligations involving RM. 

Finally, we show that VCG(R, M) can be dropped for generic modules with a restricted 
form of export specifications. If SIGe is the export signature and Se the set of its target 
sorts, then we call V SeL(SIGe) the universal first-order formulas with respect to Se. By this 
we mean the class of closed first-order formulas of the following shape: Q1...Qn. q~, where 
none of the quantifier prefixes Qi is an existential one over a target sort, and q~ must not 
contain any quantifications over target sorts. Quantifications over parameter sorts are 
allowed both in the prefixes and in q~. Now the following theorem holds. 

Theorem (Correctness for universal generic modules) 

Let M a generic module with export specification Exp over SIGe and import specification 
Imp over SIGi. Let Exp C V SeL(SIGe). 

M correct ~ there exists a restriction R such that: 

Imp O DL-IND(SIGi) ~ VCT(R, M) U VCc(R, M) U VCExp(R, M). 

Proof: see [Re 91] �9 
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The theorem shows that the proof obligations VCc,(R, M) are related to existential quanti- 
tiers in the export specification, and may be dropped if there are none. The reason for that is 
based on the following observation: Let 3m.tp be a formula of the export specification of M 
with an existential quantification over a target sort. According to the above corollary (using 
the uniform restriction RM) this leads among others to a proof obligation q11. (RM(I1) A q~') 
where tp' is the translation of tp according to the definition of VCExP. However, the "if"- 
part of the theorem under consideration refers to a restriction R which may differ from RM, 
yielding the proof obligation q11. (R(ll) ^ qg'). Without the constraint R(I1) ~ RM(I1) it is 
possible, that the latter obligation, and actually all the obligations in VC(R, M) - VCG(R, 
M), are entailed by Imp U DL-IND(SIGi), whereas the former is not. This means that Imp 
U DL-IND(SIGi) entails VCT(R, M) U VCc(R, M) U VCExp(R, M) but M is not correct 
(by the corollary). Therefore, VCG(R, M) is indeed required in context of existential quanti- 
tiers. However, the argument does not hold for universally quantified formulas V m.qg. If 
we argue as before, we get the two obligations V ll.(RM(I1) ~ tp') and V ll.(R(ll) --' q~'). In 
this case, the obligations for termination VCT(R, M) imply the constraint RM(ll) --" RM(ll). 
Therefore, the aforementioned conflicting situation is impossible: Imp U DL-IND(SIGi) 
entails the former obligation whenever it entails the latter. 

In the Set_ListProc example, the export specification Sets_over_Partial_order is indeed 
universal with respect to the target sort set. Therefore, by the last theorem, we could have 
left out VCG(R, M) from our discussion of the proof obligations. We have included it, 
however, to illustrate the general case. 

5 Conclusion 

We have presented a simple concept for generic software modules. The interfaces of a 
generic module are parameterized full first-order specifications, and the implementation of 
the export interface in terms of the import interface is written in an imperative programming 
language. We have given a formal semantics of generic modules based on parameter 
generated algebras, and a formal notion of correctness. The main result is a characterization 
of module correctness in terms of Dynamic Logic. This characterization provides a general 
solution to the correctness problem of implementations of parameterized first-order 
specifications. This result has been turned into a proof method for automated module 
verification in the KIV system. It has been successfully tested on a number of case studies 
and is currently applied in an industrial context to produce verified software for a national 
radio station and verified access control software for nuclear power plants. 
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