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Abstract 
A "shell" for program verification and development is presented which is obtained by using a variant of 
Dynamic Logic in combination with tactical theorem proving. This shell (.K_.arlsruhe Interactive 
Verifier) allows easy implementations of various strategies which are guaranteed to be correct with 
respect to the basic logic. It is shown how tactical theorem proving is adapted for the above purposes. 

1 Introduction 

In this paper we describe how the paradigm of tactical theorem proving is used in the Karls- 
ruhe Interactive Verifier (KIV) to realize a "verification shell" which allows the informed user to 
implement various verification and program development strategies within a common logical 
framework. These strategies can then be used without any deep knowledge of the KIV meta- 
language (_Proof _Programming Language) or the underlying logic. 

Starting with Edinburgh LCF, [GMW 79], a large number of systems have emerged in the 
last ten years that use tactical theorem proving. The common basic idea of all these systems is 
that they offer the user the possibility to program extensions of some basic formalism. They 
consist of a metalanguage that allows to represent and manipulate formulas, (proof-) rules, and 
whole proofs of the underlying logical system. Among other things, this metalanguage enables 
the user to write programs (tactics) which generate subgoals from a given goal. All the systems 
guarantee soundness by built-in mechanisms which make sure that all derivations obtained by 
using tactics can be transformed to proofs using only basic rules and axioms. Large proofs are 
typically generated in an interactive way. But since the user relies on a (possibly large) database 
of tactics and lemmata, these systems are far away from being simple proof-checkers. 

Among the systems based on the paradigm of tactical theorem proving are the Cambridge 
LCF system, [Pa 87], which like Edinburgh LCF can be used for proofs about complex 
functional programs, the Nuprl system, [Co 86], for proofs in constructive type theory, the 
~Prolog system, [FM 88], which extends Prolog by )~-terms, and the Oyster system, [Bun 
89], which is similar to the Nuprl system and uses Boyer-Moore-like heuristics, [BM 79], to 
synthesize functional programs. 

One major application of systems for tactical theorem proving has been the generation of 
completely formal versions of complex proofs. To perform this task the user is provided with a 
system, which as the authors of [Co 86] put it, "helps fill in the details and keeps track of the 
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proof obligations that must be met at the critical points of an argument." A good example of 
such a proof is given in [Mu 84]. In contrast to that, proofs about realistic programs rarely 
require deep mathematical results. Nearly the same holds for the derivation of special proof 
rules from a general axiomatization. We are trying to build an environment which makes proofs 
about individual programs as well as the development of entire proof strategies routine tasks. 

In a first step the KIV system uses tactical theorem proving to derive special calculi (for pro- 
gram verification and development) from a powerful general logical formalism. The reduction of 
the logical building blocks of a special method, like for example Burstall's strategy for proving 
total correctness assertions, [Bur 74],  [HRS 87], to the basic formalism is carded out com- 
pletely automatically. Our main interest is to guarantee the soundness of the newly added rules 
and tactics, since as anyone will agree, a flexible verification system where one experiments 
with numerous proof-rules makes no sense if there is not a rigorous proof for each of them. 

To people concerned with the verification or development of  individual programs the KIV 
system offers a (growing) collection of strategies which leave to the user only the key decisions 
of a proof. Typically these strategies ask the user for invariants or inductive hypotheses. In 
most cases when the strategy has worked through a program some first-order verification 
conditions remain to be proven. In principle this can be done within the KIV system itself since 
we have implemented some versions of a theorem prover for first-order logic. However, it 
seems to be an interesting topic to combine our system with classical provers or simplifiers. 

We use Dynamic Logic (DL) as the object language. Since DL allows formulas of the form 
let]to, where ct is a (PASCAL-like) program, this language exhibits a much richer syntactical 
structure than do most of the other formalisms. The soundness of rules and tactics very often 
depends on syntactic restrictions for the programs involved. Although no deep mathematical in- 
sight is required, without long and tedious proofs these restrictions are subject to subtle errors. 

Most calctfli for DL or Hoare-like languages known from the literature are designed only for 
one special proof strategy. We have therefore developed a technique for axiomatizing 
programming languages, see for example [HRS 89], which is flexible enough to serve as a 
basis for a universal verification system. This technique incorporates the basic ideas of  
uninterpreted reasoning as described for example in the book of  Goldblatt, [Go 82]. Although 
proofs in this system, if carded out on paper, are completely intractable, it has turned out that in 
combination with tactical theorem proving our axiomatization can be used as a basis for all sorts 
of verificaction and development strategies. 

The paper is organized as follows. In section two we outline the basic properties of our cal- 
culus and explain why this sort of  axiomatization is needed for our purposes. In section three 
we introduce some technical details of our metalanguage PPL which are relevant for the rest of 
the paper. In section four and five we present two specific aspects of our system, the role of va- 
lidations and the use of metavariables for the development of programs. We finish with a dis- 
cussion of strategies, which are programs controlling the use of the basic logical building blocks 
of a method. 

2 Dynamic Logic 

2.1 Syntax, Semantics and Expressibility 
Dynamic logic extends ordinary predicate logic (PL) by formulas [ct]to ("box ct 9") and (o~)q0 

("diamond tz to"), where o~ is a program, and t o is again a DL-formula. The intuitive meaning of 
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[cx]q0 is: "if cx terminates, q~ holds after execution of ~ ". The formula (ct)q0 has to be read as: "o~ 
terminates and q~ holds after execution of cx" 

The programs that may occur in such program formulas are taken from the following 
PASCAL-like programming language. We consider skip, abort, assignments, conditionals, 
while loops, local variables and mutually recursive procedures. For local variables, procedure 
declarations, and procedure calls we use the following syntax: 

var Xl='C 1 ; ... ; Xn='C n in cz 

proe pl ~ ~.(xl:Yl).O~l ; ... ; pn ~ ~L(Xn:Yn).O~ n in ¢z p(x:z). 
In the declaration of local variables x i is initialized to the value of x i. In the procedure 

declaration x i and Yi are the lists of the formal value and variable parameters respectively and 

o~ i is the procedure body. The construct ~.(xi:Yi)Az i is called an abstraction. In the procedure 
call ,  and z are the lists of  the actual parameters. The occurrences of  variables following the 
symbols "~L" and "var" are binding occurrences. The scope of these binding occurrences is 
defined in the usual way. An occurrence of a variable inside the scope of a binding occurrence 
of that variable is called bound. 

In DL many interesting properties of programs are expressible. For PL-formulas q~ and ~,  
the formula ¢p --~ [¢x]~ corresponds to the well known partial correctness assertion q~{ot}~. 
Total correctness assertions, q~ ---> (o~)~, are obtained by using diamond formulas instead of box 
formulas, and the equivalence of two programs cx and 13 with respect to a program variable x is 
expressed by an equivalence between two diamond formulas: (cz)x=x' 4-> (13)x=x'. More 
general relations between programs can be expressed by implications between diamond 
formulas: (o~)rp --> (13)~. Such formulas are used, for instance, to express the correctness of the 
implementation of abstract data types. 

2.2 Interpreted versus Uninterpreted Reasoning 
For our aim, namely to provide a tool for implementing arbitrary verification and synthesis 

methods, the choice of the basic calculus plays a crucial role. It should be flexible enough to 
simulate many different "special purpose" calculi for specific verification methods. In the sequel 
we take a look at the calculi available from the literature and motivate our choice in the KIV 
system. 

The difference between the known axiomatizations is what David Harel [Ha 79] calls 
interpreted versus uninterpreted reasoning. In the case of  interpreted reasoning we have in 
mind a fixed interpretation of  the data structures the programs operate upon. There exists a 
surprisingly simple axiomatization for interpreted DL due to Harel. The central idea is to reduce 
statements about programs to statements about the data. Harel proves this calculus to be 
arithmetically complete, i.e. the formulas valid in an arithmetical structure are exactly those 
derivable in the calculus from the first-order theory of that s~ucture. 

Besides the axioms for propositional logic, in Harel's calculus there are the substitution 
axiom for assignments and the axioms for compounds and conditionals: 

[x:=zlq~ ~ q~x z , 

where q~ is a PL-formula such that x does not occur free in the scope of  a quantifier which binds 

variables from x. Cx x denotes the formula obtained from q~ by the substitution of x for all free 
occurrences of  x. 
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[~;13]q~ <--> [~][[~](P [ i fe theno~else~f i ]cp  ~-~ (e--> [c~]q0) A (-~e---> [~]qO) 
The inference rules are modus ponens, modal quantification, existential quantification, the 

invariance rule and the convergence rule: 

cp(n+l) ---> (e ^ (ot>q~(n)) I cp(0) --> -,e 

cp(n) --~ (while e do c~) (p(0) 
, where ¢pe FL with free n, n~ Var(¢x). 

The convergence rule relates the control structure to the data structure. The user has to supply 
a convergence formula q~(n). Roughly, cp(n) is a first-order description of what happens to the 
program variables if the loop continues for n further iterations. The convergence rule makes the 
calculus what it is, namely one for interpreted reasoning. It is the only rule which is sound only 
in arithmetical structures. 

Although the calculus is simple and has nice theoretical properties, it is not suitable as the 
basis of a verification system because of some severe practical drawbacks. These are illustrated 
by the following example. Consider the two programs prog 1 and prog2, which both operate 
on the integers: 

prog 1 : h:= x; 
{while 1 } while h~0 
do {bdYl} y:= y+h; h:= h-1 od 
{end of while 1 } 
h:= x; 
{while2} while h~0 

prog 2 : h:=x; 
{ while 3 } while h;~0 
do {bdY3} y:= y+h; z:= h,z;  h:= h-1 od 
{end of while3 } 

do {bdY2} z:= h,z;  h:= h-1 od {end of  while2} 

The first loop in prog 1 counts down h from x to 0, summing up the intermediate values of h in 
the variable y. Then the same is done in the second loop with multiplication and the variable z. 
Since the two loops do not interfere with each other we can merge them into one, which is 
slightly more efficient. 

At this point probably every programmer would agree that the two programs are equivalent 
despite the sparse explanations given so far. This is obviously due to a programmer's familiarity 
with control structures. Formally, the equivalence can be expressed by (progl)E ~ (prog2)E, 

where E = h=h 0 A X=X 0 ^ Y=Y0 A Z=Z 0. 
A formal proof in the above system requires several applications of the convergence rule. 

The user has to supply the corresponding convergence formulas cp(n). One of them is 
cp(n) .~ ( h0=0 ^ h=n A y0=y+(n*(n+l)  )/2 ^ z0=z,n! A X=X 0 ) . 

This application of the convergence rule leads to the following two verif'lcation conditions in 
the proof, which are both true in the integers: 

h=n+l ---> ( (n+l )  * (n+2))/2 = h + ( n * (n+l)) /2  ) 
h=n+l --~ ( h , n ! = ( n + l ) ! )  . 

So far everything seems to be completely fine, but there is something special with this proof. 
First we left the original signature and introduced the factorial function and the integer division 
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by 2 in order to express the convergence formula. Furthermore, the verification conditions are 
very misleading. They suggest that the "deeper" reason for the equivalence of prog 1 and prog 2 
is somehow related to the above properties of  the factorial function and the sum of  the f'~rst n 
integers. This impression is definitely wrong. The equivalence does not rely on any arithmetical 
property and even holds in any data structure. This means, that during the proof, verification 
conditions (proof obligations) arise, which stem from the proof technique and not from the 
theorem. From a practical point of  view, this situation is very unsatisfactory. The calculus is 
based on one hard-wired proof  technique, using invariants and convergents, and ignores 
knowledge about control structures. 

To avoid this drawback, we have adopted a calculus for uninterpreted reasoning. In this case 
all the axioms and inference rules are sound in any data structure. The effects of  programs are 
expressed in terms of other programs. The basic guideline for the following axiomatization is 
Goldblatt's system for uninterpreted reasoning [Go 82] and can be found in [Re 84], [St 85] 
and [HRS 89]. 

2.3 The Logic Underlying the KIV System 
In addition to the above substitution axiom for assignments and the decomposition axioms 

for compounds and conditionals which are the same as in Harel's axiomatization, we have 
algebraic computation rules for assignments, like 

[x:=x][x:=a]q) --> [x:=ffxX] q) and [x:=x][y:=G]q) --> [y:=axX][x:=x]q), where y not in x:=G. 
The first one, for instance, states that two assignments to x are the same as a single one with x 
replaced by "c in f f .  In order to capture the while loop, we use an auxiliary counter structure 
which is not at the programmer's disposal. This counter structure with a constant zero and a 
successor function next is used to talk about the number of iterations of a while loop. The i-th 
approximation of a while loop, (while e do ~ od$i),  is a program which simulates the loop iff  
the loop terminates after exactly i iterations. A statement about a loop then holds iff it holds for 
every such approximation. Consequently, statements about loops are proved by induction on 
the approximations. The axiom for the while-loop is: 

[while e do a od]q~ ~ Vi. [while e do 0~ od$i]q~ 
For the i-th approximation of a while loop we have the following schemes: 

[while ¢ do 0~ odSzero]q) <---> ~c-->q) 
[while ~ do o~ odSnext(i)]q~ <-> l i fe  then o~ else abor t  fi][while ¢ do c~ od$i]q~ 

For recursive procedures, we also add an auxiliary structure to the logic, namely environ- 
ments, which are tree-like objects. The actual axiomatization captures higher-order procedures. 
Here we only consider the simpler case where there are only call-by-value and call-by-reference 
parameters. In this case environments are only used to store procedure definitions. Now, 
commands arc always considered together with an environment (e I c~) (e omitted if irrelevant). 
Environments arc needed to talk about the fixed-point environment e' with respect to some cur- 
rent environment e and a set of  new mutually recursive declarations 8 .  The n-th approximation 
of  the fixed-point environment with respect to e and 8 is an environment term, able to simulate 
the behaviour of  the new definitions iff during execution there are no more than n recursive calls 
of  the procedures which arc declared in 5. The predicate Aps(e,e') is true if e' is an approxima- 

tion of the fixed-point environment with respect to e and 8. A statement about a procedure dec- 
laration evaluated in some environment e holds iff it holds for the main program in every ap- 
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proximation of the fixed-point environment. Consequently, statements about declarations are 
proved by induction on environments. This is reflected by the following axioms for procedure 
declarations and calls : 

[(e I proc 8 in o~ )]qo 4-~ Ve'. ( Ap8 (e, e') --~ [(e'l a)]qo ) 

[(e[p/(ell )~(x:y).t~)] I p(x:z))Jcp <---> [Ul:=Z 1] ... [Un:=Xn][(e 1 I a'xUyZ)]tP , 

where u - (u 1 ..... Un) is a vector of pairwise distinct fresh variables and t~' is obtained from 0~ 
by a suitable renaming of the bound variables in a in order to avoid a binding conflict when the 
elements of z are substituted for all free occurrences of the elements of y. Note that we use the 
inner environment e 1 for o¢. The expression e[p/(ell ~(x:y).o0] denotes an environment 
which is like e except that p is bound to (the closure) (ell ~(x:y) .a) .  If there is no entry for p 
in the given environment a call of p leads to abortion. 

2.4 The Example Revisited 
In the rest of the section we sketch the top level steps of a proof of the above example. We 

write a ={x 1 .... Xn } [3 if 0t and 13 terminate on the same inputs and produce the same outputs 
with respect to the variables {x 1 .... Xn}. The notation is an abbreviation for the DL formula 
(o~)E +--> (13)E, where E = (Xl=Xl') ^ .. ^ (Xn=Xn'). In this notation the claim takes the form 
progl ={x,y,h,z} prog2. Suppose we already knew the following lemmata: 

1) while 1 ={x,y} while3 and 2) while 2 ={x~,z} while3. 
Then we may argue as follows: The first program does the same as its first half with respect 

to x and y. This yields prog 1 ={x,y} (h:=x ; whilel). We apply lemma 1 and replace while 1 by 
while 3 getting prog 1 ={x,y} (h:=x ; while3). The right-hand side is already prog2, giving prog 1 
={x,y} pr°g2- Analogously the first program does the same as its second half with respect to the 
variables x, h and z. This yields prog 1 ={x,h,z} (h:=x ; while2) We apply lemrna 2 and replace 
while 2 by while 3 getting prog 1 ={x,h,z} (h:=x ; while3). Again the right-hand side is already 
prog 2 and hence prog 1 ={x,h,z} prog2- Together we have prog 1 ={x,y,h,z} prog2. Finally, we 
prove the two lemmata by induction on the number of iterations. 

Of course, behind every proof step above, there is hidden a number of other proof steps. But 
neither the ones shown nor those that have been omitted involve any property of the integers. 

2.5 Simulation of Other Logics 
Besides the possibility of reasoning on the level of control structures, like in our example 

above, the main advantage of a calculus for uninterpreted reasoning is its flexibility and its de- 
ductive strength. By adding nonlogical DL-axioms, many known calculi for specific verification 
methods can be simulated with our logic. Among these calculi are, for instance, Haters calculus 
for Deterministic Dynamic Logic mentioned above, Hoare's logic, Manna's system for total 
correctness and Burstalrs intermittent assertion method (see [HRS 89] for more details). This 
flexibility is an important premise for building a verification tool like the KIV system. 

3 P P L  

The KIV system is based on a sequent calculus. The most important data structure of PPL 
are proof trees whose nodes consist of sequents. The proven sequent is the root of  the tree and 



123 

the leaves are either axioms or premises. Thus, proof trees represent partialproofs. 
It is an important feature of PPL that we allow schematic objects: There are metavariables 

for each syntactic class. Metavariables will be denoted by names prefixed with "$", while we 
continue to use greek letters for arbitrary syntactical objects which may or may not contain 
metavariables. So, for example, we have the following axiom scheme for the sequential 
composition of programs 

[$C1 ; $C2]$F ~ [$C1] [$C2]$F . 
From the context, the system knows that $C1 and $C2 are metavariables for commands while 
$F is a metavariable for a formula. 

Apart from the axioms for the programming language, which are all of the form as the one 
given above, we have the usual rule schemes, like 

$G F- $ F I , $ D  I $G ~- $ F 2 , $ D  

$G ~- $ F I ^ $ F 2 , $ D  
If  a basic rule has an associated variable condition (quantifiers and modalities) this is 

checked by built-in programs. Rules are proof trees of height one. New proof trees can be 
generated by operations called infer (x, [i 1 .... in], Ix I .... Xn]) and refine (ffl, i, ~2). The 
infer operation performs a forward proof step by using the conclusions of n proof trees x 1 ..... x n 
as premises of a proof tree x yielding a new conclusion. The refine operation performs a back- 
ward proof step by replacing one premise of a proof tree ~1 by a proof tree if2 yielding the 
premises of  if2, as new subgoals. Both operations use matching: the proof trees x and ~2 can be 
considered as generalized inference rules and thus are instantiated by applying a matcher O to 
some of the metavariables. O satisfies the following conditions: the ik-th premise of O(x) is 
equal to the conclusion of x k for k=l ..... n (infer), or the conclusion of ®(~2) is equal to the i-th 
premise of  ~1 (refine). We use matching instead of unification to avoid undesirable 
instantiations of  metavariables, for instance in equivalence preserving proof steps. PPL allows 
an arbitrary combination of  forward and backward proof steps. 

In addition to the basic rules the user may define derived rules. Derived rules have to be 
supplied with a validation which is either a proof tree which fits the rule or a PPL-program. 
This program, when started by the command validate_rule, takes as arguments the premises and 
conclusion of  the rule, which may have been instantiated in the meantime, and tries to generate a 
fitting proof  tree. Usually, to prevent the validation from failing, it will be necessary to 
instantiate (by infer or refine) at least some of the metavariables occurring in the rule. Even if 
there are no open premises, a proof tree does not represent a proof as long as there are 
validations which have not yet been executed. The use of derived rules has turned out to be a 
good means to structure proofs. For our backtracking facilities see section 6. 

4 Validations 

As mentioned above, derived (or user-defined) rules which are the basic building blocks of 
our tactics have to be supplied with a validation. In many cases, the rule schemes are not 
supposed to be valid for all instantiations. Validations are therefore used to check various 
additional constraints. 
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Since programs are part of our formulas, we are faced with a much richer syntax than in 
most other formalisms. Especially in the case of rules for recursive procedures it has turned out 
that we have to handle very complex variable conditions which can be shown to be sufficient 
only by formal proofs. Indeed, many of our fh'st guesses about these conditions were wrong. 
The same holds for some rules we adopted from the literature. Recall also that we are talking 
about a system where the design (or redesign) of proof-rules is a frequent activity. Our solution 
is to abandon the explicit formulation of variable conditions (except for expositional purposes) 
and instead to write validations that establish these constraints a posteriori. If a validation 
terminates without failure it generates a proof for the instance in question. 

It has turned out that validations for these purposes can be implemented in a relatively short 
time and that they work with reasonable efficiency as compared to standard test programs, 
written for example in LISP, which however are subject to logical errors. What one needs to 
obtain well structured solutions is a whole hierarchy of derived rules together with their 
validations. 

A characteristic feature of uninterpreted reasoning is that we manipulate programs in the same 
way as we use algebraic laws to transform expressions. The implication 

F [x:=x][(x] q) ---) [%Xl[x:---x] ~0 
is needed in many validations that check variable conditions. For commands ct without 

declarations, (ZxX denotes the command which results from (x by substituting x for all 

occurrences of  x in expressions in c¢. In addition in c¢ there must be no assignments to variables 
from x:=x. In the following we describe the implementation of a function commute, that, 
given (concrete) x, x, c¢, and (p, generates a sound instance of this lemma (rule without 
premises) together with its validation. If  the condition is not satisfied, commute fails. We 
outline the proof generated by the validation. 

This validation can be structured like a metalevel proof which uses induction on the structure 
of commands, as it is the case with many others. Instead of using the inductive hypothesis we 
apply the rule recursively to subcommands. Each layer in the proof tree generated by the 
validation then corresponds to the inductive step according to the shape of the given command. 

We start with the axiom 
[x:---x][(x] ¢p F [x:=x][ct] (p 

In the case where c¢ - (130 ; 131) we transform the composition axiom into 
$G ~- [$C1;$C2] $F 

$G t- [$C1][$C2] $F 
by the function mk_srule. From 

[x:---~][[30;~l ] ¢p F- [x:--x][[30][131] (p we get [x:---~][130;131] q) ~- [130 xX][x:=x][131] q) 

by using mk_srule(commute(x, x, 130,(p)) . The function prefix, given a list of commands 

(ix 0 . . . .  (xn) as a f'rrst argument, transforms an implication 

t-- (p --~ ~g into t-- [(x 0] ... [0t n] (p ---) [(x 0] ... [ct n] N/ 

An application of the rule mk_srule(prefix([~O xX], (commute(x, x, 131, (p))) yields 

[x:='T][I]o;131] (P J- [~Ox'~; ~1 x't'][ x:--'l:] (P 
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In the case where ~ = while e do [~ od we have to use induction on counters. In the 
inductive step we have to derive the sequent 

[x:=x][while e do [5 od,].next(i)] cp, Hyp F- [while £x x do 13xX od.l.next(i)][x:=x] cp , 

where for {Yl, -. ,Yn} =Var(  [x:=x][while e do [5 od] ~p ) ,  Hyp is the formula 

V(Yl . . . .  Yn). ( [x:=x][while £ do [5 od$i] ¢p --> [while exX do [sx x od$i][x:=x] q~ ) .  
Using the scheme for approximations (see section 2) we immediately get 

[x:=x][while e do [5 odSnext(i)] cp, Hyp J- 
[x:=x][if E then [5 else abort~fi] [while e do I~ od$i][x:=x] ~p 

By the rules for the conditional and mk_srule(commute(x, x, [5,cp)) we get 
[x:=x][while e do [5 odSnext(i)] (p, Hyp J- 

[if ExX then [sx x else abort fi][x:=x][while e do [~ od$i][x:=x] ~p 
By a rather special rule for applying the inductive hypothesis we then get the desired result. 

The condition that there must be no assignments to variables in x:=x is checked in the proof 
for the case where cx -= y:=c~. Here we use the second axiom given in section 2.3. Variable 
conditions for basic rules are implemented directly in LISP. 

5 M e t a v a r i a b l e s  

A very special feature of  the KIV system are the metavariables.  Sequents may contain 
metavariables for any syntactic category like formulas, terms, programs and so forth. They act 
as placeholders which may become instantiated later. This feature allows to specify and to prove 
schematic statements. For instance, the basic rules schemes of our calculus are represented as 
schematic proof trees of height one, and, conversely, each schematic proof tree can be used as 
an inference rule. 

In the KIV system metavariables are used for several purposes: Statements can be 
generalized by inserting metavariables for subexpressions which are irrelevant for the proof. 
Thus the structure of  the statement becomes simpler and the search space of the proof is 
reduced. Metavariables are also used to postpone decisions. For example, an invariant required 
in Dijkstra's method for program construction (see below) need not be given as a whole 
beforehand. A part of it is given immediately when the corresponding rule is applied, but the yet 
unknown rest of  it is postponed by inserting a metavariable instead (cf. the metavariable $rest 
below). Finally, metavariables are one of the important concepts in the KIV system that enable 
the integration O f program verification and program development without any changes to the 
logic or to the system itself. With the help of a metavariable we may express the specification of 
a program as a total correctness assertion F ~ ($C)~ with known preconditions F and post- 
condition ~ but a yet unknown program $C. In the rest of this section we will concentrate on 
this use of  metavariables. 

5.1 Developing Programs by Instantiating Metavariables 
Program development in the KIV system means to construct a particular proof tree: We start 

with a specification like the one above containing a metavariable for the yet unknown program. 
The application of  proof refinements gradually leads to a series of new proof trees resulting in a 
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stepwise instantiation of the metavariables. We stop if there are no further uninstantiated 
metavariables in the proof. Then the conclusion of the proof tree is the total correctness 
assertion with the original pre- and postconditions but with the generated program instead of the 
metavariable. The premises of the proof tree are first-order verification conditions entailing the 
conclusion. 

There are two types of proof refinements applied to the specification and the intermediate 
proof trees: (i) operations to instantiate a metavariable with a new code fragment possibly 
containing other metavariables and (ii) operations which reduce a goal containing such a code 
fragment to sufficient subgoals (subspecifications for the remaining metavariables in it). The 
central operation of type (i) is the specialization of proofs which takes a proof tree, a 
metavariable and an expression of the same syntactic category and yields an instance of the 
given proof where the metavariable is replaced by the expression throughout the proof. The 
operations of type (ii) are refinements with verification rules for the various PASCAL-like 
instructions. 

5.2 An Example 
Due to space limitations we will not display the applied rules. They are standard, and a rough 

understanding of what they do is enough for the purpose of this example. 
Suppose we wanted to develop a function computing the length of a list~ The initial specifi- 

cation is 
F- (proc lg ~ ~.(1 : n). $C in lg(l : n)) n = length(l) 

where the implementation of the procedure body is left open. We decide to develop a recursive 
version of lg and apply the induction rule (with respect to the input list 1) although we do not 
know all the details by now. Applying the rule yields a proof tree of height one with the above 
specification at the root and the following subgoal as the only premise 

Ind[$C] t- (proc lg ~ ~.(1 : n). $C in lg(1 : n)) n = length(l). 
Ind[$C] is the induction hypothesis and the notation displays the metavariables occurring in it. 

Ind[$C] -- ~'(1', n).(l'< 1 ~ (proc lg ~ ~.(1 : n). $C in lg(r : n)) n = length(l')) 
Now we apply the verification rule for procedure calls as a reduction rule and get a proof tree 
of height two with the original specification at the root and the following premise 

Ind[$C] b (proc lg ~ ~.(l : n). $C in $C) n = length(l). 
It is noteworthy that with most of the rules there is associated a variable check or a validation. 
However, these checks cannot be performed immediately, since the sequents still contain 
unspecified parts. Here we make use of the possibility to postpone the validations until the end 
of the proof. In our example we decide to specialize the current proof tree by inserting a 
conditional for $C. All the occurrences of $C in the current proof tree are replaced by if 1 = nil 
then  $B else $G fi. This yields 

Ind[$B; $G] 1- (proe lg ~ ~.(1 : n). if I = nil then $B else $G fi 
in if 1 = nil then $B else SG fi) n = length(l). 

This goal can be reduced by the splitting rule for conditionals. The proof tree branches and we 
get two premises (the above procedure body is abbreviated by bdy) 

Ind[$B, $G], 1 = nil I- (proc lg ~ ~.(1 : n).bdy in SB) n = length(l) 
Ind[$B, SG], 1 ~ nil I- (proe lg ~ ~,(1 : n).bdy in SG) n = length(l). 

We now deal with the first one. We specialize the proof by inserting n:=0 for $B and apply the 
assignment reduction rule to the first premise. This results in the verification condition 
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1 = nil t- 0 = length(I). 
Note that replacing $B also affects the second subgoal since $B occurs on its left hand side and 
in bdy. For the second subgoal we specialize the proof by inserting (lg(cdr(1) : n); $D) for $G 
and apply the decomposition rule for compound statements. The result is 

Ind[$D], 1 ~ nil ~- (proc ... in lg(cdr(1) : n))(proe ... in SD) n = length(l). 
Applying the induction hypothesis yields 

Ind[$D], 1 ~ nil, n = length(cdr(1)) ~ (proc ... in SD) n = length(1). 
Finally we specialize the proof once more and insert n:= n+l for $D. Reducing the assignment 
yields 

1 ~ nil, n = length(cdr(1)) ~- n+l = length(l). 
The two remaining subgoals are first-order verification conditions and do not contain any meta- 
variables. Therefore we are done and the root of the tree contains the generated program 

F- (proe lg ~ ~(1 : n). if l=nil then n:=0 else lg(cdr(1) : n) ; n:=n+lfi 
in lg(1 : n)) n = length(l). 

Since every metavariable is instantiated now, we may execute the validations postponed so far. 
In our example the validations are successful. If they were not, we had to backtrack and revise 
our program decisions that led to the failure. 

6 Strategies 

Strategies are top-level programs that provide the control structure of a proof method by 
calling substrategies and tactics in a certain order. They guide an uninformed user, i.e. a user 
without specific knowledge about the system and its logic, through proofs according to the 
special verification or development method. Strategies embody the interaction with the user and 
heuristics for the selection of rules and tactics as well as for backtracking. 

Typically the user is required to provide loop invariants, induction hypotheses, or 
convergence formulas. Depending on the strategy it may also happen that the system needs help 
to decide what to do next. Especially in the case of program development, where no (complete) 
program is available, this situation occurs frequently. 

Most verification strategies are syntax-directed in that they rely heavily on the form of the 
given program. Although the search space is typically much smaller than in other areas, 
conflicts arise. We have to decide what goal to tackle next and which rule or tactic to apply to it. 

In addition to methods for the selection of goals and tactics, strategies contain specific ways 
of doing backtracking and proof search. 

6.1 I m p l e m e n t e d  St ra teg ies  
In the following, we give a list of the proof methods implemented in the KIV system, where 

we also mention the special heuristics involved, if there are any. 
• A (complete) proof procedure for propositional logic is implemented, which does not make 
use of  any structural rules. 
• There are several versions of a prover for predicate logic, for instance with or without 
equality, complete or terminating. Heuristics are taken from [OS 88]. 
• There is a comfortable interactive implementation of Hoare's calculus: user guidance and 
backtracking facilities provided by the system enable the interactive development of  proofs. For 
example, this has the advantage that the user does not need to know all the loop invariants in 
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advance, but can experiment with several possibilities. 
• We have implemented Bergstra's and Klop's method for proving program inclusion and 
equivalence, which is published in [BK 84]. Given a first-order axiomatization Ax of a data 
structure and two programs ~ und 13 the method proves that 0~ is equivalent to [3 in every model 
of Ax by showing: 

Ax' F- HOARE tp ---) [O~]~t ¢:~ Ax'~- HOARE (P - ~  [~]~/ 
for all conservative refinements Ax' of Ax and all formulas (p and ~.  
• An implementation of Burstall's method [Bur 74], [HRS 87] allows to verify programs that 

implement inherently recursive functions by loops. Given the goal 17" ~ ((x;~}tp, the strategy 
eliminates ct and computes a new goal of  the shape 17' ~- (~}(p. But in contrast to Hoaxe's 
calculus, loops are not eliminated by proving an invaxiance relation, but by structural induction 
on the data structure involved. Heuristics for this method have been developed in [Ha 87]. 
• As an example for a program development method we implemented Gries's method [GR 81], 

[He 89]. The program works like a smactural editor for programs: Given a precondition F and a 
postcondifion (p, a goal F [-- ($C)tp is created, where $C is a metavariable standing for the 
program to be developed. This metavaxiable gets more and more instanfiated until it is a concrete 
program. The heuristics involved in this strategy can also be found in [GR 81]. 
• Based on the implementation of Gries's method, there is the implementation of  a strategy 
(introduced by an example by Dijkstra [Di 88]) which is capable of generating certain programs 
completely automatically. This strategy is treated below in more detail. 

6.2 General Control Problems 
Although the strategies mentioned above are very different, we can state some control 

problems they have in common. 

How to Build up Proof Trees 
There axe two possibilities to build up proof trees: depth-first or breadth-first. Depth-first 

means that one branch of the proof tree has be be built up completely before another branch is 
worked on. This approach is useful for program development, since it corresponds to top-down 
program construction. In program verification, however, one might want to switch the branches 
to work on in order to be able to prove goals that are considered as critical first. In this case the 
proof tree is built up in layers. These two different approaches are also reflected in the 
backtracking structure of the respective strategy. 

Backtracking 
In all strategies that axe interactive or that involve heuristics, the possibility of backtracking 

should be included. In PPL, there axe two backtracking constructs, or  and org (global or). e 1 
or e2 is evaluated as follows: First evaluate e 1. If  this was successful, then this is the value of 
e I or  e 2. Otherwise the value of e I or  e 2 is the value of e 2. The or-construct is equivalent to ? 
in ML [GMW 79]. It is sufficient if the strategy builds up proof trees in a depth-first manner. 
The advantage of this backtracking construct is that it can be implemented rather efficiently, 
because only the state before evaluation of e 1 has to be stored. Also, the use of  or  leads to 
readable programs. 

However, the or-construct has one disadvantage: once the evaluation of e I was successful, 
there is no possibility to evaluate e 2 any more. This may be required when the proof tree is built 
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up breadth-first, giving the user the possibility to experiment, e.g. with different rules or 
different invariants or induction hypotheses. In such a situation the user might want to undo 
some steps and return to a former state by explicitly invoking a failure. Thus a backtracking 
construct having a "memory" is needed. This is the org-construct, which works as follows: 
first evaluate e 1. I f  this fails, the value o f e  1 org  e 2 is the value o f e  2. Otherwise return the value 
of e l, but put the current environment together with e 2 onto a stack of  open alternatives. I f  a 
failure occurs, then the dynamically last alternative is tried, as opposed to the syntactically last 
alternative, which is tried by or. There is no ML-equivalent to org. 

Proofs as a Means for Resolving Conflicts 
In the implementation of  every strategy one has to decide how to treat goals of  predicate 

logic. One possibility is to leave them as verification conditions and prove them after the 
strategy has terminated. This approach has been taken e.g. in the implementation of  Gries's 
method. However,  if  one wants to try several ways to proceed, it can be useful to apply a rule, 
try to prove some of the simpler goals created, and undo the rule application if the subgoals in 
question could not be proved. One example where this is the case is the verification of a loop in 
Hoare's logic. Before the invariance of a suggested formula is shown, it should be proven that 
the formula is not too weak, i.e. that the formula together with the negation of  the loop 
condition implies the postcondition. 

6.3 A Completely Automatic Strategy 
In the case of development strategies it is sometimes possible to fix the overall structure of 

the proof. In this situation, the program constructs are selected such that the subgoals yielded by 
that strategy become provable. As an example we present a strategy which completely 
automatically generates programs for specifications of  the following shape: 

• (0) = b ~ ( k + l )  = O((I)(k), W(k)), 
where t5 is an elementary operation and W does not depend on ~ .  

The basic ideas of this strategy go back to an example presented by E. W. Dijkstra [Di 88]. 
The task was to develop a program that computes n 3 for a given n_>0 without using multiplica- 
tion. The idea is to successively compute 13, 23 ..... n 3, such that (i+l) 3 is computed from i 3 
using only addition (the preliminary loop invariant is 0~_<_n ̂  x 0 = i3). Since (i+l) 3 - i 3 = 3i 2 + 
3i +1 cannot be computed without multiplication, a new variable a is introduced with invariance 
property x 1 = 3i 2 + 3i +1: The invariant is augmented by this conjunct. The new variable has to 
be initialized with 1 (i--O). To keep the invariance property when i is increased, x 1 has to be in- 
creased by (3(i+1) 2 + 3(i+1) +1) - (3i 2 + 3i +1) = 6i + 6. This also cannot be done directly; 
thus, again a new variable is introduced with invariance property x 2 = 6i + 6; it has to be initia- 
lized with 6. To maintain the invariance property, x 2 has to be increased by (6(i+1) +6) - (6i +6) 
= 6, which can be done without a new variable. Thus, the developed program is: 

i:= O, Xo:= O; Xl:= 1; x2:= 6; 
while i#n t o  
xo:= xo+x I; 
xl:=Xl+X2; 
x2:= x2+6; 
i:= i+1 od 
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Abstracting from the example, when supplied with a specification of the shape n>0 
[- ($C)x0=~(n), we generate the following schema for $C: 

i:-- 0, x0:= ~(0); { 0<i_<.n AX0--O(i)} 
while i~n do 
x0:= x0+~l(i); 
$body; 
i:= i+l od {0<i<n AX0=¢(i)} 

where "el(i) := ~( i+ l )  - ~(i). If xl(i) does not contain nonelemenatry operations, the strategy 
terminates. Otherwise a new variable x 1 is introduced with invariance property x 1 = xl(i), and 
the schema is augmented by the initialization Xl:= Xl(0) and the assignment x 1 := x I + x2(i) in 
the loop body, where x2(i) := xl(i+l) - xl(i). The invariant is augmented by the conjunction x t = 
xl(i ). This process is repeated until a x i is found that contains no nonelementary operations. 

Implementation in the KIV System 
1. Generate a proof tree with premises 

(1) F b- ($C1) ($rest A Xg) 
(2) $rest, Xg, $b F" ($C) ($rest A V) 
(3) $rest, xg,~$b F- Xo=~(n ) 
(4) ~g,$b, $rest ~- bf >0 (bf is the bound function) 
(5) ~,  Sb, Srest, bf=t ~- ($C)bf<t 

and conclusion F 1- ($C1;while $b do $C od)xo=t~(n) . 
2. Instantiate $C1 with i:=0; $init, $b with iCn, and $C with $body; i:= i + l .  
3. Split the second premise into 

$rest, V, i~a k- ($body; i:= i+l) $rest (new second premise) and 
$rest, xg, i~n t- ($body; i:= i+ l )~  (new third premise), 

where ~ has the shape xj = xj(i), xj is the j-th new variable to be introduced. We have 

x0(i)=~(i), and Xj+l(i) = xj(i+l)-xj(i). The next steps only deal with the third premise. Thus, it 
has to be shown 

A k- ($body; i:= i+l)xj=xj(i) , 

where A -= $rest, xj=xj(i), icn. 
4. Generate the specification for the assignment in the loop body, i.e. eliminate the assignment 
i:= i+l; the new goal is 

A k- ($body)wp(i:= i+l, xj---xj(i)) . 

5. compute initialization for variable xj; xj:= xj(0). 

6. compute Xj+l(i) := xj(i+l) - xj(i). If Xj+l(i) contains no nonelementary operations, instantiate 

$body with xj:=xj+xj+l(i), instantiate $rest with true and terminate the strategy. Otherwise in- 
stantiate $body with xj:=xj+xj+l; $body, where xj+ 1 is a new variable; instantiate $rest with 



131 

$rest ^ Xj+l--Xj+l(i) ; and repeat steps 3-6, after suitable preparation of the goals. 
As already mentioned, the advantage of this method is that in those cases where it is 

applicable, it runs completely automatically. 
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