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1 S y n o p s i s  

KIV 3.0 is an advanced tool for engineering high assurance systems. It supports: 

- hierarchical formal specification of software and system designs 
- specification of safety/security models 
- proving properties of specifications 
- modular implementation of specification components 
- modular verification of implementations 
- incremental verification and error correction 
- reuse of specifications, proofs, and verified components 

KIV 3.0 provides an economically applicable verification technology. It sup- 
ports the entire design process from formal specifications to executable verified 
code. It is ready for use, and has been tested in a number of industrial pilot 
applications. However, it can also be used as a pure specification environment 
with a proof component. Furthermore, KIV serves as an educational and exper- 
imental platform in formal methods courses. Details on KIV can be found in [8], 
[9] and under http://www.informatik.uni-ulm.de/pm/kiv/kiv.html. 

2 S y s t e m  O v e r v i e w  

S p e c i f i c a t i o n  and  S y s t e m  Deve lopmen t .  KIV relies on first-order algebraic 
specifications to describe hierarchically structured systems in the style of ASL, 
[11]: Specifications are built up from elementary first-order specifications with 
the operations enrichment, union, renaming, parameterization and actualization. 
Specifications have a loose semantics and may include generation principles to 
define inductive data types. Specification components can be implemented by 
stepwise refinement using program modules. The designer is subject to a strict 
decompositional design discipline leading to modular systems with compositional 
correctness. As a consequence, the verification effort for a modular system be- 
comes linear in the number of its modules. Specifications and modules both have 
theorem bases attached to them. The theorem base of a specification contains 
the axioms, additional theorems (proved and yet unproved ones) and proofs. For 
a module the theorem base contains automatically generated proof obligations, 
which have to be proved to guarantee the correctness of the module, and again 
additional theorems and proofs. 
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C o r r e c t n e s s  M a n a g e m e n t .  In KIV the user can freely create, change or delete 
specifications, modules, and theorems. Theorems can be proved in any order (not 
only bottom-up). An elaborate correctness management ensures that  changes do 
not lead to inconsistencies. In particular it guarantees, that  

- all specifications and theorems are correctly typed after changes to specifi- 
cations 

- there are no cycles in the proof hierarchy 
- all lemmas used in a proof can be found in a theorem base of some subspec- 

ification (and have not been modified) 
- only a minimal number of proofs are invalidated after modifications 
- eventually all theorems and proof obligations are proved. 

I n t e r a c t i v e  T h e o r e m  P r o v i n g .  KIV offers an advanced interactive deduc- 
tion component based on proof tactics. It combines a high degree of automation 
with an elaborate interactive proof engineering environment. KIV can be used for 
specification validation and design verification as well as for program verification. 
The interactive proof strategy is based on a sequent calculus. For first-order rea- 
soning the proof tactics include rewriting, forward reasoning and induction. For 
the verification of implementations with imperative programs the proof strategy 
is based on symbolic execution and induction using Dynamic Logic ([5]). 

To automate proofs KIV offers a number of heuristics, see [9]. Among others, 
heuristics for induction, unfolding of procedure calls and quantifier instantiation 
are provided. Heuristics can be chosen freely, and changed any time during the 
proof. They may be adapted to specific applications without changing the im- 
plementation. Usually, the heuristics manage to find 80 - 100 % of the required 
proof steps automatically. 

Eff ic ient  S impl i f i ca t ion .  One highlight of KIV is its conditional rewriter. It 
handles hundreds and even thousands of rules very efficiently, using the com- 
pilation technique of [7] with some extensions like AC-rewriting and forward 
reasoning. The user chooses rewrite and simplification rules explicitly. For stan- 
dard data  types, which are stored in a library, sets of predefined simplifier 
rules are available for reuse in further projects. (The KIV library currently 
contains specifications for 28 data  types with 217 functions and 1317 proved 
lemmas.) The notion of local vs. global rules allows the selection of different sets 
of simplification rules for different tasks. For example, the extensionality on 
sets, sl = s2 ++ V x. x E sl ~ x E s2 is used "locally" to prove the correct- 
ness of other rewrite rules about sets, but not anywhere else (i. e. "globally"), 
since it is normally a bad idea to replace an equation like s --= sl U s2 by 
V x. x E s ++ x E sl V x E s2. The compilation technique sorts rewrite rules 
depending on their leading function symbols into a tree-like structure (discrimi- 
nation nets1). This allows for a fast elimination of non-applicable rewrite rules. 
As an example, of 125 rewrite rules dealing with integers, only 21 have abs (ab- 
solute value) as their leading function symbol, and only 3 of these deal with 

1 To be precise: compiled nondeterministic perfect AC discrimination nets, see [6] 
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division. As a last step, this tree-structure is compiled into functional code for 
each function symbol. The resulting code is almost as efficient as a hand-coded 
functional program. A recursive definition of the Fibonacci-numbers rewrites 
fib(fib(6)) to 377 in 0.22 seconds with 776 calls to 'fib' and 2470 calls to '+ '  (on 
a SPARC 20, naturals are represented as succ(succ(... (0)))). 

P r o o f  Engineer ing.  Frequently the problem in engineering high assurance sys- 
tems is not to verify proof obligations affirmatively but rather to interpret failed 
proof attempts indicating errors in specifications, programs, lemmas etc. There- 
fore KIV offers a number of proof engineering facilities to support the iterative 
process of (failed) proof attempts, error detection, error correction and re-proof. 
Dead ends in proof trees can be cut off, proof decisions may be withdrawn both 
chronologically and non-chronologically. Unprovable subgoals can be detected 
by automatically generating counter examples. Another interesting feature of 
KIV is its strategy for proof reuse. Both successful and failed proof attempts are 
reused automatically to guide the verification after correction ([10]). This goes 
beyond proof replay (or proof scripts). We found that typically 90% of a failed 
proof attempt can be recycled for the verification after correction. 

KIV offers a powerful graphical interface: The dialog is menu oriented, the 
structure of specifications and implementations is visualized with [3] as a hier- 
archical graph. Proofs are presented as trees, where the user can click on nodes 
to inspect single proof steps. Proof trees are stored in a very efficient manner 
on a hard disk, so that a partial proof can be continued at a later time. The 
system can generate DTEX output of specifications, theorems and proofs, which 
is very helpful for documentation purposes. Furthermore, statistical data (about 
lines of specification, number of axioms, proofs, proof steps etc) is computed 
automatically. 

3 S o m e  R e c e n t  A p p l i c a t i o n s  

Access Control .  A generic access control model (based on [1]) was specified 
(1100 lines), implemented (1200 lines), and the security model and implementa- 
tion proved correct (837 proofs) in 14 weeks. See [4]. 

Safe C o m m a n d  Transfer  in a G N C .  2 In cooperation with the company 
(intecs sistemi, Pisa) that developed the software, part of the guidance and 
navigation control (GNC) system of a space craft was specified and the safety 
requirements verified. One error was detected in the informal specification (based 
on ESA Software Engineering Standards). 

Airbag.  The decision to fire an airbag in a car is done by software in a black 
box. Together with the company manufacturing the boxes we formally verified 
that the algorithm fulfills its specification and never produces an arithmetical 
overflow. 

2 Part of the BSI (Bundesamt fiir Sicherheit in der Informationstechnik) project VSE 
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C o m p i l e r  Ve r i f i ca t i on .  In [2], the compilation of PROLOG into code for the 
Warren Abstract  Machine (WAM) is described with 11 transformation steps. 
Meanwhile, we have formalized and verified 6 transformation steps (with 1500 
lines of specification and 700 lines of code). The most complex verification step 
requires an invariant which covers about  three pages of text.  Verification revealed 
several errors: see [12 t. 
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